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Abstract

CopyRight2lets you easily migrateetwork shares, files, foldengermissions, groups anger accountsricluding
passwords) from source to destination computers.

It is a comprehensive solution that will support you in your planning stageshs aotual migration phase.

You can use CopyRight to perfor mé

1 ...file server migrations and consolidations within theesamacross domain boundaries.

1 élocal wuser and group migrations (including user pa
T éActive Directory migrations (including user passwo
1T ébackups of file servers and |l ocal or domain accoun
T éthe introduction SefviceB)FS ( Di stri buted File

T émigrations of I1S FTP/HTTP sites including setting
T émigrations to Azure storage accounts.

You can copy files with CopyRight hat ar e fAancessibigmnithe saie wayittis done by Windows
backup features, allowg you to backup &lyour files, everiocked files or filesvherepermissionsvould deny
access.

Use the intuitive graphical user interface to create a copy job with a few mouse clicks and simply select the source
files and destination folders

Any jobs created with the gplical user interface can be run unattended and at a chosen date and time or interval.
You can optionally configure CopyRight2 to send emails upon success and/or failure of copy jobs scheduled for
background execution.

Beside of thegyraphical user intertae it is integrateavith Windows® Explorer and offers an additional command line
interface very similar to the builbh Xcopy command.
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Requirements

CopyRight2 has the following hardware requirements:

1 Atleast 4GB of RAM
1 Atleast 1 CPU with 2 cores (byperthreading)
1 Atleast 256MB of available disk space

CopyRight2 supports the following versions of Windows

=4 =4 -8 -_8_-8_8_9_9_20_-12_-4_-92_-29_29._24._-°2._-2

Microsoft Windows® NT 3.51

Microsoft Window® NT 4.0

Microsoft Windows® 2000

Microsoft Window® 2003 / Windows® 2003 R2
Microsoft Windows® 2008 / Windows® 2008 R2
Microsoft Window® 2012/ Windows® 2012 R2
Microsoft Windows® 2016

Microsoft Windows® 2019

Microsoft Windows® 2022

Microsoft Windows® 2025

Microsoft Window® XP

Microsoft Windows® Vista

Microsoft Windows® 7

Microsoft Windows® 8.0 / 8.1

Microsoft Windows® 10

Microsoft Windows® 11

Windows® Cluster Services

CopyRight2 supports the following Network Attached Storage Solutions

=4 =4 =8 —a _—a_a_a_9

CopyRight 26s

E R

Netap® ONTAP7, ONTAP8 ONTAP9 (clustered & stanélone)
EMC® Celerra, VNX and Isilon

Hitachi® HDI & HNAS

Synolgy®

NetGear ReadyNAB

Nutanix®

Nasun®

Many others...

IS 5.0(only as source)
IIS 6.0(only as source)
IIS 7.0(only as source)
1S 7.5
IIS 8.0
IIS 8.5

I 'S F T P{OH3ugperts Be follewinilliSyearsionsi on Add
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1 1S 10Build 1607 and newe(1709, 1809 ¢é )
CopyRightd s Az ur e MODmsupparts tleerollodvidgeloud Platforms
9 Azure Storage Account

For a successful operatitime following Windows securitgrivilegesare requiredt a minimum, which are granted
to members othe Administrators group by default

1 Copying flesand foldergin case of files or folders not accessible to the security context being used, where
for example administrators have been locked out)
o0 Backup files and directoriggt source)
0 Take ownershipfdfiles and directoriegat source)
0 Restore files and directori¢at destination)
0 Note:Mostet wor k attached storage solutions require
Op e r adnthe stotage systeimstead ofgrantedprivileges (at sourcéat destination)

1 Copying file shares

o Member of AAdministratorso, APower Userso, APrior

0 Member of AAdministratorso or AServer Operator s«
1 Migration of Active Directory Users and Groups

0 Member ofi i€nA@mipnso, ADomain Adminsd or fALocal

o Member of HAENnterprise Adminso, fiDomain Admi nso «

iCreate, del ete and ma forthetarget O (atsdstipationdpmaio) per mi s

It is recommended that you specify computers using their computer names and thatNDXEH ©Sname resolution

will provide addresses for those names. Specifying IP addresses can potentially create problems. In case of problems
with name resolution yocan always create a LMHOSTile to map computer names to netwattdresss (See
chapterTroubleshooting Name Resolutioroblems if Specifying Servers by IP Addrnedshis problem affects

network drives connected to hosts using IP addresses a3 nelnost reliable solution is to create a LMHOSTS

file.
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Usage Scenarios

File Server Migrations

CopyRight2 can be used within a wide range of migratior

a) from one server to another domain internally,

b) from one server to another across domains or

c) server internally (e.g. relocating a network share from one hard drive to another hard drive while preserving
permissions or applying changes to local NTFS and share security).

It will automatically detect smirity identifiers (SIDs) of groups and users that would not be resolvable at the
destination computer and, depending on settings, create any missing accounts.

Destination

Source

Member Server

(Same Domain)

Domain
Controller
(Same Domain)

Member Server
(Foreign
Domain)

Domain
Controller

(Foreign Workgroup

Requires Requires
Requires copying copying copying
Requires copying | Requires copying global groups, | global groups,| global groups,
Member
Server local groups and | local groups and| global users, global users, | global users,
local users. local users. local groups and| local groups | local groups
local users. and local and local
users. users.
Requires copying
local groups and Requires Requires
local users in pre Requires copyin copyin copyin
W2K AD mode. In|  Note: Not d Pying bying bying
. . global groups, | global groups,| global groups,
Domain native mode local necessary to
) . global users, global users, | global users,
Controller groupsare domain migrate any
local groups and| local groups | local groups
local and can be accounts.
local users. and loal and local
used on member
. users. users.
servers without
copying.
Requires Requires
Requires copying | Requires copying Requires copying copying copying
global groups, global groups, global groups, | global groups,| global groups,
Workgroup global users, local|  global users, global users, global users, | global users,
groups and local | local groups and| local groups and| local groups | local groups
users. local users. local users. and local and local
users. users.
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Different File Server Migration Approaches Using CopyRight2

Copy All Data Using a Single Copy Jobhin Single Pass

This is the simmst approach to use CopyRight2. This methseks a single copy job anelquires thathe

maintenance windowvailable for the migratioprovides sufficientiine to complete the execution of the copy

processFirst you create a copy job to copyl the required files and folders. Optionally yoanalso enable the

migration of networlshareshappeing at the end of the copy jobs e x éocamytfile sharedcated at or below

the specified source path(s). It is also recommended to enable the corresponding user and group migration settings to
prevent the copy job from having to interrupt during execution to ask how to hamitler grouccounts requiring
migration.

After the jobcompletedsuccessfully you can stop sharihg migratedolders at the sourcén case you want to
replace the entire source server you calidt it downmow. Next you could renantbe destination server into the
original serveis nameor addits name as an additional NetBIOS naatehis point in time. This will ensure that
clients can still access any data using the existing UNC paths.

Please note that any filéscked by users or running applicationstba source computer, Watop the copy process

with an error messagPlease make sure that users are not working during the execution of the cdphejcbpy

job should succeed without any elsoYou can revieva ¢ o p errof lagfiedby selectinghe correspondingopy

job and then clicking on the fAView Log Filedo button in

Use Differential Copies to Reduce Downtimgith Multiple Passes

In casecopying the complete datakes more time thaiime isavailableto complete the migration ingiven

maintenance windover if you simply want to complete the cutover step as quickly as posgillean use
CopyRight 26s di f ftoeminenize dovantimea differgntial copy will skip any existing files and
additionally delete any files at tldestination that have been deleted (or renamed) on the source side, since the copy

job executed the |l ast ti me. I't is similar to a Arobocoj
will run much faster and onlgopythe differences.

In this case, yodo split the copy job into two steps. The first step is used teppy as much data as possitiée
recommend to use the fAlgnore errors resulting from | ock
precopy phase. Alternatie | y, you coul d also use the fiUse Vol ume Shac
files by using Windows buiin snapshot functionality.

When the time has come to replace the source server (or some of its shares), you do ensure that theHast run of
di fferential copy job is being executed without the #flc
option to make sure that all the data is included.

Once the final copy jobhascompletedsuccessfully you could change the destinasiomr ver 6 s name i nto t|
source servers name at this point in time. This will ensure that clients can still access any data using the existing UNC
paths.
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Pre-Copy Job Settings

Option Tab Description Setting

Additionally causes
the deletion of files
deleted at source

were once copied
but have been
deleted(or
renamedhpt the
source in the
meantime.

Copy modified files | Source and Skip files that exist | Checked
only. If enabledany | Destination at the destination

files not modified at already.

the source will be

skipped

Sync. source with Source and Deletefiles on the | Checked
destination. Destination destinatiorthat

Ignore errors resulting
from locked files

Error Processing

Skip files in use
without error

Checked(to skip locked files
during precopy phase)

Final Copy Job Settings

Option Tab | Description Setting
Copy modified files | Source and Skip files that exist | Checked
only. If enabled, any | Destination at the destination

files not modified at already.

the source will be

skipped

Sync. sourcavith Source and Delete files that Checked
destination. Destination were once copied tq

Additionally causes
the deletion of files
deleted at source

the destination but
have been deleted
the source in the
meantime.

Ignore errors resulting
from locked fles

Error Processing

Skip files in use
without error

Unchecked(to fail if any file is
locked)
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Maintain Original Server Names

There are multiple approaches to maintain the original NetBIOS and DNS name of your source servers after the
migration. If nd maintaining the original server names, you may have to apply changes to logon scripts, GPOs,
persistentlystored network connections and shortcilitse two latter ones are stored in the user profiles and if not
using roaming (server based) profiles thesgde on each workstatioAdditionally, server names could be

referenced by applications, for example if hyperlinks were used in Office documents or if Office macros reference
them.

I f you carry over the s our CopyRght canapdaieserversdbased profilesif what e v e
migrating tte folderswhere the profiles are storadd enabling the corresponding settitgs e e chapter HAUser
Environmento in AAdding or Editing a Data Megraotbon Jot

To update the workstation profiles, we recommefigaa r t y t ool s, such as ForenSités f

Switch Source and Target Computer Names

Using this method, requires simply switch thecomputer names of source and target, oncenibeation has been
completed and all data was copied over to the target. Please contdar®ge support to switch the licenses on our
licensing server as well after you have performed the rename, otherwise the program will refuse to work with a
licensevalidation error.

Configure Target Server for Multiple NetBIOS Names

You can define multiple NetBIOS names on the target server by setting the registry value

fi H K L9ystemCurrentControlSéBervice.anmanServéParameted® pt i onal Names o0 tZo a REG_ ML
value containing one or more NetBIOS names that you want the server service to respond to. Please make sure that

you have either turned off the old server or renamed it before you make this change, otherwise a duplicate NetBIOS

name error will occur. Aéir making the change, it is required to restart the server service.

Define an Additional CNAME in DNS

You can simply define an additional CNAME, in case you do not rely on NetBIOS, and let it resolve to the new
target servero6s | P address.

Use DFS to firther minimize Downtime

CopyRight2 can further minimize the downtime by utilizing a DFS Server (either runniagegular Windows
serveror running in a cluster)lhis approach requires some more steps but will allow you to migrate share by share
while retaining the original UNC paths.

In a first step you create a copy of your source comput
create DFS shares on your DFS server pointing to the original source server name modified by agpseffixdor

exampl e (e. giRThy fap pferthsistepgms gompleteduccessfully you will have to rename

the original source servés this new name.
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Next you wil add the original s o estinatien sereer. This stépsliffersa me a's
depending on whether you run DFS on a clustered server (for higher availability) or on a standalon&server.
describe this process in detail in a separate chapter.

After these steps have been completed the clientddhe able to access any of their data using the existing UNC
paths. The DFS server will redi r ec Pleasemetarthabatithioopoigini c al | vy
time no data has been copied actually.

After theserequired steps haumeeen completed you can start a sHareshare migration. Please make sure that you

check the opftSi serivépdatwétbBbin your copy job settings to
migratedshare orthe DFS Server to point to the shares nevalion. The share can still be acgexd using its

original UNC path after the migration completed.

You can find more details about how to use DFS in this
Exi sting UNC Namespaceo.

Additional CopyJob Settings

Option Tab Description Setting
Will update the
specified DFS
server 03
Shares pointing to source Cheded
share(s) to point to
the new share(s)
location instead.

Update DFS (Distributed File System)
after share was migrated to new locatiq

Microsoft Cluster Services as Source or Destination File Server

CopyRight2 is fully compatible with Microsoft Cluster ServicBtease check our support matrix below:

Destination

Windows Windows Non Cluster Windows 2008(or
2000 Cluster | 2003 Cluster | (Windows or NAS) newer) Cluster

Windows 2000 Cluster Not supported| Not supported Supported Supported

Windows 2003 Cluster Not supported| Not supported Supported Supported
\c/:\/lll;gg\r/vs 2008(or newer) Not supported| Not supported Supported Supported
Non Cluster (Windows or Not supported| Not supported Supported Supported

NAS

To specify a Windows 200@®r newer) tuster aghe source odestinatiorof a copy job or reaclingpb please use
thefile s er v e r fully qualited DNS eansor itsNetBIOS name.

If the source is a clustered Windows file server, you can select the file shares offered by the file server resource
shown below the node of the computer object when selecting files and folders to copy. You can optionally change the
UNC path to use an administrative share pointing to the corresponding clustered volume. For example instead of
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M\SrcClusteredFileServ®&at a $ 0, vy o u \Sro€ludtecedFdeServeddfayt afo , if that 1is
the AData$odo share.

t he

If targeting a Windows clusterJpe as e make sure that the specified destin:

server resource. I f your \DbQusteredFiléssrvednd theedesBnatiorvisthre g:ir e s o
drive which belongstoths f i | e s er v e r\DstCustaredRilesenttg®. s p @ tardetpath dii wour
copyjob.

Network Attached Storage as Source and/or Destination Server

CopyRight2 is compatible with the majority of network attached storage solutionsoéevaitethe market. In case of
unexpected access denied error messages, pl ease try
AACL and Owner Permissionso tab. This enabl es some
backing up ad restoring filesind other compatibility issudisat some network attached solutionayhave.

Local User and Group Account Migration

CopyRight2 can be used to migréteal user and group accouiitscluding passwords)his isfor exampleuseful
during the migration of FTP servers or other applications that require user authentithéionigration an be
scriptedoptionallyto apply custom transformations to migrated objects using VBScript and other ActiveScript
languages.

Domain User, Group, Contact, OU and Container Migration

CopyRight2 can be used to migrate domain ugectuding passwordsyroups, contacts, OUs and containers
between differenfctive Directory domains. It supports the migration of either all or specific Active Directory
attributes (include/exclude list), optionally the migration of object permissions and can be scripted to apply custom
transformations to migrated objects using VBScript and other ActiveScript languages.

Migration of Computer Accounts and User Profiles

CopyRight2 provides the ability to remotely migrate computer accounts between domains and/or migrate local user
profiles stored on those computers.

Backup of File Servers, Local Account Databases and Active Directories

CopyRight2 can be used to backup datduding permissions. It is possible to backup to locally connected storage
or directly onto a remote computer. Backups can be scheduled for automatic background execution and provide a
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mechanism to report about success or failure via email. It is atsigbe to backup local users and groups or Active
Directories using a AUser and Groupo type of copy job

Introduction of a Centralized DFS Namespace

CopyRight2 can be used to introduce centralizecsfimmea c cess using DFS as well . You
to create DFS links of a specified source server within a specified DFS namespace that CopyRight2 will
automatically create.

You could for example move all the file shares located on file se&erver0lto a DFS namespace named

fiAccountingd located on the DFS sen@&€orp. This would allow users to access the shares using the alternative
name\CorpAccouting [Share Name]. Once all users asing the new name, you can easily change the storage
server being used by updating the DFS link to point to another location (or let CopyRight2 do it automatically after a
share has beanigrated.
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Installation / Updating / Backup

Downloading

You candownload the most current version of CopyRight2 from our web site localtip #vww.Sys
Manage.com

Code Signing

All our downloadable MSiI installer files are code signed using Windows Authenticode, sarysarify the
authenticity and integrity of the download. All executables (EXE and DLL) files released iye®ygye are code
signed as well.

You can validate code signing using Windows explorer by displaying the properties of the file and they sie¢ectin
ADi gital Signatureso tab. Next pick the signature from
see AThis digital signature is OKO.

If the validation should fail, please make sure the system has the latest updates and roatecepiifates installed.

Try validation of the file on another system, preferably running a newer OS version. If validation fails there as well,
try downloading the file again. If this does not resolve the issue, please contdai®ge support (supporsgls
manage.com).
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Installation

It is sufficient if you install the software either on the source or the target computer. In case of a migration between
two storage systems, please install the software &hca®puter running Microsoft Windows.

Note: Please note that you can update CopyRight2 by running the installer of a newer build version. The installer will
preserve your existing jobs, log files and your license activation files. To updatmsdslich as the password

migration adeon, please unistall it first using "Add / RemoverBgrams" from the control panel and then install the
updated version of the aguh.

After you have downloaded the MSI file double click on it to launch the installation.

1. The CopyRight2 installation wizard apped?s. ease cl i ck on ANextod to continue

j{i‘;! Sys-Manage CopyRight2 (x86) - Build 309

Welcome to the Sys-Manage CopyRight2 (x86) -
Build 309 Setup Wizard

The inztaller will guide you through the steps required to ingtall Sye-Manage CopyRight2 [#8E6] - Build
309 an your computer,

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
IInauthorized duplication or distribution of this program, ar any partion af it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent pozzible under the |am.,
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2. I n the following wizard page you can enter an optior

ﬁ Sys-Manage CopyRight2 [x88) - Build 309

Select Installation Folder

The inztaller will ingtall Sys-Manage CopyRight2 [#8E] - Build 309 to the following folder.

Toingtall in thiz folder, click "Mext". Toinstal to a different folder, enter it below or click "Browsze".

Eolder:
[l |E:'\F'r|:|gram Filez [#B61%Spz-k anagehCopyRighth, [ Browsze. . ]

| [ Disk Cost...
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3. Confirm the installation by <clicki

ﬁ Sys-Manage CopyRight2 [x86€) - Build 309

Confirm Installation

The inztaller iz ready to install Sys-Manage CoppRight2 [«8E] - Build 309 on your computer.

Click "Mext" to start the installation.

Cancel ] [ < Back ] [ Mext »
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4, Aftertheinsa | | at i on i

compl et ed

ﬁ Sys-Manage CopyRight2 (x86) - Build 309

Installation Complete

Click "Cloze" to exit.

Sys-Manage CopyRight2 [#86] - Build 309 haz been successfully installed.

Caricel < Back

Backing up Jobs, Log Files and License Activations

To back up your
installation folder.

Additionally vyou

CopyRight 2 i

click on AClosedo to finish
nstallation, you can save

CHKRY_QLCALe MACHINE\SOE TONARHESYysMankgéGopyRighd
with Regedit.exe to save any custom settings made.
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Licensing

Please note that CopyRight2 is licensed per computer participating in the migratdicehses are locked to

specific machines and are not transferable. That means you will need a separate license for each source and each
destination servel¥ou can reuse the licenses currently assigned to destination servers, when they become source
saversof a future migratioragain.

It is usually sufficient to install the product on either the source OR the target system. Please make sure to activate the
licenses for the source AND target systems on the computer where you run the software apfoneecthat are

so-called offline migrations, where source and target are on disjoint networks, requiring an installation on both and a
license activation on eadystem

Virtual Machines

In case of virtualized server environments, each guest apgmatstem counts as a single source or destination
server.f you have one physical machine, running 10 virtual servers, as a destination and 10 other physical source
servers, you would need 20 licenses.

Clusters

Windows clustered file server resourceguire a single license, just like a rdaostered file server or NAS system
would need. During activation, please ensure that you are activating the license for the file server resource name and
not the cluster name or the cluster node name.

Storage Solutions

Each instance (NetBIGBNS name) that is reference by a copy job, needs a separate license.

Changing the License File Location

CopyRight2 stores the license activatatatain the local CopyRight2 installation foldey default The location of

this folder can be redirected to a network location to share the license activations between multiple computers on the
network. To redirect it to another |l ocation please set
regi stry \RoftwaraSysMahalygCopyRight accordingly. You could for exa
Cr2License$ on a computer calléBerver0Oland t hen set t\{ServemO¥@licensedPleasea|l ue t o A
make sure that the file share and NTFS permissiongdaaufficient access for theser accountised to run the

CopyRight2 software. It will at least require read permissions. Activating new licenses additionally requires

permissions to allow the creation of new files and write permissions to existing files
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Installing the License Key

Please follow the next stepsaotivate computers for using the CopyRight2 software.

1. To install the |icense key file that you have obtair
graphical surface frorthe Start menu by clicking on Start Programs> SysManage CopyRight> CopyRight2 A
di alog shows up asking for a remote computer to connect

F =

= B Mot Connected - Sys-Manage CopyRight2 Scheduler =16 =
y | e y: ge CopyRig

) gy 0|

% e e _E\( Sod iy =, & Cut A Status Bar
L L E i W N 1
Wi - ol s o =3 Copy — — = —
Connect Run  View View Scan Add  Edit Remove || Paste _'-:J.r-*'."rjlsrf.r -ﬁ
Mow Log File Status
e
Copying Mame Type D escription | Last Fun | Mext Fun | Statuz

Define and maintain
copy jobs that you can
run interactively or
scheduled for execution
at a later time_

You can specify options -
to copy file shares. Connect to CopyRight2 Instance l&]
users. groups and many
more.

Select the local or a remate computer with CopyRight2 installed on:

Additionally you can use % FRA14CEP) ﬂ
4

Sys-Manage Mapping

Editor to define
transformation rules to Cancel

be applied io the ACLs
on the fly while file
copying takes places.

| copying

] Q\] Security and Attributes

&; Copy Users and Groups

ﬁ] DFS Share Consolidation

@ Computer Scan

Q LDAP Scan

\91 Scan Import

0 job(s) found

2. Click onthe blue question mark symbol located in the upper rightecafithe application window to open up the
about box.
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3.Cl i ¢ k Show Redisteatiofis 0 button.

Info about Sys-Manage CopyRight

=)

2

Sys-tanage CopyRight? Build 2374 [<86]
Copyright [C] 2001-2017

Wieh: hitbpc A, Sus-t anage. com

b ail: Support @S ys-k anage. Com

Tranzfer of reverzible encrypted pazswords i= bazed on code by zecunty

rezearcher Miels Teusink:  httpd/blog. teusink, net

Show Regishrations. ..

4. You will see a list of existing activationSlick oni A d d

Re gi ®@aadivateoneconngoEomputes.

-

Activated Computer Licenses

=2

Computer

Product Licensed To Activated

Add Registration. ..

Close
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5. During the nextstepyoacn define the computers you want to activat
computeréd to add a computer to the Iist, ARemove Compl
Comput er thlimpog atéxdfile containing computer names (oamputer nameer row). Activate the

source AND the target systems that are referenced by copy jobs to run on thisusystetine exact name used in
the job (NetBIOS or DNS FQDN)

Computer List I&

-

Below you see a list of pending software activations. You can add additional MetBIOS names of computers that you
want to activate for the use of the software now:

Computer Add Computer... |

| Bemowve Computer | I

Import List of Computer Names... |

Mote: In case of adding computers nunning Microsoft Windows, please make sure that they have an activated
version of the operating system running before activating army CopyRight 2 licenses.

1=
]
AT

Cancel

b

Note: An exception tahis are secalled offline migrations, where sae and target are on disjoint networks,
requiring an installation on both and a license activation on each system.
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6. Enter the software activation key or copy & paste it into the first field.

-

Software Activation Key

S

Please enter your software activation key below:

< Back

et = Cancel
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7. Either select online activation, requiring an in&trconnection or offline activation, requiring an email exchange:

Activation Type I&
Please select how you want to activate your software license(s). You can activate the software using the HTTP
protocal requires intemet access) or offline by sending an email to registrations @sys-manage.com
i * Dnline (Requires intemet access) |
" Offline {via email exchange) N
< Back Mesdt = Cancel
Follow the onscreen instructions to complete the activation.
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UsingCopyRi gW 206 s

To start CopyRightgotothest art menMagragep Cio®wdRicglhitcok omn 2Dhese.hdCo gyRi C
You might be prompted for UAC elevation in case you use Windows Vista, Windows 2008 or newer operating
systems. Pleagmnfirmthe elevation in this case.

Next connect to the computer that you wantuio orschedule jobs on by eitherentey t he comput er 6s na
selectingt from the drop down contro¥ou can connect to the local computer or to a remote computer that has
CopyRight2 instatdon.Then <c¢cl i ck on AOKO to confirm.

/i\ w: DI Not Connected - Sys-Manage CopyRight2 Scheduler =8 =
“ Start m
|~ y a 2 & cut 3 [7] status Bar

te (v @ ‘

Connedt Run  View View Scan
Now LogFile Status

2 [
A M 12 copy ——— o
Add E;\t F!el\wf-:.e Paste o ::HJ‘J‘]E—"‘J" =

Refresh

Copying HName [ Twee | Description LastFun | MNextFun | Status

Define and maintain
copy jobs that you can
run interactively or
scheduled for execution
at a later time.

You can specify options
to copy file shares. Connect to CopyRight2 Instance (]
users. groups and many
more. Select the local or a remote computer with CopyRight2 installed on

V]
Sys-Manage Mapping
Editor to define [
transformation rules to Cancel
be applied to the ACLs

on the fly while file
copying takes places.

Additionally you can use ?!

§ Jcommo

| @} Security and Attributes

&8 copy Users and Groups

ﬁ DFS Share Consolidation

@ Computer Scan

@ LDAP Scan

<4 sanimport

0 job(s) found

On the left side of the window you can see a filter shatws you the type of jobs available with a short description.
The list beside the job type filter shows you the defined jobs of that specific kind. On top of the appl@matee

the toobar containing the commands to control the applicafibe. statg bar on the bottom area of the application
window shows status information.
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Toolbar
o b g ¥ C %, V] Status Bar
e 03 e B ok | o B
T‘——":; ."’J[?:' ';"u[:!,}) ”‘J’I\ %I’J 53 C opy 4
Connect  Run Add Edit Remove || Past Refresh

Mow

Action

Jabs | Cliphoard

View

The toobar contains all the commands required to use CopyRight2.

Action Commands

Connect Use this command to connect to the local computén a remote computer that has
CopyRight2 installed on.

Run Now Run the currently selected job.

View Log File This command shows the currently sele

there is no log file available.

View Scan Status

Thiscanmand i s used by ACo
scans.

mputer Scano |

Job Commands

Add Adds a new job to the list.
Edit Edit the currently selected job.
Remove Delete the currently selected job.

Clipboard Commands

Command

" Description

Cut Cut out the currently selected job onto the clipboard
Copy Copy the currently selected job onto the clipboard
Paste Paste the job located on the clipboard
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View Commands
Command " Description
Refresh Refresh the list of jobshown currently.
Status Bar Enable and disable the status bar.
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Options
To display or change options, please clickoomehhe r ounc
command to display the AOptions Dialogbo.

Sys-Manage CopyRight2 Scheduler

% Conned... | r:%:’ Status Bar

1 WINZKER2

Q;@ Options...

sl A ElsEerr =

Refresh

D escription | Last Fun | Mext Run | Status |

General Settings

Options

eneralSe’ftlngS Advanced Options | OS Types, roles and DCs | Computer and Profile Migration | RPC Servicel 1 | »

~Custom Log File Editor

Enable this option to specify a custom log file editor.

<Notepad.Exe> |

[~ Path to executable

~Log File History

Keep jobs last Ig versions vl versions of job log files.

~License Activation Location

Enable this option to store license activations on a network share by specifying a UNC path below. (for
example \\Server01\CopyRight$)

[ Path to folder | <CopyRight2 Installation Folder>

oK Cancel Apply
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Custom Log File Editor

I n the ACustom Log File Edi

Aiview Log Filebo

t
button. | f e

tools such as Notepad+W|tra Editor others.

The log file history option, allows you to configure the program to keep a history of log files instead of overwriting

Log File History

can

them, every time you are running the same job. It will keeppbeified number of log files before deleting the

oldest ones. By default, the program does not preserve the log file history. If using log file history, appending to the

log file should be disabled in your jobs error processing page.

You can define a custom location for storing license activations. By default, license activations get stored locally in

License Activation Location

the CopyRight2 installation folder. You could specify a UNC path here, to store license activatimisalternative
location instead. This will allow to share license activations between multiple installations of the progimam.

change can al so
information.

be made in the

registry, pl ease read

enabl e/ di sab
y o WordPagror 38partyc i f y
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Advanced Options

Options

General Settings éAdvanced Optionsg OS Types, roles and DCs | Computer and Profile Migration | RPC Service‘ \Rie

[ Improve perfermance by not migrating accounts from the source computers domain

[ Do not query computers for NetBIOS names if an IP address or a fully qualified DNS name is specified
[ Display advanced compare options

[ If connected to a remote computer, start scheduled jobs remotely

[ Show domain controller selection in "Rollout Planning" jobs

[ Do not automatically convert UNC paths to administrative UNC paths

[ Sync. with empty folder without prompting for user confirmation

[ Enable support for the migration of Veritas Enterprise Vault stubs (reparse points)

[ If updating DFS target location, keep the original location and disable it

Allow the configuration of up to 48 i‘ threads in a Data Migration job

[ Do not update the password change timestamp of target users if the password has not changed

OK Cancel

Improve performance by not migrating accounts from the source computers domain

If source and target computers are in different domains, but you know for sure that accounts from the source
computers domain should not be migrated and are valid on thé ¢argputer, through a trust relationship, you can
enable this option to skip certain checks performed during the migration of NTFS or share permissions, to speed up
the copy performance.
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Do not query source computer for computer name if an IP address &pecified
If you specify IP addresses as source or target of your copy job, which is not recommended but may work, enable this
option to preven€CopyRight2 fromusing the NetBIOS nantlat the specified IP address serves for licensing
purposes. If enabtke the IP address will be used instead of the NetBIOS name.
Display advanced compare options
If enabled, thedvancedcompareopi ons wi | | be shown in the fiCompare File
(see chapter ACompare File Systemo).
If connected to a remote computer, start scheduled jobs remotely
If connecting to a remote instance, where CopyRight2 is installed, using the GUI, the program will by default execute
the copy job locally on the computer where you run the GUI. If this optioratslesh and you have scheduled a copy
job for background>ecution on the remote computer, the copy job will instead run in the background of the remote
computer.
Show domain controller selection
I f enabled a ARol |l out P lorlfigids to gedine p dolnairnveontrdller fdrieacpdorcg t he ac
and each target server to control which domain controller CopyRight2 uses to query for information. This is useful if
the AD site & services structure is not setup correctly to redirect the loalarfes to the desired domain controllers.
Do not automatically convert UNC paths to administrative UNC paths
By default, CopyRight2 automati call\SBRVERMyData$ospactiof iaac
admini strative UNSERVERGIMy Dhhomnoexamplcee8s the source dat ¢
level permissions eventually restricting access. You can turn off that behavior by enabling this option.
Sync. with empty folder without prompting for user confirmation
By default, ®pyRight2 will prompt with a warning if you attempt to synchronize an empty source folder with a
destination folder containing datédou can turn off that behavior by enabling this option.
Enable support for the migration of Veritas Enterprise Vault stubs
If this option is enabled, CopyRight2 will migrate Veritas Enterprise Vault file stubs (reparse point). Please read the
chapter fASupport for Veritas Enterprise Vaulto for mor e

If updating DFS target location, keep the original location ad disable it

I f this option is enabled and a fAData Migrationo job he:
for DFS entries and disable the existing location instead of updating the DFS entry with the new location.
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Allow the Configuration of up to 99 Threads in a Data Migration Job

Using this option, you can increase the maximum number of configurable threads of Data Migration jobs.

Do not Update the Password Change Timestamp

The default behavior for password migrations is to uptfeteassword change timestamp regardless, each time the
job isexecuted|f the option is checked, the timestamp will only be updated if the password about to be set is

differentfromtheé ar get carectone.nt 6s
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OS Types, Roles and Domain Controllers

Here can optionally define OS types, roles and which domain controller to use for a specific system. Many NAS

systems are, for example not properly detected as domain members. If you should find the role or the domain not

properly detectedinacopyjodbs | og fil e, you can override the detectic
systems, where the AD site topology is not properly defined, causing the program to use a domain controller that is

not on the same site as your source or targetsyahd you cannot (easily) change the topology because of corporate

policies.

If your source or target is a Synology, Hitachi HDI NAS or an Azure storage account, you can define those OS types
here. If your NAS is of another vendor, you can simply defite as fAAut o detect 0.

Options

General Settings | Advanced Options  OS Types, roles and DCs Computer and Profile Migration | RPC Service‘ \Rie

Here you can optionally add NAS OS/vendor types, roles and domain controllers in case any of these are not
detected properly or in case of Windows, if the AD site topology is not setup properly.

NetBIOS Name 0S | Role | DC Add..

oK Cancel Apply
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Computer and Profile Migration

In the Computer and Profile Migration tab, you can configure settings relating to Computer and Profile Migration

jobs.

Options

|
-

[ Custom message title

Number of parallel deployment threads

General Settings ‘ Advanced Options | OS Types, roles and DCs | Computer and Profile Migration ‘ RPC Service‘ 4

5 threads WWINZK16\CPM$

Computer connection point

[ Custom message shown to user at

beginning of process

[ Custom timeout for message shown at beginning of process

| 60

[

[ Custom message shown to indicate process has ended and user can login again

OK Cancel Apply

Number of parallel deployment threads

You can configure the number of cpaters the job should get deployed to in parallel. The default setting is 5.
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Computer connection point
Before a Computer and Profile Migration job can be run, you have to configure the computer connection point. The
remote computers will connect to d tleliver their status and logfid.o conf i gure it you can pr
button.

Custom message title

This is the window title to be used for messages shown to the user in front of the remote computer.

Custom message and timeout shown to user beginning of process
Those options allow you to configure the message shown at the beginning of the process along with a timeout value.
After the defined timeout has been reached the message will be automatically closed and the process will continue.
Custom message shown to inditcate process has ended and user can login again
This option allows you to configure the message shown at the end of the process to inform the user that a login is now

possible again. Please note that this message will onlydvenghthe job is migrating user profiles without changing
the computerdés domai n, i and wibgoftof curcentlg workingousersésisufficent i s r equi

Configuring the Computer Connection Point

You can either turn on or off the comtpr connection point. Please note that the actual creation or deletion of the
computer connection point will occur after clicking on OK or Apply of the Options dialog!

Configure Computer Connection Point

Computer |WINEK‘|9 —
ance

LI
=
>

Share name |CPMS

Shared folder path | CAProgram Files\Sys-Manage\CopyRight |

Permissions

CREATOR OWNER
BUILTINVAdministrators

Add...
DOMAINE\Domain Computers Remove
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File Share
In the file share group box you can configure the computer the congmuieection point will be configured on, the
share name (default is CPM$) and the folder I ocation
folder>\DataCo mput er and Profile Migrationo).

Permissions

The default permissions will grant access to the Biar@omputers group of the source domain. You could grant
permissions to additional users that should administer the process or additional Domain Computers from other
domains (in case the computers are already migrated to a target domain and you ailypeidotm the profile

migration). You could remove the Domain Computers group from permissions and use a custom group that you make
the computers to migrate a member of.

Note: Please note that the Computer Connection Point will be created on theologaiter if you have not
connected the GUI to an instance of CopyRight2 installed on a remote computer. If you should have connected to a
remote computer having CopyRight2 installed, the Computer Connection Point will be created on that computer!
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RPC Service

I n the RPC Service tab, you can instal/l and uninstall t

This servicecurrently performs two functions:
a) Itis used to perform domain join operations in case the target domain does not trustcinelsmain.

b) Itis used to proxy the functionality to add to the sidHistory attributexample fordelegated admins that
do not possesdHitsheoriyMi gpreatmd sSli Balso solnes théissuetwhareg e t
you have disabled delegat in the target domaifor security reasongorcing you to run the call that adds
to sidHistory on the domain controller to let it use impersondBR®C Service> SourceDC) only instead
of delegation{CopyRight2 GUI-> TargetDC -> SourceDC).

You can enable each of those two features. For the sidHistory proxy functionality, you can define a list of accounts
you grant permissions to, to add to the sidHistory field if the calling account has full control access over the target
AD object

Once the dilng gets closed with OK or if Apply is clicked the service will be configured accordingly (installed and
started or stopped and remove).

You can use a regul@omainuser account or a managed service account.
For the remote join functionalityhé accont needs to be a member of the local Administrators group on the remote

computers to migraté-or the sidHistory proxy, this accounts need to be at least a delegated admin having the
AMi gr aliestSe Dy 0 permi ssion in the target domain.

Options
General Settings | Advanced Options | OS Types, roles and DCs | Computer and Profile Migration RPC Service | 4 | »

Service Features

[~ IComputer and Profile Migration remote join if there is no trust between target and source domaini

| Proxy for sidHistory / permissions:

Service Account

[ Install RPC service on the connected server

oK Cancel ‘ ‘

Note: You canoptionally define an allovlist of target AD objects specified by samAccountName that can be used in
addition to the full control check on the target AD object or instead of that check. To enable this functionality you
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can modify the registry value HKL¥8ystemCurrentControlSéBervicaCopyRightRPGvdParametei®ptions
which contains a DWORD.

ThedefineOptions value uses the following bitmask:

Value (hexadecimal) Meaning

0x1 Enable sidHistory Proxy interface

0x2 Enable remote join interface

0x1000 Enable allow list check

0x2000 Disable AD target object full control check

For example, if you want to enable the sidHistoryxgrimterface and the additionallow list checkof the target
object 6s s a,méduavoutd seh theNDptiomes value to aQEDWORD of 0x1001. A caller would then not
only haveto beonthelistafc count s you granted access to, to call
samAccountName would additionally have to be in the allow list to let it sugadealit beng denied

You could set the Options value to 0x3001 to enable the proxy and the allow list and at the same time turn off the
access check validating that the caller has full coatrobs®ver the target object. In that configuration a caller can
addadli t i onal SI Ds to any sidHistory attribute of any
samAccountName is in the list.

If the allow list option is enabled, the service will load that list from a file called sidHistory.txt which needs to be
created in the CopyRight2 installation folder on the system where you have the RPC service installed.

Page43/ 260 Document Version 91 03-09-2026

t he

obj



CopyRight2 User Manual (C) 20012026 by SysManage

Extended Logging

The extended logging dialog allows to set the logging level for all or for specific components to a level between 0
(minimum) and 9 (raximum).

You can use the slider on top, if you want to enable logging for all componentglaBgge support may request an
extended log file in case of troubleshooting.

Options

OS Types, roles and DCs | Computer and Profile Migration | RPC Service Extended Logging 4 | »

Set the log level globally or on a component level below (0=min, 9=max):

N
L

0 9
Component
ActiveScript
AddThisAccount |
-
AdHelper |
-
Authentication gy
- .
Azure N '
-
BandwidthLimit |
-
CachedCredentialUpdate | v
|
[~ Logtimestamp [ Include component name
OK Cancel Apply
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Adding or Editing a Data Migration Job

Name and Description

Withinthisth you can specify a jobds name and description an
destination or if you want this to be a simulation only.

Edit Copy Job "Migration Project” _—— Iﬂ
Enter a name and optionally a description for this copy job
MHame
Nameand gratio .ii-ﬁ
Description -
Description
] = This copy job copies all user data located on “\WSEVZD0BEEUS to server “\MUCZ230MF
i ' |
Source and
Destination
- .
\L_. Job Irformation
Inclusions and Created by  FRAT4CEP"Admin
Exclusions Creation date 18.10.2016 15:56:07
T\L& Job Simulation
[ Simulate job only. Do not copy files, folders, shares, users and groups.
File Attributes
and Time =
QK | Cancel

Job Name and Description

I'n the AName and Descri pt i dseéthateadhjobHas aunique jamebVoscad ef i ni t i
optionally use the description field to describe the purpose of this job. Below the nadesarigtionyou will find

information like who created this job, when this job was created initially, who chamggabtmost recently and

when it was last changed.
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Copy Job Simulation Mode
To test the copy jobettingsyoucane nabl e t he #fASi mul ate job onpyRight2opt i on.

does not copy any data, permissions, user or group acd¢ouhtsdestination but tries if it can access any source
files and write at the specified destination.

Source and Destination

Within this tab you specify a copy jobds source and
copy the dta any time the job runs completely or to copy only modified files since the job ran the last time.

f S ——ees— b
Edit Copy Jok "Migration Project” et M
Source(s) and destination
{* Select one or more source folders, network shares or files and a destination for this copy job.
Namg apd Source Destination
Description ] \AWIN2KER2\CS\Home \WINZK12R2\C$\Home
i WWINZKER2\C S\ Profiles WWINZK12R2NCS Profiles

Edit...
Bemove
Source and
Destination J

_ ™ Source & Dest. CSVfile: <Not selected:
KLé Synchronization

Add/Update/Delete - Skips identical files & folders during subsequent runs and removes those
on destination that don exist on the source making the destination identical to the source.

|Add/Update/Delete «| T

KL@ File System Options
File Attributes Beparse Points (Outside) | Skip - Reparse Points (Inside) | Skip -

and Time [ Use "Wolume Shadow Copy” to copy lockedfiles [ Copy NTFS hard links

_l_'I -
ok | Cancel | Aoply |

Inclusions and
Exclusions

Source(s) and Destination

Within this section you can add / edit / remove shares, folders or files to the list of copy operations that this job
shoutl perform.You can alternatively specify a comma separated file containing the source in the first column and
the destination in the second column.
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Synchronization
Those settings allow you to control how CopyRight2 copies data from the source totithegtidas

There arel possible combination of settings
Skip Dest. Files Having | Description

Newer Timestamps
Full Copy Not checked This default option, will copy all files & folders from source to
destination regardless of timestamps. During @asgbent run, it will
copy all the data again. If you want to improve the speed of
subsequent runs, you would have to select one of the other optio
instead.

Add/Update Not checked This option will copy any new files and folders and additionally th
haning a different timestamp on the destination. This will improve
performance for subsequent runs. It will not remove files on the
destination that do not exist on the source anymore, for example
or folders that were renamed or deleted since theuastompleted.
So in case of a migration, you will end up with more data on the
destination than on the source. This option is helpful if you are
copying data to an archive for example. If you run the copy job ar
there is a fil e Iiteathecgplyjobcommpletesh
you would rename fia.txto into
destination would have two fi
Add/Update Checked This option will copy any new files and folders and skip files havir
the same orraolder timestamp on the source. This will improve
performance for subsequent runs. It will not remove files on the
destination that do not exist on the source anymore, for example
or folders that were renamed or deleted since the last run comple
So in case of a migration, you will end up with more data on the
destination than on the source, because those deleted or rename
will not be removed from the destination. If you run the copy job ¢
there i s a fil e f ahetcapyjobcompletésh
you would rename fia.txtodo into
destination would have two fi
is sometimes used during a pilot phase, where some users are a
working on the target.

Add/Update/Deletg Not checked This option will copy any new files and folders and additionally th
having a different timestamp on the destination, effectively makin
the destination identical to the source. It will remove files on the
destination thatlo not exist on the source anymore, for example fi
and folders that were renamed or deleted since the last run comy
This is the recommended setting for migrations.

Previoushbuildsof CopyRight2(<471)had2 checkboxes instelbof a combo box. Ithe table below you can see how
the old options match with the new option:

New Option \ Skip Identical Files Sync. Source With Destination
Full Copy Not checked Not checked

Add/Update Checked Not checked
Add/Update/Delete Checked Checked
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By default, @pyRight2 copies all the files from source to destination. If you want CopyRight2 to copy only files that
do not exist at the destination ystlect théiAdd/Updat®dor A Add/ Updat eThiPwillsgeedauptheo pt i ons
copy process by skipping any ideat files.

I f you sel ecteud daAm dd dJpidtaitemalyl y enabl e the fASkip desti
to skip newer files at the destination as well. If this option is not enabled, CopyRight2 will overwrite any file changed

at thedestination with the original sourcefiE.thi s i s not possible i f selecting AA
would not make sense.

If you additionally want to purge any files existing at the destination that do not exist at the seleatthe
fiAdd/Update/Deleté o p t yoo mnun the migriation in multiple phases, with a-popy, while users are still

working and a final copyThis will cause CopyRight2 to delete any files at the destination that have been deleted in
the meantime at the source ®rtbe copy job ran the last time. This option would be comparable to the Robocopy
/IMIR option.

CopyRight2 uses a filebds modification time and the file

Note:P|l ease be car eAdd/UpdatelDeleté uospitnigon.hel fA . you s@éewrdny a wr ol
destination path, it will make the destination identical to the source. By default, it will warn you, if you attempt to
synchronize an empty folder with a folder that contains data.cdawptionally disable this warning prompt in

fi Op t iif goo Bawe a requirement to synchronize a source folder sometimes having data and sometimes not, for

example for automation purposes.

ReparsePoints (Inside and Outside)
This option controls how @pyRight2 treatseparse pointéa.k.a.junction ormounting points) and symbolic links
You can separately define this setting for inside (within the specified source paths) and outside (outside afscopy job
specifiedsource paths)rhe default settingsito skip them and contiewith the next file or folder.
You can either skip them, copy them to the other systemslatgand copy)or follow them.

If the copy option is selected the reparse point will be created on the destinadientical form

I'f translate is selected, reparse pdoaitnatd wciolnlt abien icnogp iae dr
point pobladfiongletrdofidldatapi et wiatdffiadlbceroine. fAd:

If the follow option is selected, CopyRitghwill follow the reparse point and copy any data as if the reparse point
was a regular file or directory.

Mounting points are resolved at the file system level and can point to other volumes or even directories located on
remote computers (requires aesponding Windows configuration!). Symbolic links on the other hand are resolved
on the client.

Note: The Windows volume deduplication feature introduced with Windows 2012 internally uses reparse points to
deduplicate files that exist multiple times wittentical content. If copying from such a volume, please make sure to
select the follow option, otherwise deduplicated files will be missing on the destination after copying.
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Copy NTFS Hard Links

This option controls how CopyRight2 treats NTFS harkisinf enabled CopyRight2 will migrate hard linkem the
source to the destinatioRrlard links are for example used by Windows to implerdeduplication of th&VinSXS
folderlocated below the Windows folder.

Use AVol ume

Shadow Copybo

If this option B enabled, CopyRight2 will create a volume shadow copy of the source automatically to circumvent
errors resulting from locked files. Please note that this optionvemiligs with Windows 2003 and newer operating
systems. If used without block transfer m@gee Advanced Optioh#& only supports local files and foldeas the
source for the copgperation pushing the data to the destinatitfrused in conjunction with block transfer mode you
can either push or pull the data without this restriction.
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Adding Files, Folders and Shares

After clicking on the AAddo button you can choose mul ti
servers and specify a single target. Clicking on OK will create the corresponding source and destinatigthim
the list of shares, files and folders.

You can select a | ocal p at hin chse therpath is @ local pathelf fjttEslifooav A Thi s ¢
remote system, you can seledrdm below the corresponding computer accdagiowthefi Act i ve mbder ect or yo
(shows only if you authenticated to Active Directory) or from below Network Neighbourxoblicrosoft Windows

Network.

What you see below Microsoft Windows Network is based on the Windows browser and it may not always show the
computer you are looking for in some configuration cases. If a domain or workgroup does not show up, you can
select AMicrosoft Windows Networko, then open up the cc
AAdd mi ssi ng do nmikdwise, ifvacconpgar yow gredabking for should be missing, you can select a
workgroup or domain below AMicrosoft Wi ndows Networ ko e
computeréodo to add it. This onl yedforfldudesisetYouchneemdvene once ¢
manually added workgroups, domains and computers the samesingythe context menu.

Select Source and Destination @

Source network, shares, folders and files;

Fleaze select the zource pathlz] that vou want to add. In caze a
computer or domain iz mizzing from the browser list, you can uze the
context menu -> “Add.." command.

Ell:lkf’l 4 0
H-[] ] $Recycle.Bin
=[] ] Boot
|:| (-] Documents and Settings
#-[#] (] Home E
=[] ] inetpub
#-[] ) PerfLogs
B[] (] Profiles
=[] ) Program Files
&[] () Promram Files (36)
|:| (-l ProgramD ata i

[v Corvert to UNC path v Add parent if all child nodes are selected

D ezstination;

|DZ"-.HIIIITIE:| ﬂ

[v Coreert to UNGC path W Destination is a directon

] | Cancel
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I f the AAdd parent i f all child nodes are selectedd opt
nodesof the parent are selected. This option is enabled by default. In case of a server consolidation case or if
migrating from multiple source folders into a single destination folder, you may want to disable it.

For exampleif you have the following struate on the source
C\HOME

C\HOME\USER1

C\HOME\USER?2

I f the AAdd parent i f all ¢ hithedwonusefdléess ara checked,¢he gragtare d 6 o p't
would add a single source/destination for thtHQME folder, because all childodes are selected

I f the AAdd parent i f all child nodes are selectedd opt
checked, it will add two source/destination pairs instead, one for each folder containing data.

Thisis importantifyoowant t o use the fAAdd/ Update/ Del eted synchroni
from a different source, for example another AHOMEO f ol

f u si ng t he @AAdd/ dprdoptioreahdhaving tivaesource/gestination pairs, ane for the
AGDATA source and \DATeA oo tshoeurr coen,e tfhoer fAiiEE:st \DAEAwoul d c o]
folder and th second one woWIAT Ada tivayfdélddire ardthigtontilea t i on i ¢
destination t wa 8D ApTrAedv.i d uns Ityh icso pciaesde fyrooum sfh@:ul d unch
nodes ar e el
fi GDATAAUSERO 1‘dDAT

destination folder.

at
ctedo option and add a source/ destinati or
YWGERO020 \DARAMUSIEERO3 0 and so on, to copy the

e
h
e

A

Edit Files, Folders or Shares

After clicking the edit button you can modi fpath.an exi st

Select Source and Destination y x|

Source Path ] Destination Path |

Selected network share, folder orfile:
\SRV2008R2EEUS\CS\src ll

[V Convert to UNC path
V' Include subdirectories

| 0K I Cancel |
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Inclusions and Exclusions

Within this tab you can optionally specify a filter defining which files or folders you want to copy (inclusion) and
which files or folders you want to skip (exclusion). If the inclusion list is empty, as it isfayltjall files and

folders wildl be copied. You can use the wildcard char ac
example AWMy P&8TAderWYsH. ©XTd*are all valid exporassi ons t ha
excludefiter. You can use the AAddo, AEdito and ARemoved button

allows the static import of a text file containing the filedn exclusions. You can also specify the path to a text file if
you want to process the cent dynamically at runtime of the copy job.

Eit Copy Job “Migration Proect” s (I

= — File Inclusion
{* Define one or more folders or file extensions to be included:

Mame and 2 Inclusions | Add...
Description Edit.
- = Bemove
| I
Import..
gf’”r.ce and ™ Inglude CSVfile:  <Not selected> J
N estination
— File Bxclusion
¥ Define one or more folders orfile extensions to be excluded:

Exclusions Add...
Inclusions and —
Exclusions Edit ..
Remove
q,g Impart...

File Attributes " Exclude CS5Vfile: <Not selected: J
and Time =

ok | cancel | ogepn |

File Inclusion

Within this list you can define the files and folders that you want to include in your copy job.

File Exclusion

Within this list you can optionally define the files and folders that yout weaskip.
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File Attributes and Time

Within this tab you can specify a copy jobbés properties:c
files from the copy operation.

B Add Copy Job - O X
Fs
W File Attributes and Time
File Compression settings: If source is compressed, compress destination files. v
Name and
Description
_,p V' Copy creation time, modification time and last time accessed time
‘ | Set creation and modification time to: 2/ 6/2025 J ‘10548528 AM

source and [~ Copy fold ly and skip files [ Skip files/folders with offline attribute
DTt Tt opy folder structure only and skip Tfiles SKIp

T\Ljé [ Include Apple Macintosh Resource Forks

Inclusions and Timestamp Filter Conditions (combined with OR operator)
Exclusions

[ Exclude files created before 2/ 6/2025 10:48:28 AM =

: [ Excdude files modified before 2/ 6/2025 10:48:28 AM - =]
File Attributes I
and Time [ Exclude files accessed  |before 2/ 6/2025 10:48:28 AM - =
- = _ I
il
File Size Filter Condition
ACL and Owner

Permissions [ Exclude files with size >= ‘ 0 MB

oK Cancel ‘ ‘

File Compression Settings

You can specify how CopyRightshould treat the compression file attribute. You can either keep compressed files
compressed, never compress files at the destination or compress all files at the destination.

Note: Compression is only supported on NTFS volurmidgre is a Windows limitegarding the cluster size.

Compression is only supported up to a cluster size of 4096 bytes. Because the maximum NTFS volume site is 2732
clusters, this in turn means that the maximum volume size is 16TB. If you go beyond that limit, it is impossible t
compression. I n this case select the fANever Compresso
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Set Creation and Modification Time

You can enabl e the fASet Cr e aftydouwant allthedilediheldedtinatomato haeen Ti me
a specific timestamp.

Copy Creation Time, Modification Time and Last Time Accessed Time

This option is enabled by default and causes CopyRight2 to copy any files and folders creation, modification and last
accessed time. If yadisable this option, the timestamp used will be the point in time when the file or folder was
created at the destination.

Copy Folder Structure Only and Skip Files
If you enable this option, CopyRight2 will only copy the folder structure from soumestination skipping any
files.

Skip Files/Folders with Offline Attribute
If this option is enabled, any files having the offline attribute set, will be skipped during a data copy. This can be
helpful if you want to migrate archived files or folderingsa different method. If the option is not selected, the
archiving software will restore the file content from the archive before it gets copied to the target by CopyRight2.
Restoring the file from the archive takes additional time and disk spee@se e a d t h Suppolt forpverieas i
EnterpriseVaui f or addi t i o nsupportifoMerdas Bndetpiise Viaulta b o u t

Include Apple Macintosh Resource Forks
Apple Macintosh resource forks can occur if there are Macintosh computers storingtdatze file server(s) to be
migrated. It is some special information embedded within a file as a separate stream of data. You can enable this
option, if you want to migrate any existing Macintosh resource forks.

Timestamp Filter Conditions

You can ofionally define filters to exclude files that have been created, modified or accessed before a specified point
in time.

Please note that it is possible to define multiple conditions that will be logically. Rat means if you for example
check éd&Angr éated beforeo and AAny files modified before
created or modified before the specified date (outdated files).

File Size Filter Condition

You can optionally define a file size filter condition tagsfiles based on their file size. As operator you can select
either A>=0 (larger or equal than), fA<d (smaller than)
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ACL and Owner Permissions

Within this tab you specify how CopyRight2 should treat NTFS Permissions and Ownautitipnally, you can
enable the use of a mapping file that defines which user and group accounts of the source relate to which user and
group accounts of the destination.

-

— S|

Edit Copy Jok "Migration Project” -

Description -
— NTF5 Pemissions
_i_ - J {* Copy the following parts of Access Control Lists (ACLs) and migrate missing users./groups:
11 1
I"l__,-'-"' [v Pemissions (DACL) W Owner
Source and v Auditing (SACL) [ Group owner {used in conjuction with the POSIX subsystem)
Destination I+ Synchronize NTFS Pemissions
| = " Do not copy pemissions. Inhert pemissions from destination folder instead
.Il;d (" Copy pemissions without migrating users and groups
Inclusions and Reacling of security identifiers
Exclusions Assign securty identifiers of groups and users on the source computer automatically to
_-—~| identically named groups and users on the destination computer
_Lw [ Map security identifiers with a predefined mapping table: J
L
[ Keep orginal SIDin NTFS and file share permissions
File Attributes
and Time Target Root Folder Pemissions Inhertance
[v Copy explicit pemmissions of root folder(s) |Cu:||:r-_.r inhertance flag of root folder(s) ﬂ
-
ACL and Cwner
Permissions -

QK | Cancel

NTFS Permissiors

You can either copy the NTFS permissions from source to déstinaherit the existing permissions from the

destination foldeor to copy permissions without applying any chandfegou choose to copy permissions, you can

select which parts of the ACL (Access Control List) you want to copy. Yogagythe actuapermission§DACL),

the owner, the auditing informatigBACL) and the group owner that can be copied. The group owner is usually not

used unless you have ugbé Windows POSIX sub system. It stores a SID of a user or group similar to the regular

owner feld. Actually the group owner is not even visible witllVindows ExplorerThe A Copy per mi ssi ons
mi grating users and groupsoO copies the raw security des
applying any changes to the SIDs uge@ermissions.

The fASynchr oni z eisuUsefuFt&mipnaze tne rgntnie ofrcapy jobsaliows you to control how
CopyRight2 treats NTFS permissions of files where the data was not ctangedthe last rurin its checked default
setting t will migrate all NTFS permissions, even for files where the data was not changed since the last run. If the
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option is not checked, CopyRight2 will only migrate NTFS permissions for files that are new or where the data was
changed since the last run, spieg up the process. This allows scenarios where you for example daepyreith

the option checked. Then you define a frozen zone, beginning with the start of your-lampygreehere NTFS

permissions should not be changed any morthe sourceallovi ng you to run the final cop
NTFS per mi ssi on stodeaeade thetime spehtirng ¢he final stage

Reacling of Security Identifiers

In case you have local groups and/or local users defined on a member serean lgGopyRight2automatically

use identically named users and groupsahagdy exist at the destination servignis applies to global groups as

well, in case of a migration crossing domain boundafieddo soenable he opt i on @ Atfiersofn secur i
groups and users on the source computer automatically to identically named groups and users on the destination
computero

Youcandefineasoal | ed mappi nganfdi [Gr owipt hA stshieg nfintksnet rd startomedu f r om t
group, todefine the relationship between accounts in the source and the destination envirAftererrieating the
mappindfile,y ou can enabl e ttiié efi Mapi $dcar Predledémed Mapping T
the mapping fileYoucanreadmoe about creati ng m@rgapng alMapding DefindtioniFie t he ct
to Reassign Permissians

Keep original SID in NTFS and file share permissions

Use this option if you want to keep the original SID within permissions of the file sySf€RS) and file shares. If

enabling this option CopyRight2 will add the identical permission (for example READ, EXECUTE, FULL ACCESS)

for each wuser or gr oup useracdgrupblgectg tthat weeelmigmted taAgtiveDineetoryi o | d o
usingSID-History the same access they had before. This usually requires an additional cleanup job, that should be

run after al/l user and group objects were migrated to /
cleanup the file systemandf e share permi ssions at a |l ater time (see

Target Root Folder Permissions Inheritance

The ACopy explicit panti §€oanerof AC&eti hbkdet éd) dbr om s«
ACEsont ar g e toptfors ¢ontrel if permissions of the specified source root foldes{sll get copied to the

target and howlt does not affect any folders (or files) below that levaly files and subfolders below the specified
source/destination foldénherit those permissions as well, if they have inheritance enabled.

Copy explicit Inheritance Convert ACEs Description
permissions inherited from source

of root parent folders to
folder(s) explicit ACEs on
target folder.

This is the default setting. The program will copy tf
inheritance flag of the specified source folder(s). If
specified source folder has inheritance enabled, it

Copy get enabled on the destination as well and it will
Checked Inheritance NA i nherit from t hparent®. ayi |
files and subfolders below the destination folder
inherit those permissions as well, if they have
inheritance enabled.
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Checked

Enable
Inheritance

NA

The program will enable inheritance for the specifi
destination folder(s) regardlesstifet corresponding
source folder had inheritance enabled or not. The
destination folder will then inherit from its parent.
Any files and subfolders below the destination fold
inherit those permissions as well, if they have
inheritance enabled.

Checked

Disable
Inheritance

Checked

The program will migrate theffectivepermissions of
the root of the specified source folder(s). If the soy
folder inherits permissions from its parent folders,
those inherited entries will get converted to explicit
entiies forthe corresponding destinatiooot folder.
Any files and subfolders below the destination fold
inherit those permissions as well, if they have
inheritance enabled.

Checked

Disable
Inheritance

Not checked

The program will migrate the explicit permissson
(not inherited) of the root of the specified source
folder(s). Any inherited permissions from the sourg
folders parents, are removed on $ipecified
destination folderAny files and subfolders below th
destination folder inherit those permissionsvad, if
they have inheritance enabled.

Not checked

NA

Not checked

The program will not migrate permissions of the
source root folder. Instead it will create the target
folder if it does not exist and let it inherit from the
targets parent folder. If tharget folder already
exists, the program will not make changes to the
permissions. This allows you to define custom
permissions for the target root level. Any child
folders or files, bel o
inherit those permissions as loag they have
inheritance enabled.
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User and Group Filter

The user and group filter page controls how CopyRight2 should treat user and group accounts that X &Sed in
or sharepermissios on the source computand that do noget exist on the destation computerYou can enable
theautomatic migration of specific object types to prevent a copy job from asking for confirreatibriime an

object is discovered in permissions that requires a migration.

Additionally, you canspecify how existing oleicts should be treated, bitherselecngi Add onl y o, AAdd/ Up

or in case of wuser accounts fAAdd/ UpnilanyenigiBteancounttiiat The de
do not already existtthe destination computer. If an account alreaxigts, it will not be updated with account
information from the sourc@ thiscase The fAAdd/ Updat e 0-existert acaomntsand | | mi grat e

additionallysynchronize the information of existing accouRtiease note that this includes any accaformation

except group members and user memberships which can be
Mi gr atTihendi)Add/ Update/ Removed option additionally del et
executions of a copy jolthat were either deleted or renamed in the meantime on the source system (lonely users).

NOTE: Thisaccounttypd i | t er repl aces the @SynthatpreVisusbudgdsa nd Gr oups
CopyRight2 hadind allows a more granular controloverlrem c h obj ect type shoul d be tre

Users and Groups copiedod checked in ol der &eledtedfbrs of Co
each enabled account filter.

Edit Copy Jeb "Migration Project” Iﬁ
— = Account Type Filter
".L— Select account types you want to migrate automatically, f not resolvable at destination:
Inclusions and [+ User Accounts (Except Administrator) Add/Update -
Exclusions
v Local Groups Add/Update -

| Global Groups Add orlv

-
File Attributes

and Tirme
IUzer & Group Account Exclusions

—IIL_ _1:}| Accourt Mame |

ACL and Chwner
Permissions

Impart...

I

User and Group
Filter -

ITI Cancel Loply
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Account Type Filter for User Accounts, Local Groups and Glokal Groups

You can select which objects (users, local groups, global groups) you want to be transferred automatically from the
source to the destination system in case they do not exist at the destination. This can be the case for example if you
transfer éta from a member server (that can have local users and local groups) or if transferring ddtantaoss
boundaries (users and global groups).

If enabled CopyRight2 will automatically copy the object to the destination server and replace its occwithimces
any migrated NTFS or file share permissions on the destination system automatically.
Create Users and Groups in Destination Domain
If this option is enabled any migratxtal users and local groupsec r eat ed i n the destination
instead of being created locally on the destination member s#rthés optionis not enabledocal users or groups
will remain localobjects on the destination server instead.

User & Group Account Exclusions

This list allows the exclusion of spéiciuser or group accounts by specifying their samAccountName. Any excluded
accounts wil/l not be migrated during the copy |jobds exe
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User and Group Options

Within this tab you specify how CopyRight@igratesuser and group account information.

Add Copy Job —

Exclusions i Naming Convention [Server Consolidation)

_\J, _]ﬂ User names Keep the orginal user name. -

File Attributes Local group names  Keep the original group nams.  *

and Time Global group names  Keep the orginal group name.

"J, { _} User Options
ACL and 6wner [ Local group memberships [ Global group memberships

Permissions Add/Remove memberships Add/Remove memberships

: N
3
Local Group Options Global Group Options

U dia
ser aF?Iter roup [ Local group members [ Global group members

Add/Remove group members Add/Remove group members

User and Group
Options -

| QK | Cancel

Naming Convention (Server Consolidation)

You can optionally define a prefix or suffix to be applied to the samAcountName of migrated users and groups,
useful during server consolidations. Forocakegoapmwphlae, i f yoc
samAccount Name of AGrp0106 will become AS1_Grp0O1ld on t he

Local and Global Group Memberships

The options fALocal group member shi epyRigatd shalldoPy vebrad s gr o u g
membershipi groups as wek If enabled CopyRight2 will attempt to add the destination account to the same

groupsthe source account is a memberlbany groups are missing and the account type filtegfoups is enabled

as well, CopyRight2 will automatically create the greapthe destinationaswelou can sel ect ei ther
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or AAdd / Remove membershipsd to cont rdedtnatiofaccauftse pr ogr ar
only or additionally remove the destination account from any groups that the aoooemt is not a member of.

Migrate User Passwords

I f you have installed the separately available APwdSync
hashes as well. Please note that this opsialisabled ifyou havenotinstalled the addn.

Local Group Members and Global Group Members

The options fiLocal Group Member s senataunts Bdt ardrmmber &r oup Me 1
theencountered grgs as welleven thoughtheseaccouns themselvesrenot used directly witim permissios of

files, folders or shares beingcopiddlou can either select fAAdd group members
memberso to control i f t he prgrogpscalyoradditonalyr@mosedady gnmuepmb er st
members of the dgination group that are not a member ofgharce group.
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User Environment

Within this tab you specify if CopyRight2 should update home share and profile paths of local or domain users, how
it should treat LNK shortcuts and if it should automaticallgnate Windows user profiles (NTUser.Dat and
NTUser.Man) orthe-fly while copying.By default,CopyRight2 will use the defined source and destination paths of

the copy job to translate source to destination paths. You can additionally define a stdiiasgaeplace list

containing server names (server®lserver02) or folder paths in case of local user accounts (for exannume:>
x:\homeshares)r use a comma separated CSV file that is loaded dynamically-at@n

These features work for locatcount migrations, for example between member servers or for the migration of
domain accounts between domains.

Edit Copy Job "Migration Project” Iﬁ
'-._ — L | IUser Homeshare Path, User Profile Path & Shortcut Translation
".L— { } [ Update user home share W Update userprofle W Translate Shortcut paths (7 LNK)
ACL an!:l aner IUser Profile Migration Settings
Permissions

~ lv* Reacl NTUser.Dat registry permissions
i E [v Search and replace UNC paths in registy W Update persistent network connections
[ \‘)

User and Group

Search & Replace List
Optionally define a search & replace list to use for homeshares, profies, shortcuts and profile

m

Filter gettings. By default CopyRight2 will automatically replace source and destination server names
according to the source and destination paths of the copy job.
| ey |
m {* |lse a static search and replace list

Search Replace |

User and Group
Options

Blis

(" CSVfile: <Mot selected>

User
Environment -

ITI Cancel | Apply |

Update User Homeshare & User Profile Path

If enabled CopyRight2 will automatically replace the user home share path or profile metthl iorldomain user
settings. You can define a static search and replace |
alternatively select a comma separated CSV file containing the search and replacement server names.

Page62/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Translate Shortcut Path

If enabled CopyRight2 will automatically translate paths used in Windoavicsit files (.LNK) from source to
destination.

Reacl NTUser.Dat registry permissions
If enabled CopyRight2 will automatically reacl Windows user profileshexfly while copying replacing user (or
group) accounts in permission with the corresponding accounts of the destihatiimrocess regular and
mandatory user profiles.

Search and Replace UNC paths in registry

If this option is enabled CopyRight2 will translateferenceswithin user profiles, fronsource patho destination
path, for example to take care of recently opened document lists contained in the user profile.

Update persistent network connections

If this option is enabled CopyRight2 will translgtersient network connectiongithin user profiles, from source
path to destination path, to take careafinected user profileontained in the user profile.
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Active Directory Options

Within the tab you can set options regarding the migration of AEtikexctorydomainobjects for example to control
where objects should be created in the destination domain

Edit Copy Jeb "Migration

Project”

——

S

Permissions -

%

User and Group
Filter

m o

User and Group
Options

L

User
Environment

COrganizational Units / Containers

{* Create objects in default "Users" container

" Move migrated objects here: |

™ Migrate OU & container structure: |LD.-'i'-.F':_-".-"DC=|:|-:|maina.DC=I:I:|m

Active Directory sidHistory options

[ Load sidHistory from AD domain(s):

=l
=l
| .
| o |

Active Directory
Options -
QK | Cancel
Create Objects in Default AUserso
The default option wild.l mi grate any c or thisiscluades dbiang

users and

groups
Users and Groups in Destination Domaino pt i on i s

mi gration
checked.

requiring

Move migrated Objects Here

but

alCeeate | oc al

This option will move any migrateabjects into the specified OU or container. This includes domain users and

groups

requiring
Groups in DestinatonDoman opti on i s

mi gration
checked.

but al so | o CereoteUserscandu nt s

Cont ai
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Migrate OU & Cont ainer Structure

This optionmigratest he sour ceds OU dorhd specilied loeation éghed essttriuncativeiroen 6 s A
Directory tree By default, it uses the destination domains root as a target, causing any OU or container to get created
atthe sane level of the directory tree.

Load sidHistory from AD domain(s)

Use this option to specify one or more ActiveDirectory domains that contain users or groups having the sidHistory
attribute populated with their original SIDs. You can either specdomain controllers NetBIOS name (for example
DC9999) or a fully qualified DNS name of the domains (for example domainl.mycorp.com). If activated the job will
use Active Directory to determine the existing mapping between old account SIDs and new &if2suturing job
execution.

If you use this option CopyRight2 will query the specified domains for any user or group object that has the
sidHistory attribute populated with one or more old SIDs and map them to the objects new SID to cleanup the file
sysems NTFS and file share permissions by replacing the old SID(s) with the new corresponding SID.
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File Shares

Within this tab you specify if CopyRight2 should copy file shares from the source to the destination computer.

Add Copy Job - e S|

User and Group

»

Filter Share Filter
P“ [+ Include file shares located at specified folder(s) and below if subfolders are processed:
w Add./Update » o add non existent & update existing share settings and pemissions.

User and Group
Options Maming Convention (Server Consolidation)

% Share name Keep the orginal share name. -

0 Migrated file shares are using the same share name they had before.
zer

Environment Active User Disconnection

% Share protection Mone -

Active Directory Connections of working users to source file shares will not get disconnected.

Options

m

Distributed File System (DFS)
Iv Update DFS after share was migrated to new location: |C LUSTERDFS

File Shares -

QK | Cancel | |

Include File Shares

Ifyou want CopyRight2 to automatically cofolersahery f i |

enabl e the Al ncl Ohe eFielnab%lrear g0 ac@mtni gdrefine the filter
do notyetexistonthetargetr A Add/ Updat ed t o cr e a tadditiembllupdats existhgat do no
file shares locations, settings and permissions.

If you want to define a copy job that updates file shares on the target every time it runs, for example in a scenario
with a precopyandafinat opy phase, please set this option to AAdd/ |
and permissions every time the job is executed.

Note:Pl ease set this option to fAAdd/ Upndlg foeesampldif mpuinga ar e c o
share from one hard drive to another, because the file share is technically already existing as well in this case and has
to become synchronized. Otherwise the share locations will not get updated accordingly.
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Naming Convention (Server Consolidation)
You can optionally define a prefix or suffix to be applied torthmeof migratedfile sharesuseful during server
consolidations. For example, if youdefe a p r eafile shardiwgtla name fShdi® 1 6 wi | | become
iSBhar® 10 on system t ar get

Share Protection

If any users are locking files at the source, a copy job rféglhfTo prevent this from happening you can specify the
following options intended for the final copy, running before the-cuér takegplace

Option " Description

None No special processing.

Disconnect Active Users Disconnect any users connected to a share that is being migrated.

Disconnect Active Users & Deny | Disconnect any users connected to a share thainig begrated and additionally

Any Source Share Access deny access to tteource fileshare (otherwise users could potentially reconnect
This is achieved by adding an AEver

permissions of the share.

Note: To undo those changes and rollbaglthe original source server, this

permission would have to get removed for each file share on the source serve
Disconnect Active Users & Deny | Disconnect any users connected to a share that is being migrated and additio
Source Server Access remoe fiAccess this computer from the
AAdmi ni stratorso gr oitsexecatiboren t he cog

If you want to define a copy job for the prepy phase, where users are still working, you may enable the option to
AiSkip errors resulting from locked filesd or the fAUse ¢

CopyRight2 will takeheseadditional steps as soon as a folder is processed that is being shared. In casetlyeu
option todery source share access, CopyRight2 wbthove the protection (from the share now residing at the
destination) automatically after the share has been ctpitbe destinatian

Please note thaté¢ original source share will still be lockexprevent users from making changes to those files!

Update DFS (Distributed File System) after share was migrated to new location

If the share(s) you are migrating do exist as links withina B8 ry ou can update these to po
new location automatically after the share was migratedessfullyY ou can c¢create such | inks b
Copy Jobo.
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Advanced Options

Within this pageyou can specify advanced copy options.

Edit Copy Job "Migration Project” @
Environment -
— Threading, File 10 and Bandwidth Limit
% Mumer of copy threads Jl 12 threads
M@ [+ Use asynchronous /0 [ Bandwidth limit | J Bytes/s
Opticns
_j J Block Transfer Made
|
|:-._.'; [ Block transfer mode to speed up synchronization by running a process on both ends
File Shares
Transport Protocol TCP/IP Fort 20az2 B
v L4 (speed) [
| |
Advanced
TCP buffer size in bytes | 1048576 Package length in bytes  [65336
9 | Workarounds File Checksum Algarthm
o
] [ Enable NAS Compatibility Mode [ Enable mMD5
Real Time

Synchronization -

oK | Cancel

Number of Copy Threads

With this option you can customize the number of concurrent threads that are cepd fites. The default setting is
12 threads meaning that thene212 files copied concurrently.

Use asynchronous 1/O

With this option you can enable or disable the use of asynchronous 1/0 when copying large files. Asynchronous 1/O
eliminates doubléuffering by the operation system and increases the transfer speed of large files. It reduces memory
overhead caused by double buffering &etd the data use a more direct path between the disk driver and the
CopyRight2 application.
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Bandwidth Limit

You can use this option to specify a guaranteed bandwidth limit in bytes per second. CopyRight2 will automatically
adjust its transfer speed to the specified limit during runtime.

Block Transfer Mode

Use this option to enable block transfer mode forympy operation. This option is currently only supported if you

run CopyRight2 on either the source or the destination AND if both, the source and the destination run Microsoft

Wi ndows. This mode wil/l not use Mentifuees acfossdow baBdWiBth pr ot o ¢ ¢
and low latency connections. It requires the installation of a service on the remote peer which will happen

automatically. Both peers will exchange a file list and only modified files will be transferred. If there iy alezal

data existent at the destination for a specific modified file, the sender will utilize that data and only transfer the

modified blocks of the file.

Transport Protocol

The block transfer mode currently supports TCP/IP (default) and the HTTP @rimidansport data.

Port

Use this option to specify which TCP port is used for the data transfer. The default Port is 8082. Please make sure
that you open up this port on your firewall for both peers (sender and receiver). Otherwise a communtestémn be
the two will not be possible.

Encryption

Use this option to enable data encryption for the data transfer. If enabled, all traffic will be encrypted by a
combination of the RSAES-256 algorithms. If enabled, you will be prompted to confirm theotpeers
fingerprint during the first time. The fingerprint is stored in the registry at Hk3d#twaraSys
Managé&CopyRightPKI\Fingerprints or HKLMSoftwaréWow6432Nod&ysManagéCopyRightPKI\Fingerprints
depending on the computers operating systentladersion of CopyRight you have installed{3Ror 64bit).

In case of copying data across a VPN or if your network has TCP/IP encryption enabled on the network level, you do
not need to enable this optiasit will only slow down the copy procesgtause the data is encrypted twice.
Compression
Use this option to enable compression for any data exchanged. CopyRight2 supports LZ4 (optimized for speed) and
GZIP (optimized for size). If bandwidth is your limiting factor and if your computers hauggémrocessing power,
you may want to favour GZIP over LZ4.
Disable Nagle Algorithm

Use this option talisable the TCP/IP &fle algorithm
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Encode data in Radix64 (HTTP only)
Use this option to encode all data with Radix64. This may be required isaaseproxy servers or other equipment
are in between that do not support transferring raw data over HTTP. If the sender and receiver can communicate
directly with each other, it is not required to enable this option.

Send HTTP result code (HTTP only)
If this option enabled, CopyRight2 will send a result code after each received HTTP request. If the sender and
receiver can communicate directly with each other, it is not required to enable this option.
TCP buffer size in bytes

Use this option to conttéhe TCP send and receive buffer size in bytes. By default it is set to 1048576 bytes (1MB).

Package length in bytes

Use this option to control the maximum package length in bytedeBult,it is set to 65536 bytes (64KB).

Enable NAS Compatibility Mode

CopyRight2 contains multiple workarounds that are required if the destination server is for example a Network
Appliance Filer runningdnTap. If you encounter unexpected access desrieas,you should try the NAS
compatibility mode.

File ChecksumAlgorithm
Select one of the existing algorithm to compare source and target files with. You can select CRC32, MD4, MD5,

SHA1, RIPEMD160, SHA256, SHA3256. Using block transfer protocol requires this option to be enabled. If
enabled, youcanfindstatis cs i n the |l og filebds footer section about
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Real Time Synchronization

Within this tab you can enable the rtiahe synchronization feature.

Edit Copy Job "Migration Project” @

Environment -
Real Time Synchronization

% [ Continous replication after completion

Active Directory
Opticns

File Shares

m

o

Advanced

Real Time
Synchronization ik

ITI Cancel Apply

Real Time Synchronization

Use this option to minimize user doime duringthe actual cubver. If enabled the copy job will switch into real
time synchronization mode, once the copy job completes to keep the specified source and destination pairs
continuously in sync. The copy progress dialog will display the number of quiellanges (new files, changed
files and updated files). If the number of queued files is 0, then the source and destination are in sync. You can stop

the real time synchronization by clicking @anresume @St op
it by launching the copy job again. If there were too many changes, CopyRight2 cannot resume the synchronization
and wil |l instead restart from scratch. You can see in t

Youcancombne this feature with the vol ume shUseMolumecopy opti
Shadow Copyo).

Note: This feature requires execution on the source computer because of Windows restrictions. It requires the source
to reside on an NTFS waine and administrative access to it.
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Scripting

Within this tab you can define multiple custom scripts to get executed during specific events, for example when the
copy job starts and also scripts executed during the migration of specific types of. dfpeotan use VBScript,

which is the default option) or any ot hePleaserssetthal | ed Act
¢ h a pUsiegActiteScripp f or more information about how to write s
Bt oy O IV a0 T s Iﬁ
Uptions N
—— Custom Scripts
% Define custom scripts executed during job execution.
Active Directory Script Type:  Transform groups - Script Language:  VBScript -
Eetiae '== SCRIFT_TRANSFORM_GROUP P
P " Add a prefic to common name attribute of migrated domain groups
| T J Destination("cn}="US_" & Source("cn™) |
}
Shares
L _-’1 =
".\L" & ﬁ 1
Advanced
1| 1 3
Auto generate | Parse |
Scripting -
ok | cancel | ooy |

Script Type
Please select thgpe of script. You can define scripts executed when the copy job starts and when it ends. You can
also specify a script executed when two individual servers, specified as source and destination, do start and end
copying.Additionally, you can define sgis for each type of object that gets migrated (Users, Groups, Contacts,
OuUs).
Script Language

The script language setting allows you étest which script language to usecode the scripts
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Boot Environment

The boot environment tab optionally@ls you to migrate (or backup) the Windows installation and boot
environment from the source to the target computer. This is useful for physical server migrations onto new hardware
platforms but also for physical to virtual (P2V) and virtual to physic@R)migrations.

During such a migration the entire OS will get copied including user account database (SAM or Active Directory), so

as a consequence of this there is no user or group migration required because any SIDs remain the same. Please make
surethit you select the fiCopy pegmbepb ime f\@Liebdidonet mi gr at i n
Permi ssionsdo tab. Otherwise any users and groups woul d

Add Copy Job S

—f e
_j J Boot Environment

L

I:._I';I * Do not migrate boot environment
Shares

(" Update BCD with new signature(s)

" Copy disk and partition signatures

'.l'},:_}' BCD Location
Advanced e <ALt

— Boot Menu
= | I_
Scripting [

Disk Controller Driver

-
QK | Cancel
Boot Environment
The default setti ngnwifr dirDoee mtod wnilglr antcet broioggr at e fil es r
installation to the target. Selecting the AUpdate BCD v
automatically update the copied boot configuration data (BCD) with th@eisignature of the target disk &
partition. I f selecting fAiCopy disk and partition signat

targetds disk and partiti on €hanpesdotdigkrapdparttiontssgjures ile ones of
only get applied to the disk/partition holding the copied Windows installation.

Page73/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

BCD Location

Usually CopyRight2 detects the | ocation of the BCD on t
fiParti ti on otthe potrésponding locations el e ¢

Boot Menu

The option AAdd copied OS to recovery OSds boot menuodo
can select it when booting the recovery OS. CopyRight2 will automatically afif@reds t o r e dgotdnetuo t he b

entry so you can distinguish the entry from others. The
same to the copied OSRe clhbovetr ymmen u .o Itth ewiblolota ppeerrud ent ry

Disk Controller Driver

Try the AActivate all installed disk drivers in case of
copied OS refuses to boot with a 0x7B blue screen usually indicating a missing boot driver required to access the
disk.

By default, Windowslisables loading of any drivers not needed to boot for performance reasons. So if you migrate
from a system having a SCSI controller onto a system having an IDE controller the corresponding driver is possibly
disabled andhot loaded during boot time cangithe blue screen error 0x7B. The performangeact is usually

negligible, it will at worst increase the boot time by a few seconds.
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Compare File System

You can use settings from the fACompar e hddeginat®yatere mo p ac
a data copy job ran.

-

Add Copy Job =S

:__ Compare Report
.':-_J Compare fileg, folders and pemmissions (including time stamps, file sizes and attributes):
Scripting " Mo compare report
" Compare file and folder structure
{* Compare file and folder structure including MTFS permissions
\a [ Write compare result to a different file:  <Automatic: J
Boot
Environment Additional Options

[ Compare pemissions after write

: [+ lgnore archive bit [v lgnore spare file attribute
Compare File [ lgnore owner diference if deleted account got replaced by SID: |5-1 -22-10
Systemn
_-—J [ lgnore owner diference if it got replaced by SID: |5-1 -22-10
T =
\ ; =
Error
Proceszing 7
QK | Cancel
—
No compare report
The default option fiNo compare reporto wildl not compar e

Compare file and folder structure

il e and

The ACompare f fo
file or to the specified

| der fadersand add theeasulttopphe copynobslogi | | ¢ c
i fil

e, depending on whether AWr
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Compare file and folder structure including NTFS permissions

If this option is enabled, QxyRight2 will compare the files, folders and additionally the NTFS permissions of each
file and folder between source and destination.

Write compare result to a different file

By default, the result of the ¥auocgnanakleshsoptionsoleatleded t o t |
program write the result to a different file.

Additional Options
The additional compare options are visible only after e

I f enabl ed youperami sussieo MisC oanfptaere wr i tedo to run the compa
file or folder was copied, instead of comparing permissions after the job completed.

The filgnore archive bito and @Al gnor ebelligabledstoecontpard e 0 opt i ¢
those attributes. Usually you do not want to compare the archive bit, because the bit has to be set on the target and

gets reset once the target server has been backed up. The sparse file attribute may get set on the target files an

folders if the target server is using the Windows deduplication feature or an archiving solution.

If the target system is a NAS and it replaces SIDs of deleted accounts used as a file/folder owner in NTFS
permissions by a weknown SID, such as the Si@f the root account, you can enable the corresponding setting
along with specifying the SID of the accounts they get replaced with.
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Error Processing

Within this tab you specify how CopyRight2 should treacificerrors or errors in general. You caresiy log file
options and whether you want to receive a notification.

Edit Copy Job "Migration Project™ i Iﬁw
v B
I'\I-"E_'i': I¥  Cortinue process if encountering not existing or not resclvable securty identfiers
Shares [ lgnore emors and continue processing
v Create alogfile: “WFRAT4C3PVISProgramme’.Sys-Manage \CopyRight \Migr. . J
| T _:l [ Log every file and folder [ Dontlog header and footer [ Append to log
lick
Advanced Emor Motification
[ lgniore emors resulting from locked files
o [ In case of any emors or wamings send an email to: |
_-:-_J [ In case of success (no emors or wamings) send an email to: |
Scripting [ |
-

[ In case of any emors or wamings write an entry to the Windows Event Log

[ In case of success (no emors or wamings) write an entry to the Windows Event Log

Error
Processing -

ITI Cancel Loply

Ignore unresolvable security identifiers

By default,CopyRight2continues and ignoresrors resulting fromunresolvable security identifier within a file,

folder or share permsson when copying data. If you want CopyRight2ag the error and continue, select the option

fiLog and Continue i f encountering unresolvabl eghssecurity
specific errorremove the check mark iestd Please note that such unresolvable security identifiers may feyastri

source servenas permissions containing accounten domaist hat doesnédét exi st anymore t|

Ignore any errors and continue processing
CopyRight2 stopa copy jobif an error is occurring by default. It might be desirable to ignore any errors, for

example in a multphase copy approach, where some data is copied initially (maybe even reoccurring) and a final
copy job transfers the missing delta betwearr@®and destination server.
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Log File
By default,CopyRight2 creates a log file within the installation folder going by the name of the specific copy job
with a .LOG file extension. You can specidlogfla custom peé
entirely by removingthecheck marko | og every file and folder copied che
o pt i o default,C&yRight2 log files have a header and a footer part containing statistics. If you do not want the
logfiletocon ain those, you can check the ADondt | og header a

Log Every File and Folder

If enabling this option, CopyRight2 will log every file and folder copied to the log file.

Donét Log Header and Footer

If enabling this option, CopyRight2illvnot log the header and footer information to the log file.

Append to Log File

If this option is enabled, CopyRight2 will not overwrite the log file, but instead append to the end of the log file, each
time the job is runif you have enabledlogél hi st ory in AOptionso, to keep a sp
rollover, this option should be disabled.

Ignore Locked Files

To skip any files |l ocked by users actively working on t
from |l ocked filesodo option. This wil/l cause CopyRight2 to
This would make sense, for example, in a two phase approach, where the first copy job, ran during normal business

hours copies as much dats possible while a second copy job, ran during an eventually small nasicéewindow,

transfers only the files that have changed in the meantime (the delta).

Create Windows Event Log Entries for Job Results

If you want CopyRight2 to create Windows&Ent Log Entries after a jobds compl e
any errors or warnings write an entry to the Wi ndows EV
warnings) write an entry to the Windows Event Log. This will cause CopyRtghwrite to the event log of the

computer the job has been running on.

Automatically Send Status Reports via SMTP

CopyRight2 can keep you updated about the result of any jobs by sending out emails via SMTP. To define such a
notification, openupthe Er r or Processingo tab of your job and sel ect
too and/or Aln case of success (no errors or warnings)
formataccount@domain.com
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By default,CopyRight2 attempts to lookup the mail server using a DNS query. You can alternatively provide a fixed
SMTP server that wildl be sent to by wusing the option AL
togethemith a valid SMTP server DNS name or IP address.

CopyRight2 can attach the jobbds | og file automatically
optiono.
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Adding or Editing a Security and Attributes Job

A ASecur ity jaballdwspou to modbydilesefsldiers and shares without actually moving the data. This
is useful to apply dinges to the security of filefmr example to replace user and group accounts or to remove
specific user and group account®u can apply chages to the compression attribute or the file time as well.

Source and Destination

Within this tab you specify the files and folders that you want to process with this job.

Add Security (ReAcl) & Attribute Job g - 33 |
W File(z) and folder(s) to process
Select one or more files and folders to be processed by this job.
Namg and Files & foldeniz) to be processed:
Description

Shares, files & folders |

Drives, Folders
and Files
Lo

File Attributes File System Options

and Time Junction Points {Outside) Skip -

i _I_
I\J'_,'f
ACL and Owner
Permissions =

QK | Cancel

File(s) and folder(s) to process

You can add, edit and remove files antliéss that you want to process with this job.
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Skip Junction Points Symbolic and Hard Links)

This option is enabled by default and causes CopyRight2 to skip any encountered junction points. Junction points
were introduced heavily with windows 2008 indows vista and are basically like shortcuts to another folder. If
clicking on them with th&xplorer,you will receive an access denied error. This should stop Backup and Copy
programs from recursively accessing what is below the junction point (whiobsreanse as the data below is located
somewhere else which might get copitkuptwice unintentionally).

File Attributes and Time

Within this tab you can specify how CopyRight2 should treat the file compression attribute of files and folders. You
canchange the modification time of files to a predefined date and optionally define a filter to exclude files and
folders based on their file date. File Attributes and Time is a subset of the options available to regular copy jobs.
Pl ease seesihRinldde TAtmeni hwrecopy jobs for an explanation

Add Security (ReAcl) & Attribute Job — [
\ ; ? File Attibutes and Time
| File Compression settings: | save compression settings unchanged. -
Mame and
Description [~ Set creation and modiicalion lime to: | 5/27/2019 J |11:39::: M =
=
"-,L_I\I_/J Fiter Conditions {combined with OR operator)
5/27/2019 113904 PM =
Drives, Folders [ Exclude files created |I:uef|:|re J | R 27201 J |
and Files [~ Bxcludefies modfied [oefore  —] | /2772019 ~| [11:3304PM —
[~ Exclude files accessed [bofore | 5/27/2019 J |11:39::z PM =

File A utes
and Time

L3
ACL and Chwhner
Permissions -

QK | Cancel
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ACL and Owner Permissions

Use this tab to define how the job should process permissions. You can select a mapping CSV file defining which
accounts should be replaced or load the mapping from an ActieetBiies sidHistory attribute.

Add Security (Refcl) & Attribute Job -
\ ; ? Reacling of securty identifiers
| [ Map securty idertifiers with a predefined mapping table:
Mame and
Description

Active Directory sidHistary options

|25
=
ELJ_/ [~ Load sidHistory from AD domain(s):

Drives, Folders

and Files
=
- |
Lo
File Attributes
and Time
ACL and Cwhner
Permissions =
QK | Cancel
Map Security Identifiers
Youcandefineasoal | ed mapping file with the AUser and Group A
group, to define the relationship between accounts in the source and thaetideséinvironment. After creating the
mapping file, you can enable the fAiMap Security Il dentifi
the mapping file. You can read more about cintienglei ng manpy

to Reassign Permissionso.

Load sidHistory from AD domain(s)

Use this option to specify one or more ActiveDirectory domains that contain users or groups having the sidHistory
attribute populated with the users original SIDs. You can eifiegify a domain controllers NetBIOS name (for
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example DC9999) or a fully qualified DNS name of the domains (for example domainl.mycorp.com).

If you use this option CopyRight2 will query the specified domains for any user or group object that has the
sidHigory attribute populated with one or more old SIDs and map them to the objects new SID to cleanup the file
systems NTFS and file share permissions by replacing the old SID(s) with the new corresponding SID.

Keep original SID in NTFS and file share permisions

Use this option if you want to keep the original SID within permissions of the file system (NTFS) and file shares. If
enabling this option CopyRight2 will add the identical permission (for example READ, EXECUTE, FULL ACCESS)

foreachuserorgroumec ount ered, all owing the Aol do user and group
using SIDHistory the same access they had before. This usually requires an additional cleanup job, that should be

run after all user and group objectsweremigrdt t o Acti veDirectory, using a fASect
cleanup the file system and file share permissions at &
File Shares

Within this tab you specify if CopyRight2 should copefihares from the source to the destination computer.

Add Security (ReAcl) & Attribute Job . [
i B i
I'J".,J _F___J [ Include file shares located at or below specified source folderis) if subfolders are copied

Drives, Folders
and Files

m

File Attributes
and Time

3
ACL and Cwner
Permissions

QK | Cancel
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Include File Shares

If you want CopyRight2 to automatically replace permissions of any share located at or below the specified source
paths, enable the Alnclude File Shareso option.

User Environment Migration

Within this tab you specifiiow CopyRight2 should treat LNK shortcuts and if it shoptdcess/readlVindows user
profile permission§NTUser.Dat and NTUser.Mandearch and replace server names or paths in the registry globally
or only for persistently stored network connectioksu can define a static search and replace list containing server
names (server0¥> server02) or folder paths in case of local user accounts (for exanmame:> x:\\homeshares)

or use a comma separated CS¥ fhat is loaded dynamically at rtime.

These features work fdmcal and server based user profiles.

Add Security (ReAcl) & Attribute Job [
i
— — | Shortcut Translation
‘LM! [ Translate Shortcut paths (*.LNK)
File Attributes

and Time |User Profile Migration Settings

- [ Reacl MTUser.Dat registry pemissions i
_ . | [ Search and replace UMNC paths inregisty | Update persistent network connections
| L9
ACL and Owner
Permissions

Search & Replace List

y {+
—Ilj- J Search Replace |

Shares

User
Environment -

o [

QK | Cancel
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Translate Shortcut Path

If enabled CopyRight2 will automatically translate paths used in Windows shortcut files (.LNK) from source to
destinaibn.

Reacl NTUser.Dat registry permissions
If enabled CopyRight2 will automatically reacl Windows user profileshexfly while copying, replacing user (or
group) accounts in permission with the corresponding accounts of the destination. It wils pegegar and
mandatory user profiles.

Search and Replace UNC paths in registry

If this option is enabled CopyRight2 will translate references within user profiles, from source path to destination
path, for example to take care of recently opened doculisés contained in the user profile.

Update persistent network connections

If this option is enabled CopyRight2 will translate persisent network connections within user profiles, from source
path to destination path, to take care of connected usflieprcontained in the user profile.
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Adding or Editing a User and Group Migration Job

Users and Group

Copy

Jobod

s all ow

you to migrate

like all users, all local groups or all glolgbups.You can choose accounts from an Active Directory if available,
otherwise only local accounts will be displayed.

CopyRigh® supports all possible migration scenarios:

Destination

Member Server

(Same Domain)

Domain
Controller
(Same Domain)

Member Server
(Foreign
Domain)

Domain
Controller

(Foreign Workgroup

Supported, Supported,
Supported, requires requires
Supported, Supported, requires copying copying copying
Member requires copying | requires copying| global groups, | global groups,| global groups,
Server local groups and | local groups and| globd users, global users, | global users,
local users. local users. local groups and| local groups | local groups
local users. and local and local
users. users.
Supported,
requires copyg Supported, Supported,
local groups and . X
| ; Supported, requires requires
ocal users in pre . : . . .
Note: Not requires copying copying copying
. W2K AD mode. In
Domain . necessary to global groups, | global groups,| global groups,
native mode local .
Controller : migrate any global users, global users, | global users,
groups are domair|
accounts localgroups and| local groups | local groups
local and can be
local users. and local and local
used on member
. users. users.
servers without
copying.
Supported, Supported,
Supported, Supported, Supported, requires requires
requires copying | requires copying| requires copying copying copying
global groups, global groups, global groups, | global groups,| global groups,
Workgroup
global users, local global users, global users, global users, | global users,
groups and local | local groups and| local groups and| local groups | local groups
users. local users. local users. and local and local
users. users.

user
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Source and Destination

Within this tab you can specify the source and the destination server names.

Add User and Group WJW*— | ==
W | — Source
Source Computer

Mame and OLOSERVER |

Description

— Destination
|| Destination Computer
Source and
Destination NEWSERVER |

&3 i

User and Group
Migraticn

e

Filter

-]

QK I Cancel Apply

Source Computer

Specify the name of the source computer, where the user and/or group accounts you want to migrate are located at.

Destination Computer

Specify the name of thaestination computer where you want to migrate the user and/or group accounts to.
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User and Group Migration

Within the AUser and

Group Migrationo tab you can sel ec
Copy Jobo.

Add User and Group WJW*— | ==

W ] — Object selection
Al
Name and ¥ Specific Accounts
Description
----- [ ]%& Remocte Desktop Users m
N ‘el 0 [ |42 Replicator
----- []4%8 Users
I L Dm |g|'p'|
Sﬂ.ur.ce a.nd ----- []&& SOLServer2D05MSSQLServerADHelperlUsersFRAT4CERP
Destination | | | .. (%8 SGLServer2005MS5GLUsersFRAT4CEPSSQLEXPRESS F
----- []%8 SQLServer20055CLBrowserl sersFRATACER ‘E
----- []&8 _ vmware__ .
B[] s Users

: : ~ . )
|l User and Group [] d Admin
i Migration

™ Text file {one account per line):
% ) LDAR Guery Fook

(AjobjectClass="))

Filter

QK I Cancel Apply

Object Selection

You can either decide to...

1 ...copy all existing accounts.

1 ...choosespecificaccountfrom your Active Directory, Windows Domain or local account database

1 ..specify a file containing the user and group act@mames without domain prefix (one account per line).

1T éselect source accounts by

s p e c icbngitionagd aaqueryfoottas ve Di r
entry point defining where to start the search from.
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In any way the selection will be filtered according to the selection of the account type filter (see description of the
AFilterdo page).

Filter

The filter tab contains gsirigs to control which accounts are copied from the source to the destination. CopyRight2
will only migrate object types that are activated in this filter. It also contains a list of account names you want to
exclude from the migration, using the samAcabdlame in case of users and groups or the common name in case of
contacts.

Add User and Group Copy Job i — Iﬁ
Account Type Fitter
@l v User Accounts (Except Administrator) Add anly -
Mame and
W -
Description H = o Add only
I E - [ Add only
< u Add only
Source and

User & Group Account Exclusions

Destination
Account Name | g
o
User and Group 4
Migraticn Import...

QK | Cancel

Account Type Filter

The account type filter allows you to filter the types
example, no local groups will be copibd this job. You can also define how CopyRight2 should treat existing
objects. You can define AAdd Onlyodo to skip any existincg

n
update existing accounts or A Adphanddadcaunts, th& encecexised atth® a d di
source, but were deleted (or renamed) since the copy job was executed the last time.
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User & Group Account Exclusions

Use the AAddo, AEdito, fARemoveo and fl mgogspdacily buttons tc
samAccount Names of wusers and groups and the common name
name, please use the syntax ACN=Objects_ CN_Nameo.

Settings

Within the fASettingso tab of setgéneral Gptibesehat ase applieddo usarsandCo py <
groups being migrated.

Add User and Group Copy Job . g— @
%d Maming Convention
Copy users using the orginal user name. -
Source and
Destination Local groups using the orginal group name.  +
— oy Global groups using the orginal group name.
Iser Options
User and Group r
Migration
) [ Local group memberships [ Global group memberships
$ Add/Remove memberships Add/Remove memberships
[
Filter Local Group Options Global Group Options
[v Migrate members v Migrate members
Add/Remove group members - Add/Remove group members -
m Iv Do not migrate any accounts indirectly that are not selected.
QK | Cancel

Naming Convention

You can optionally apply prefixes and suffixes to the account names of the users being copied or synchronized.
Simply choose the type of change you want to agpth¢ naming convention and enter a prefix or suffhe prefix
or suffix will be appended or prepended to the account name being migrated.
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Migrate User Passwords

By checking this option CopyRightvi | |  mi gr at e t he user &rqupeathesCopyRights as wel
Passwordddd-onto be installed as well.

Local and Global Group Membershipsof User Accounts

With these options you can control how CopyRight2 shoul
memberships. If any ohése options is enabled, CopyR@yhill add the destination account to the same groups as

well. If requred and if the account type filter has the corresponding griyppenabled, CopyRigBtwill create

those groups automatically if requirétbu can catrol if you want CopyRight2 to add and remove mentipssor

if you want to add membérgsonly, which is useful iserver or domaigonsolidatios and other scenarios.

Local and Global Group Members

With this option you can control how CopyRighteats members of local or global groupsit i§ enabled
CopyRigh? will attempt to copy any group members as wétiu can control if you want CopyRight2 to add and
remove members or if you want to add members only, which is useful in server or domalidatioss and other
scenarios.

Do Not Migrate Any Accounts Indirectly That Are Not Selected
I f this option is checked (default setting), CopyRight 2
Group Migrationo phjatsindirdctty. wi | | not migrate

If unchecking this option, CopyRight2 will migrate objects indirectly as well. For example, if the option is
unchecked, and there is a single group selected and the object filter is set to migrate groups and users and the
migration ofgroup members is enabled, it will migrate any group members indirectly as well. If additionally, the

mi gration of userds group memberships is enabl ed, it owi
a member of as well.
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User Environment Migration

Within this tab you specify if CopyRight2 should update home share andeppaflis of local or domain user
settings.

Add User and Group Copy Job Iﬁ
Pn IUzer Homeshare and Profile Path
w [ Update userhome share [ Update user profile

User and Group Search & Feplace List

Migraticn
& |
i Search Replace |
Filter
{Jlf"‘
Settings - J

U=er
Environment -

QK | Cancel

Update User Homeshare & User Profile Path

If enabled CopyRight2 will automatically replace the user home sharepptbfile path in local or domain user
settings. You can define a static search and replace
alternatively select a comma separd@&V file containing the search and replacement server names.
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Active Directory Options

Within the tab you can set options regarding the migration of Active Directory domain objects, for example to control
where objects should be created in the destination domain.

Add User and Group Copy Job Iﬁ
g Organizational Unitz / Containers
£
' Create objects in default "Users" container
Filt
|er " Move migrated objects here: |
T " Migrate OU & container structure: |LD.'F"-.F':.-"'.-"'DC=|:||:nmai|'||:u.DC=|:|:|m
Object security
Settings )
= (" Copy the following parts of Access Control Lists (4CLs) and migrate missing users/groups:
[ I
% .
* Do not copy pemmissions. Inhert pemissions from destination OU or cortainer instead.
Uzer
Environment
Cortact Options
[ Local group memberships [ Global group memberships
Add/Remove memberships Add/Femove memberships
Active Directory
Options -
Ok | Cancel
Create Objects in Default fAUsersd Contai.l
Thedebul t option will migrate any corresponding users anf
users and groups requiring migration but alCeate | oc al acc
Users and Groups in Destinationmdaino opti on i s checked.

Move migrated Objects Here

This option will move any migrated objects into the specified OU or container. This includes domain users and
groups requiring migration but also local accounts getting migrated to the domain bbaca@eite Users and
Groups in DestinatonDomain opti on i s checked.
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Migrate OU & Container Structure

This option migrates the sourceds OU and container str.
Directory tree. By default, it usehe destination domains root as a target, causing any OU or container to get created
at the same level of the directory tree.

Object Security
The object security settings control how CopyRight2 should treat Active Directory object permissionsn éaheara
inherit permissions from the destination OU/container or you can migrate the permissions (DACL), auditing settings
(SACL) and the object owner.
Contact Options
The contact options control if Copgréupmgembeshigs hvouchnd mi gr at

also control how CopyRight2 should treat group memberships of contacts that already exist at the destination. You
can select to add group memberships only or to add and remove group memberships.
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Active Directory Attribute In- and Exclusion List

The options located in the Active Directory attributeand exclusion list allow control over which attributes are
migrated between the source and destination domains. You can either define an inclusion list, an exclusion list or an
empty list which causes all attributes defined in the schema to get copied.

Add User and Group Copy Job 1‘ u
i

I 3 — ActiveDirectory attibute in- & exclusions
Lo
Define an include or exclude list for attributes of each AD class. An empty list causes
i migration of all attributes defined.
Settings List type
Object class:  Users - |7 ' |nclude  Exclude
% | Attrbute Name | - Add...
User ) ‘E ‘ Edit...
Envircnment - comment _—
COMPanTy bl Bemove
countryCode
department
Bl description
Active Directory displayMame
Options facsimile TelephoneMumber
givername
homeDirectony
home Drive i Reset
AD Atribute
Inc. & Exc. -
ok | cancel | ogepn |

Object class

Use the object class combo box to select the object type you want to define an inclusion or exclusion list for. You can

select either AUssed soor, MEwsnd.act so, AGroup
List Type
Select either Aincludeodo to define an inclusion |ist
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Add/Edit/Remove
Use the AAddo, AEdito and ARemoved button to remove att
multipl e attri butes and remove them in a single fARemoveodo o
Reset

Use the AResetd button to reset to the default set of e
includes all attributes tbatoayeUskesbbhadi-@oWpontdewéds M}
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Advanced

The advanced options tab contains advanced settings, such as sidHistory settnds éspeiSING SID

HISTORY FOR ACTIVE DIRECTORY MIGRATIONS )It also contains settings to enable the use of a mgppi

file, in case accounts need to be renamed during the migration. Additionally, it contains settings to let the User &
Group Migration job automatically create a mapping file, containing each migrated source and target object, to be
used for example in Security & Attributes job to perform replacements in NTFS and share level permissions.

B | Add User and Group Copy Job - O X
'-llj A
User SID History for migrated objects (Interforest Migration)

Environment
= [ Users [ Local groups [ Global groups v Attempt delegation
% [

Active Directory

C_)_p:uons 51D History for migrated objects (Intraforest Migration)
% [ Cross domain move users, groups & contacts from source to destination domain

AD Atribute r
Inc. & Exc. r

Reacling of group members, group memberships and renaming of samAccountName

N

[ Map users/groups with predefined mapping file: ~ <Not selected>

."_J Automatically create mapping file, mapping source to target accounts
Scripting .
[ Export mapping file: ~ <Automatic>
-
Error
Processing W
OK Cancel

SID History for Migrated Objects (Interforest Migration)

Enable this option, if you want to popul attheorigime dest i ne
source account. You can enable this option for users, local groups andugliveasalgrous. This is the correct
option to use if you migrate between two domains that do not reside in the same Active Directory forest.

The AAttempd dptegatcontrols the behavior of the Windoyv
If enabled, CopyRight will let this Windows API attempt to delegate the security context used to communicate with
the target domain controller, towards the soutaeain controller. This requires that the user accotitite target
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domainis a member of the builb Administrators group of the source domain. It additionally requires that delegation
is not disabledor thatuser account and that delegationisnetdib| ed f or t he target domain
object.

If the option is disabled, CopyRight will let the API use the context used to communicate with the source domain
controller instead, if it has already been provided or request credentials faroamtin the source domain that is a
member of the builtin Administrators graup

SID History for Migrated Objects (Intraforest Migration)

Enablet he fACr oss aodptmadm, mofveywou want to popul ate thhe desti
SID of the original source account. You can enable this option for users, local groups and global group. This is the
correct option to use if you migrate between two domains that do reside in the same Active Directory forest. In this

case the source et cannot be cloned, because the forest requires each SID to uniquely identify an object.

Therefore, the option causes CopyRight2 to move the object to the destination domain instead, causing it to disappear

in the original source domain. Due to the mbve new domain, the objects will get a new SID consisting of the

destination domains SID with a new RID appended to it. After the move, CopyRight2 will populate the sidHistory

with the SID of the original source object, to allow access to resourcestptbtyy permissions.

Enable the AAutomatically convert global groupso optior
global groups in the source domain that you want to migrate at a later time. This is required because a global group
canonly contain members of the domain the group resides in. If enabled this option will additionally convert global

groups that the global group is a member of.

If you have installed the CopyRight2 RPC service on the target domain cordegltesd inyourjobd s s eybu i ngs

can optionally enable the proxy functionality allowing user accounts previously granted permission to use the proxy,

to add to the sidHistory attribute in the tHdrsgetr ybomai r
permissionlf enabled, you will need to provide the security context the RPC service is running under for mutual
authentication purpose¥ou can read more about the configuration of the CopyRight2 RPC service in the chapter
fiUsing CopyR* glit@@ds ORPICO Ser viceo.

Reacling ofGroup Members, Group Memberships and Renaming of samAccountNames
Use this option to supply the copy job with ,a umaerpoisng f
group membershipsnd/or to renammigrated objects samAccountNames using the advanced option 3 in the
mapping f i | Rengms samAccohntNpmeeafrtargét account
Automatically Create Mapping File, Mapping Source to Target Accounts
I f the AExport map gdthenap wifl drdate @mapping fileauringiits exesuti@n bhat ean be used
in a separately executed ASecurity & Attributesd job, f

servers that reference the migrated accounts.

You canoptionallydéicde t o keep the source accounts in permission
The migrated target accounts will then get added with identical permissions the source accounts had.

Optionally you can store SIDs in the mapping file insteadedrt e xt account names by enabli
option.
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Scripting

Within this tab you can define multiple custom scripts to get executed during specific events, for example when the
copy job starts and also scripts executed during the migratgpeaific types of objects. You can use VBScript,

which is the default option) or any ot hePleaserssetthal | ed Act
¢ h a pUsiegActiteScripp f or more information about how to write s
Add User and Group Copy Job Iﬁ

EnvIronment N
—— Custom Scripts

Define custom scripts executed during job execution.

Active Directory Script Type:  Transform groups - Script Language:  VBScript -

Options "= SCRIPT_TRANSFORM_GROUP i

I Destination("cn"}="US_" & Source("cn™

AD Atnbute
Inc. & Exc.

I

-

m

Advanced

4 T F

Auto generate | Parse |

Scripting -

Ok | Cancel | |

Script Type
Please select the type of script. You can define scripts executed when the copy job starts and when it ends. You can

also specify a script executed when two individual servers, specified as source and destination, do start and end

copying. Additbnally, you can define scripts for each type of object that gets migrated (Users, Groups, Contacts,
OUs).

Script Language

The script language setting allows you to select which script language to use to code the scripts.
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Adding or Editing a DFS Copy Job

DFSCopyJobs ayloluoww o create DFS |links within a DFS server
can use this feature to migrate / centralize file servers while keeping existing NetBIOS names (and UNC namespaces)
or to introduce centralefile share access using DASsupports domakihased and staralone DFS

configurations.

Source and Destination

Within this tab you specify the files and folders that you want to process with this job.

Add DFS Copy Job — 5

Source
| Source Computer
Mame and
Description
DES Server
Destination Computer DFS Root Folder
Source and % Systemn Drive \[DfzRoots
=
1 DFS Mamespace
=
"..IL Build the namespace by...
E—.I":' ...using the original computer name (consolidation case). -
Shares and
Settings E
< : DFS Referal Path
N Build the referal path by...
DFS Replication ..appending the following suffic to the computer name: - |'HT

Source Computer

Specify the name of treource computer, whose shares you want to migrate.
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DFS Server

Please specify the name of your DFS server. In case of a clustered DFS environment, please specify the clusters
ADFS Namespace Servero resourcebds name and not the name

DFS Root Folder

Please specify the folder that the DFS computer should use to create the DFS root. By default, Windows uses

il %Sy st e nDfrsi Rroed%s 0 . I n case of a cluster you can | eave th
the clusters disk voluméitat i s assigned to this ADFS Namespace Serve.l
absolute pat ADf(sfRoorotedx)ampl e A S:

DFS Namespace

This setting controls the namespace you want to use. The namespace is what users will put imésime name
when connecting.

For example, you could use the source compuggiginal name to preserve existing logon scripts, GPOs or
persistent network connections. This requires that you
appendhn g-Rm6 t o the computers name, a$§tepg yYybe fADpBr Reflet hal
shares into DFStherwise a duplicate computer name would exist on the netimookder for this to work, you will

have to configure your DFS instaitan appropriately. You can find information about how to configure DFS to

maintain old server names in TechNet article KB82988tp$://support.microsoft.com/en

us/help/829885/distributefile -systemupdateto-supportconsolidatioarootsin-windo). You can configure DFS to

support additional names, after you haxeated the file shares in DFS

You could use a starglonenamespace using the specified value. In this case users would connect to shares using the
foll owing UNC path consisting of the DFS serverds DNS ¢
fiPubliad) and the share naméDFS SERVERNETBIOS-NAME\Public\Share01. You can define multiple

namespaces.

You could use a domaipased namespace using the specified value. In this case users would connect to shares using

the following UNC path consisting of t hdéPubdi@rardithe s DNS r
share namé\MyDomain.ComPublidShare01. You can define multiple namespaces.

Option Description

Using the original computer name This option can be used in migration scenarios, where you wg
(consolidation case) maintain the sorce servers NetBIOS/DNS names. It will create
an additional namespace usi

requires to rename the name of the source sat\etater time
and to use the DFS Referral path option to use this updated n
Users can then amect through DFS to the shares of the sourc
server and you can let the copy job update the location to the
target server once a share has been migrated successfully.

Using the specified value (stasatbne Create the shares within the spedfstandalone DFS
namespace) namespace. You could for ex
Using the specified value (domaiased Create the shares within the specified donrtmised DFS
namespace) namespace. You could for ex
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DFS Referral Path

The DFS referral path, defines where the DFS shares point to. You can let the point to the original computer name, if

you want to introduce a domalrased or standlone DFS, or in case of the consolidation case, where the DFS server
takesover the source servero6s original NetBIl OS name, to |
different name.

Using the original computer name Create links using the original computer name. This option wil
create fully functional DFS linkgointing to the specified source
computer name. You can use this option to import all file shar
of the source computer into your DFS hierarchy, in case you
to introduce DFS. You could then make corresponding chang
your environment (logon script, GPOs, é) to

connect to the corresponding DFS path instead of using the s
name in UNC paths. Once all users are connecting through D
you could then use copy jobs that update the DFS location aff
data was moved successfully (sed apt er A Updat
share was migrated to new | (

Prepending the following prefix Add the specified prefix to the computer name the DFS link
points to. This option is useful if migrating data while keeping
existing NetBIOS names intact.

Appending the following suffix (DEFAULT) | Add the specified suffix to the computer name the DFS link pg
to. This option is useful if migrating data while keeping existin
Net BI OS names intaBTO0 WbeRT
to the source serverselBIOS name so all DFS links of source

server AMyServero wRTud.d poi

Using the specified value Use the specified computer name. Use this option if you plan
rename the source computerato entirely differenhame.
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Shares and Settings

Within this tab you specify whether you want to copy all existing shares or specific shares.

Add DFS Copy Job
\ ; ?1 Share Selection
l * Al Shares
Mame and
l"_" -
Description Specific Shares

=
\H J
-
L Source and
| Destination

] Shares and
Settings

| Iv Owvenwrite existing DFS links
L ‘ B
! \

Error
Processing

QK | Cancel

Share Selection
Eitherchooseall shares, which will be evaluated at the jobs runtime or select specific shares you want to migrate to
DFS.
Overwrite existing DFS links

If checked causes CopyRight2 to overwrite existing DFS links. If this option is not checked, the copy job will only
create new share links but skip any existing ones that were potentially already updated to point to a new location.

Note:Pl ease note that running a DFS copy job with the
any existing links to point to the source server again!
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Adding or Editing a Computer and Profile Migration Job

A Computer and Profile Migratn type of job provides the ability to remotely schedule, execute and track the
migration of computer accounts daduserprofileslocated on those remote computeetween domains.

For the purpose of profile migrations, it will automatically tracké ficcounts associated with local user profiles
have been migrated to the target domain already.

By default, it will stop processing a computer scheduled for a profile migration if there-emgnatted accounts.

Optionally you can run the job in simtien mode, where it will not apply changes to the profiles but merely collect
information about the local profiles found and thettes of the associated accounts. The collected information to assist
in making a decision consists afcount activation statéast domain logon (14 days), last modification of local

profile and more

This allows to either migrate those missing user accounts before attempting the computer migration again or to
specify an option to ignore those profild@is is useful for cges wherehte source domain account has not been used
and the associated person has probably left the organifatierample
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Source and Destination

In the source and destination tab you need to provide the names of domain controllers of thenddargeta
domain, in case you want to switch the remote computers domain membership.

If you do not want to change the computers domain membership, you will simply need to specify a domain controller
the AJoin different don

of the domain the computers currently belong to wittouta b | i n g
B | Add Computer and Profile Migration Job - O X
Fs
\ ; ? Current domain
l Provide the name of a domain controller of the domain the computers are currently joined to.

Name and
Description Current domain controller

Domain
Selection

| Join different domain

Do nothing

Profile Filter

OK Cancel

Current Domain

Select or specify the name of a domain controller of a domain the remote computers are currently joined to.

Join Different Domain

Activate this option if you want the remote computershtange their domain. Once activated you will need to
provide a target domain controller athe credentials ddit least a domain user accoofthe target domain.
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The fiSet target computer owner t o Domausadcédntexhisans gr oupo
Enterprise Admins group member to change the computer owner from Enterprise Admins to Domain Admins.

The fAiRemove NetBIlI OS SPNO option wild.l remove a comput er ¢
maintain uniqueness of such regasibns in case of a migration taking place between two domains residing in the
same forest.

The #Alf 6Change primary DNS suffix when domain member sh
enable this option, which is usually enabled atetault Windows installation or enable it once to let the client join
domain and change the DNS suffix to the suffix of the target domain.

When the job is launched, the computer acq@)mtill be created in the target domain automaticallhe OU or
container specified in the jobés settings.
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Computer Migration

In the Computer Migration page, you can, similar to the selection of accounts in a User and Group migration job,
select the computers to process.

B " Add Computer and Profile Migration Job _ 0 %
W Object selection
" All
Mame and -~
Description {+ Specific Accounts
J - & ~
o % &[5 @ DOMAINE.COM
['J » &[] ] Builtin
omain : :
Selection =-E _Cnmputers
----- %, WKS-0001
----- %, WKS-0002
----- 5L, WKS-0003
Computer [ I I I A ] _r’r'; WKS-0DD4
Migration JEESI| S A I []%. WK5-0005
=R U I I A ]2, WKS-0006
s N I I N N I wks-nnng v
O
(" Text file (one account per line):
Settings
" LDAP Query Root:
% ‘ (B (objectClass="))
Profile Filter
OK | Cancel

Object Selection

You can either decid®t.
9 ...process all existing computer accounts.

1 ...choose specific computer accounts from your Active Directory, Windows Domain or Network Browser

=

...specify a file containing the computer account names without domain prefix (one account per line).

1 é s lect computer accounts by specifying an Active Directory LDAP query filter condition and a query root
as entry point defining where to start the search from.
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Settings

In the settings page you can configure the changes you want the job to apply to éetesetomputers.

8| Add Computer and Profile Migration Job - O it
LK User Profile Migration Settings
| [~ Migrate Profiles [ Translate Shortcut paths (*.LNE])
Mame and . . . .
Description [ Search and replace UNC paths in registry [ Update persistent network connections
- Settings
_!'J !'_éll [ Local groups [ Services [ Rights / Privileges
Domain .
Selection Search & Replace List
B | -

Computer Search Replace |

Camps Ce
igration
:

B

& | |-

Profile Filter

QK | Cancel | |

User Profile Migration Settings

This group of options allows you to enable the migration of profiles (change permissions accordingly to the new
target account), translate UNC paths of LNK shortcuts located in the profile, searelplace strings in the user
part of the registry (for example server names in most recently used file lists and update persistent network
connections. The replacement will be done according to the data provided in the Search and Replace List.

Settings

This group of settings controls additional steps to perform on the remote computer. You can optionally enable the
processig of local group memberships, accounts used for local services and to process LSA rights (a.k.a. privileges).
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Search & Replace List

The search & replace | ist is used for replacements madeé
persistent network connections. You can either use a static list that is a part of the copy job or alternatively provide

the path to a CSVI#& having 2 columns containing 1 row per replacement.

Profile Filter

In the Profile Filter page, you can define conditions that exclude specific Windows profile from raising an error
during the jobdés executi on duwginthedargetid@maic.orrespondi ng USEe

B | Add Computer and Profile Migration Job - O X
F
w ; ? Ignore missing target domain accounts under the following conditions
| [ lgnore all missing user accounts
Name and
DL i ien ¥ If user account is disabled in source domain
e
!-i- % [~ If user account has not logged in to source domain for |3 months ¥
Domain
Sl [ If local profile on target computer is older than 3 months ¥
;‘ Skip profiles assigned to the following users
Computer Account Name Add...
Migration —
W ”r-
S
Settings

Profile Filter

& .

Ignore Missing Target Domain Accounts Under the Following Conditions

oK Cancel

All conditions defined in this section are used in conjunction (logical or operator), so it is sufficient if one of the
defined conditions becomes trueigoore a missing target account.
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The option fAlf wuser account is disabled in source domai
accounts for users that are disabled in the source domain.

You can ignore accounts that have not logged dhe@ource domain for a specified amount of time by using the
second option. Please note that the login time stamp used as a comparison is updated by Windows with an accuracy
of +-14 days.

Additionally, you can ignore profiles on workstations that arewotdan a specified amount of time by using the third
option.

Skip Profiles Assigned to the Following Users

I n this section you can define user accounts by samAccoc
executionThis is useful for exapile if service accounts should have created Windows user profiles on workstations.
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Active Directory Options

If a domain switch is enabled for the job, the Active Directory Options page is used to provide information about
where the computer objects shibble created in the target domain and how to treat Active Directory permissions of

copied computer accounts.

Additionally you can load sidHistory from one or more AD domains. The job will then use the information contained
in that attribute to decide whimld user (or group) accounts get migrated to which target user (or group) account.

B | Add Computer and Profile Migration Job - O X
1 N
= Organizational Units / Containers
Dom::jln @® Create objects in default "Computers" container
Selection
= " Move migrated objects here:
I‘ " Migrate OU & container structure:
Computer
Migration [v
{;ﬁ:ﬂ v' Don't move objects if they already exist
Settings Obiject security
" Copy the following parts of Access Control Lists (ACLs) and migrate missing users/groups:
% 2 3 r
@ Do not copy permissions. Inherit permissions from destination OU or container instead.
Profile Filter

Computer object settings

[ Global group memberships [ Local group memberships [ Disable source account

Active Directory sidHistory options

Active Directory [ Load sidHistory from AD domain(s)
Options

Domain Trust v

oK Cancel

Create Obj ecCGompuiersd DCOeofnatualitn efir

The default option will migrate any correspondeamputers nt oCompuerd i cont ai ner .
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Move migrated ObjectsHere

This option will move any migratecbmputersnto the specifie®U or container.

Migrate OU & Container Structure

This optbn migrates eackourcec o mp u®l@é r@&rmsd container structure to the
Active Directay tree. By default, it uses the destination domains root as a target, causing any OU or container to get
created at the same level of the directory tnetbe target domairAdditionally, you can configure if you want to

preserve the accidental deletiteg or not.

Object Security
The object security settings control how CopyRight2 should treat Active Directory object permissions. You can either
inherit permissions from the destination OU/container or you can migrate the permissions (DACL), aettiitigg S
(SACL) and the object owner.
Computer Object Settings

In this section you can configure if the job should migrate computer accounts including their global and local group
memberships. Activating the global group option will also migrate groupheeships in Universal groups.

The #fADi sable source accounto option wildl di sabl e the

Load sidHistory from AD domain(s)

Use this option to specify one or maketive Directorydomains that cdain users or groups having the sidHistory
attribute populated with their original SIDs. You can either specify a domain controllers NetBIOS name (for example
DC9999) or a fully qualified DNS name of the domains (for example domainl.mycorp.com). Ifexttivaob will

use Active Directory to determine the existing mapping between old account SIDs and new account SIDs during job
execution.

This is useful if users and groups have been migrated including sidHistory in scenarios where you would otherwise
require a mapping file.
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Active Directory Attribute In- and Exclusion List

The options located in the Active Directory attributeand exclusion list allow control over which attributes are
migrated between the source and destination domains. You banddfine an inclusion list, an exclusion list or an
empty list which causes all attributes defined in the schema to get copied.

o

[87 Add Computer and Profile Migration Job — O
—y n
Profile Filter ActiveDirectory attribute in- & exclusions

Define an include or exclude list for attributes of each AD class. An empty list causes
migration of all attributes defined.

List type
Active Directory Object class: Computers ¥ @® Indude (7 Excude
Options
Attribute Name Add...
AD Atribute location Edit...
Inc. & Exc. samAccountName
Ei__ % userParameters LETTRNE
Domain Trust
o~
Advanced
Settings
9 Reset
Scripting
v
OK Cancel ‘ ‘

Object class

Use the object class combo box to select the object type you want to define an inclusion or exclteion list

Computer and Profile Migration jobs only migrate
List Type

Select either fAincluded to define an inclusion 1|ist
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Add/Edit/Remove
Use the AAddo, fEdi tremova attdbutés Remie Vist Bleabewndte tlminyoutcan select
multiple attributes and remove them in a single fiRemove
Reset

Use the AResetod button to reset to the def autlit set of c
includes all attributes that are visible i-m Windowb6s 0/
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Domain Trust

In the domain trust page you can configure the trust relationship between target and source domain.

If the target domain trusthe source domajrithe program will grant the existing source computer object, permissions
on the target computer object to joiriatthe target domain.

If the target domain does noustthe source domajryou can install the RPC service (under Men®ptions->

RPC Service) on the computer where you run CopyRight2 in the source domain and define the account to be used to

join to the target domain and an additional Domain User account to be used for name to SID lookups in the target
domain. You can oiha lookup user if you are using a mapping file (under Advanced Settings). Technically the
domain join user can be a Domain User account as well.

Selection

Computer
Migration

-
e
fj}j

Settings

&

Profile Filter

e

Active Directory
Options

o

il

~

B ' Add Computer and Profile Migration Job

Domain Trust

@ Target domain trusts source domain, grant source computer(s) permission to join

(" Target domain does not trust source domain

User to join to target domain (used by RPC service to join computers remotely)

User to lookup target domain SIDs (used on remote computer) if not mapped

OK

Cancel

Target Domain Trusts Source Domain

Select the first option if the target domain trusts the source dawndiit is an intraforest migration game forest

implying a trust).
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Target Domain DoesNot Trust Source Domain

Sdect the second option if the target domain doegmstthe source domainn this case, provide a user account
used by the RPC seoé to join the computer to the target domain and additionally an account used on the client
computer to lookup SIDs by name (to reacl the profiles). You can omit the lookup user account if you supply a

mapping file, either manually created or created bjg@r and Group Migration job.

Grant and Remove Join Permissions

Additionally, you can automatically graahd revokehe specified accouditpermissions required to join it to the
domain. Even if selected, the explicit permission will only be granti iOU or container the computer object is

located in, does not grant permissions to this account already through delegation.
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File System

In the file system page, you can define lists of folders to be skipped or deleted during the profile migaago pé
folders are either relative Wol tbheW@deroddbol def ORdet p farcl

these folders for each pwusersMydseshNEd|l geonToErcbudabsbbut ar gt
single profie only.

B ' Add Computer and Profile Migration Job

A= A
AD Atribute Define lists of profile folders to skip or delete.

Inc. & Exc. "Folder01" or "\Folder01" for example would apply to the folder c:\users\[USERNAME]\Folder01.

For each profile skip the folders defined below

Folder | Add...

Domain Trust
Edit...

Remove

File System

P
C For each profile delete the folders defined below

Folder

Advanced
Settings
Edit...

-::j Remove

Scripting

@

Error
Processing W

OK Cancel

Skip Profile Folders

The specified folders will be excluded from being reACLed and get skipped.

Delete Profile Folders

The specified folders will be deleted during execution of the Computer and Profile Migration job by renaming them.
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Advanced Settings

In the AdvancedSettings page you can configure additional options to be used by the job that influence the workflow
and user experience.

B ' Add Computer and Profile Migration Job - O X
¥ N
AD Atribute User Settings
Inc. & Exc. e . .
[ No user notification [ No user logoff ¥ Locked profile workaround

% v [ Preload migration agent

Domain Trust
After processing perform...

T . ® ..a shutdown. (" ..areboot. " nothing.
File System Reacling of security identifiers
[ Map users/groups with predefined mapping file: J

-

Advanced For renamed users connectto @ C
Settings

Scripting

@

Error
Processing v

OK Cancel

No User Notification
Enabling this option, turns off end user notifications on targeted atemgp Instead of displaying the default or the
customized message and waiting for user feedback or the configured time out to elapse, the job will directly begin
processing.

No User Logoff

By default, the currently logged on user otayetedcemote omputer will be logged offThis can cause issues for
VPN clients opening the VPN tunnel or Wifi clients authenticating to the network, from an application running within
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the userds |l ogon session, as such applications get terrt
Enab i ng this option requires either that the fALocked pr
currently logged on user on the targeted remote computer is either a local account or a domain account not requiring

its profile to be migrated.

L ocked Profile Workaround

This option is intended to be used in conjunction with
profile of the currently logged on userdégked and cannot be migrated.

It can additionallyesolve issues Wi 3¢ party applications not releasing user profiles and keeping file and registry
handles operif a user is logging out due to software faults or bad design choices.

Update Userés Default Logon Domain to Targe
This option controls ifthe migrt i on process should update the | ast | ogge
the target domain. If enabled it will additionally handle the case where a mapping file has been configured in the
jobds settings due t o diefahddargetmgers,soaupdate thecamhccduntamé & URNf s 0 L
name accordingly.

Preload Migration Agent

If this option is enabled, a twphased approach to deploy the migration agent onto targeted computers will be used.
During the first phase, the job wilegloy the migration agent and validate that all domain profiles on the remote
computer have an associated account in the target ddifrthiat succeeds, the computer will show a state of

AiPrel oadedo. After changing tShteatsutsadt editad ofigP rainnde drou nfnri onng
the job will be launched.

For Each Profile Delete the Folders Defined Below

The specified list of folders, relative to the profile path, will be deleted automaiicaach migrated user profile.

After Processing
Here you can control what should happen on the client side after the computer has been processed. The default option
will shut down the remote computer but you can optionally issue a reboot or nothing instead.
Reacling of Security Identifiers

You can provide the process with a mapping i@t you previously prepared far example one created
automatically during the execution of a User and Group Migration job.

This is useful in casthe target user, group or computer accounts havereift samAccountNames due to the naming
convention.
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You can rename target computers using the same format you would use, to let the software create users and groups
with different samAccount Names RgnaneganddcdtNameojTatgdte fA; 30 ¢
Accounb ) :

SrcDomainWKS01$;DstDomainWKS-0001$;3
SrcDomainWKS02$;DstDomainWKS-0002;3
é

Renaming Computer Accounts Example

Please note the appended dollar sign.

Updating Cached Credentials on VPN Clients

This option isonly sekctable after installing the Cached Credential Update @udif the adebn is not installed, the
option will be grayed out.

It enable processing of cached credentials in case you are using ahdPiNwithout a secalled GINADLL,
depending on a cachededential logon beforthe VPN tunnel can be opened from an application running inside the

user 6s | ogon s es sWidaiclientsTrégairing an edzlitioagb fprin of aushentication, for example

based on certificatetaking place aftertheWndows | ogon and from within the use!
I f a mapping file is used to change the samAccount Name¢
Password MigrationFiltesn t he t argeted domain confisusedoranthei f t he fij o
specified domain controller, if the Athis DCO option i s
Additionally,y o u  wi | | need t o s e\Softwa®ysMaeageCapyRightPwdFitelO et iRGIKE M t o

a REG_DWORD of either 0 (to allow password hash migrations AbiEhed credential migrations of renamed
users) or 1 (to disable password hash migrations but enable cached credential migrations of renamed users)

Changing this option requires a reboot. You can set the option, before the filter gets loaded, righiredteliation.
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Scripting

Within this tab you can define multiple custom scripts to get executed during specific events, for example when the
computer migration job starts or ends, to transform the migrated computer objects or when an instaméiéeaka p

being migratedT he scri pt types prefixed with AClIlient: o are run
You can use VBScript, which is the default option) or ¢
codeP| ease s e eUsinghhaiveSchippp f er iMmore i nformation about how to
# | Add Computer and Profile Migration Job - O X

"-llj A

Profile Filter Custom Scripts

Define custom scripts executed during job execution.

&

Script Type: ~ Script Language:  VBScript N
Job start

Job end

Transform computers
Client: Job start
Client: Job end
Client: Profile start

AD Atribute Client: Profile end
Inc. & Exc.

Active Directory
Options

&

&

Domain Trust

Advanced
Settings

‘ Parse ‘

oK Cancel ‘ ‘

Script Type

Please select the type of script. You can define scripts executed when the copy job starts and when it ends. You can
also specify a script executed when two individual sepsgracified as source and destination, do start and end

copying. Additionally, you can define scripts for each type of object that gets migrated (Users, Groups, Contacts,
OUs).
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If you need your script to write to the HKEY_CURRENT_USER hive of the cuyrpmicessed profile, please
ensure to use the ACIient: Profile starto event. When s

HKEY CURRENT_USER wi |l | point to the hive of the current
ssarto is used HKEY_ _CURRENT_ USBREFAAYhiveoi nt to the HKEY_
Script Language

The script language setting allows you to select which script language to use to code the scripts.
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Running a Job Interactively

Youcanrunajoblocallyoncei has been defined using the Scheduler by
progress dialog will show up that you wil/| have to conf
will indicate how the job iprogressingany erroroyt ut  wi | | be available within the
dialog. After the job has completed please clickiofdsed to close the dialog. Please note tt@y jobs will not run

remotely unless scheduled f@moteexecution (see next chapter). fead they run locally on the computer where

the Scheduler GUI is executed currently. This results in the data being transferred from the source computer to the
computer executing the GUI and back again to the target computer. You can however, exechiediierSGUI

(e.g. using Terminal Services) on the source or target computer to prevent this from happening. To maximize
performanceit is recommended that you run it on the target computer.

Run Copy Job "Migration Project” 1 x|

Progress

Source

i \\SRVZ008RZEEUS\CS\src

\' z J Destination
\\MUC2301R\CS\dst

Error Log n

File copy progress Files: 0 Ermors:

(==}

| Start I Cancel
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Scheduling a Job for Background Execution

Youcanschedueny j ob for remote execution by using the fASche
within the jobds definition.

You wi l |l have to provide a valid accountdwithinghe has t he
fiSchedul epageSet ti ngso

-
Edit Copy Job "Migration Project” ———— ﬁ
- -
S |+ Enabled (scheduled task runs at specified time)
Advanced
Run as: FRAT4CEP"Admin Set password. .
o |

Error
1 Processing
I E

£ [ Run only if logged on

Scheduler
Settings -

QK | Cancel
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Next define a schedule withtheil Ti me
withi

a job

Wi ndowds

The

S pdyethditydu evant the job to run under. This will remotely create
Schedul er .

job wildl run

requirement ofeaving the CopyRight2 Scheduler rimgon the management computéou can check the remote

jobds | og |l e at a |l ater ti (see Viewing a
-
Edit CCIP}".IDb -Ml-gmflﬂ'n Pruject" _-— ﬁ
E i
ok |1. & 09:00 every day, starting 24.10.2016 |
- Delet
Scripting === |
— Schedule Task: Start time:
a |
| o | Daity x| |o9:00 - Adyanced...
| Error Schedule Task Daily
Processing —
» Every |1 = davl)
I 1
Scheduler
1 Settings
I
|
Time v Show muttiple schedules.
Schedule -
QK Cancel Apphy
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Viewing a Jobds Log File

ently sel ontgduj chhdiscéicer ohog haf N¥Ii e wt

To view the curr
the I og fil e wit hayahoutt teepeasada logfiilé avdildble. but t on 7

will open up

Copying and Pasting a Job Definition

You can copy and paste a job to duplicatexannes t i n g |Youxcénuusesapy & pastegvithin the same server
or remotely to copy a job definition to another server.

To copy and paste a job definition from one server to another by opening two instances of the Scheduler connecting
to each serve Next select the job you want to cut or copy and use the corresponding button to actually cut or copy it
to the clipboard. Then open the target instance and use the paste button to create an identical job on the target server.
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InfraStructure Reporting

The CopyRight2 InfraStructure Reporting featoam be used to gather information about your environment in a

variety of different formats, such as text files (CSV), Microsoft Access Ds¢aba directly imported into a

Microsoft SQL Server database uing Microsoft SQL Server to import the data, you canMiseosoft Reporting
Services and CopyRight26s prei nst ahotguatiesusing tbercollscted def i ne
data.

The colleted data includes the following.
File andFile Sharelnformation:

Files

Folders

NTFS Permissions

File Shares

File Share Permissions

Version Information (DLL, EXE and SYS Files)

File Hashes for Files and Folders (MD4, MD5, SHA1, RIPEMD160, CH8It,85HA-256, SHA3256)

=4 =4 -8 -8 _a_a_°

Local Accountlnformation:

Local Users

Local Groups

Local Group Members
Rights (Privileges)

=a = —a -9

Computer Information:

Installed Software Applications
Installed Windows Components
Services

Drivers

=a = —a -9

Active Directory Information:

1 Users

1 Groups (Local, Global, Universal)

9 Distribution Lists

1 Contacts

9 Built-in Accounts

T Organizational Units (OUbs) and Containers
1 Computers

1 Trusts
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CopyRight2 uses 3 types of jotp scan remote systems and collect the results:

Name Description

folder or directly into a Microsoft SQL Server database.

Computer Scan Used to collecfile & share information, localaount information and computer
information. It can scan one or more systems angdaisemote agent for maximum
performance.

LDAP Scan Used to collect information from Active Directory.

Scan Import Used to import the c olaloe cftloehateddueiaw the,instalatio

You can find how to add those type of jobs in the following chapiéms.jobs can be scheduled for background

execution to collect the data in a specifiekrval, for example daily or weekly.

Note: Please watch the-@art tutorial in our YouTube channel for more information on how to setup SQL Server

with Reporting Services and how to define the 3 jobs to produce data.

Pagel28/260 Document Version 91

03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Adding or Editing a Computer Scan Job

A i @mputerScarp job, provides information about files & file shares, local accounts and computer information.

Each job can scan one or more remote systems. During execution CopyRight2 will temporarily install a service on the
remote Windows computer in case of NAS appliances, use the assigned Windows PC, preferably located in the
same network location.

Computers

Add Computer Scan lob Iﬁ

mmy -
Computers
| Select one or more computers to be scanned. In case of a time scheduled execution please

ensure that the account used has administrative privileges for the target computers. The

(" Use ODBC database query against datasource:

Mame and same applies to your cumently used account if executed interactively.
Description
(* Static list of computerfs) to be scanned:
Computers | Add...
Edit...
Computers
Bemove
. Ers Import..
o~
o
™ Use text file containing server list:
Settings
»

. |

File Services

QK | Cancel

Computers

You can either specify a static list of computers (or NAS systems), the path to a text file containing the computer
nanes or an ODBGlata sourcand a SQL query producing the computer names to get scanned. The result of
specifying a text file or a SQL query work dynamically and are executed every time the job is executed.
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Settings

Add Computer Scan lob Iﬁ

\-I'g BExport format
| * Database (Access MDB format)

Mame and
Description " Flat file export
Wl u u
: 4; [+
== .
Computers [+ Compress export database orfile

|
=|_.|=

File Services

QK | Cancel

Export Format
The collected datean be exported either in Microsoft Access MDB format or in text format as a flat file. If
exporting in flat file format, you can additionally enable a first row header containing the column names, database
Afriendlydo col umn n anaicrepladéemantoinumelichl gatués séthar text valuest o m

If you want to import the data into Microsoft SQL Server, for example to use the predefined Microsoft Reporting

Server reports, it is required to select the fADatabasecd¢
Iftextfleoutput is sufficient for your purposes and/ or you dor
Exporto instead.

The ACompress export database or filed option will «¢omyg
uncompress it pwhretnd tjhoeb fiiSscarnunl m o pull the data to redu
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File Services
Add Computer Scan lob Iﬁ
File Services

.

Marne and
Description

[v Metwork shares
[v Disk volumes

[v Share pemissions

I+ Include File Version Information

v Files o
¥ Folders [+ MNTFS pemissions
[ Compute File Hashs ~ RIPEMD160
File Bxclusion
Exclusions |

Junction Points (Outside)

| Skip -

Bemove

thh

o |

Cancel

Network Shares / Share Permissions

If enabled the software will collect existing network shares and optionally share level permissions.

Disk Volumes

If enalded, the software will collect information about disk volumes, such as capacity, remaining disk space and

cluster sizes.

Files, Folders and NTFS Permissions

If enabled the software will collect information about files, folders and their NTFS permidsiatisscan the entire
file system of the target system.
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Include File Version Information
This options controls whether the software should collect version information for executables, DLLs and device
drivers.
Compute File Hashes
If enabled, thesoftware will calculate a hash checksum for each file and each folder. The folder checksum includes
al | the files & folders bel ow. You can select di fferent
ASHA10 ,25i6SHAan@5B8HA3
File Exclusion

Here you can define certain files, file types or folders to get excluded from the scan.

Junction Points (Outside)

This option defines how junction points are treated during file scan, by default they will get skipped.
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Software

-

Add Computer Scan lob

Lescripticn o~

v Installed software applications

HE

v Installed Windows components

Computers
[v Installed device divers and services [v Include Version Information

W\
=

File Services

QK | Cancel

Installed Sdtware Applications

If enabled, the agent will collect the installed software applications from the Windows computer.

Installed Windows Components

This options controls if the agent should collect installed Windows components.

Installed Device Drivers and Services

This options controls if the agent should collect installed device drivers and services.

Include Version Information

This option controls if the agent should additionally collect the file version information of services and device

drivers.
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Security (SAM)

Add Computer Scan lob Iﬁ

P Securty Account Database
LY W LUsers
)
v Groups
Settings
[v Trusts
i _.J [v Bights
oo
File Services
Software
Security (SAM) IR

QK | Cancel

Users, Groups and Trusts
This setting controls whether to collect local users, local groups and domain trusts (incoming or outgoing) from the
target systems. Those settings are ignoreddétive Directorydomain controllers, inséel a LDAP scan will collect
the required informtgon from the domain controllers.

Rights

This settings controli§ CopyRight2 shouldollect Windows privileges (rights) from the target systems.
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Adding or Editing a LDAP Scan Job

A ALDAP Scleas®ctiye®ivectoncirdormation from the specified domain controller. You can define one
or morejobs in case of mukilomain environments.

Settings

Add LDAP Export Job e S|
Lg Active Directary Settings
| Domain controller: | J

Marne and
Description

-

[ Use custom schema {e.g. "DC=mydomain, DC=com™) |

Export format

* Database (Access MDB format) [v Split database into multiple, smaller files

" Flat file export
[ [

[v Compress export database orfile

Users

QK | Cancel

Domain Controller

Specify the NetBIOS name of a domain controller of the Active Directoryatio. sc

Use Custom Schema

Enable this option to specify that the Active Directory schema is located in a root domain.

Pagel35/260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Export Format

The collected data can be exported either in Microsoft Access MDB format or in text format as a flat file. If
exporting inflat file format, you can additionally enable a first row header containing the column names, database
Aifriendlyo column names without blanks and automatic r e

If you want to import the data into Microf SQL Server, for example to use the predefined Microsoft Reporting
Server reports, it is required to select the fADatabase:t

I f text file output is sufficient for your purposes anc
Exporto instead.

ed0 option wi C 0 my

The ACompress export database or fil 1
rto job is run to pull

uncompress it when the fAScan | mpo
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OUs, Users, Groups, Contacts, Computers and Built-In Accounts

Add LDAP Export Job [ 23
W [+ Enable scan
Attributes
Mame and
Description MName Type -~ Add...
- displayMame Value _
ReAC distinguishedMame Value Edit...
- description Value
whenCreated Value Bemove
Settings whenChanged Walue =
9 cn Value
name Value
objectClass Value
usnChanged Value .
uznCreated Value
m it SecurtyDescriptor TN ¥ —
P [ Additional LDAR fiter condition for example "displayName=A™")
Users
QK | Cancel

Enable Scan

Use this checkbox to enable/disable scanning the selected types of objects.

Attributes
The attribute list controls which attributes are collected for the corresponding object/class type. Yowecatheoll
content as value or in form of a sub table (1:N). The list is prepopulated with the Active Directory default attributes.
If you should want to collect additional attributes, for example attributes added with a schema extension you can
define them fre.

Additional LDAP Filter Condition

If enabled, you can define an additional filter condition for each object type/class in LDAP syntax.
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Adding or Editing a Scan Import Job

i S

c job is used t o Sicnapnoor ta ntdh efi LdDeAtPa Sgceannedr g toe
the 0

0
dCopyRidght2 instatlagod folbeer into & SQL [Server database.

© 3

| port
t a f ol

[
» S

The import job will create a database and tables on the target SQL server if they should not exist. Once the data is
imported and if the server has Reporting Services installed, you can start to use the predefined reports, define your
own reports or make dabc queries using the database.

Note: Importing into a SQLServer database requires that the export format cfddue jobs is set to Microsoft
Access MDB.

Jobs

Add Import Job (=S
Lg Add one or more scan jobs to be imported into SGL-Server
|

Job(s) to be imported

Name and Scan Jobs |
Description

-

Add...
Bemove

Jobs|
A

Error
Processing

WINZKER2

QK | Cancel

Jobs to be Imported

This list defines, which Computer & LDAP Scan jobs should be imported by running the import job.
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Import to Microsoft SQL Server Database

If enabled, you can specify ti8#QL-Served s n a yoa wanttairhport the datato. If SQL import is not
enabled, the resulting output files (text and MDB f or me
below the CopyRight2 installation folder.

Using Pre-Defined Reporting Services Reports

After importing the data into SQEerver and if Reporting Services is installed, you can begin using tiaefimed
reporting services reportautomatically deployed to the reporting serder,example:

Users and memberships

User homeshares and profiles

Users without logon scripts

Users with logon scripts

User contact details

Users and eMail addresses

Users not logged on recently

Recently logged on users

User last logon time

Locked out user accounts

Domain users that never logged on
Deactivated users

Users with never expiring passwords
Users with passwords older than 1 month
Users password last set

Users with password expired

Users with passwords changed within last month
Users that cannot change passwords

=4 =4 -8 -_8_8_8_9_9_0_-2_-24_-9_-29_29._4._-°._-°._-2

Groups and members

Local uses and memberships
Local groups and memberships
Empty local groups

Empty domain groups

=4 =4 -8 -8 -2

Recently changed users
Recently changed groups
Recently changed computers

= —a =9

=

Organizational units

Computers
Computer last logon time
Deactivated computer accounts

= —a =9

File and print shares
File share permissions

E ]
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Volume capacity

= =8 —a -9

Duplicate files by computer

NTFS file and folder permissions

Duplicate files (across network)

Additionally, you can use the Microsoft Query builder to build your own custom reports.
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Rollout Planning

The rollout planning featuris intended t@ccelerate large scale file server and storage solution migration scenarios.
The process consists of the followiGgteps:

1. CopyRight2 installation onnecentralsystems, from where the migration @ocdnated

2. Agent folder preparation

3. CSV file preparation (for example with Microsoft Excel)

4. CSV file import

5. Deployment

6. Cutover
It automatically deploys CopyRight2 to tHefinedremote agent, either the source, the target &h\wididows
computer in cass of migratios between two storage solutions, along vatte or moréemplate based migration jgb
that get customized automatically to migrate from the corresponding source to the correspondisgstargthe
Windows computer used, in case of a migrabetween storage solutions, can run Windows 10 or a Window Server

operating system.

During deployment the remote jobs get scheduled with Windows Task Scheduler for automatic execution, according
to the roll out plan. The jobs will then automaticatkeeute in the background.

If any errors should occur, they can be tracked and viewed from the central (£)nsole

Additional instances of CopyRight2 can connect to the central system, to allow multiple pertsacis tioe
migration progress;heck for erors and perform ceavers.

The rollout planning featureds |ist, displays a status
CopyRight2 version and the result of the last execution. If the result code is 0, it means that no error(s) biccurred
the ALast Rund and ANext Rund columns you can see the |

When the cubver should be performed, the final copy cardumched remotelfrom the central consdlg) and if
successfu(0 errors)the correspondig rollout planningob can be deactivated

You can exporthe list in CSV format anthen delete @activated systems from time to time, if desired, to keep the
list small. It has been successfully tested by customers with up to 370 rollout planninggjdlssiirce/destination
systems in total).

Note: Please watch the video explaining the rollout planning feature hosted in our YouTube channel to see how this
feature works.
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CopyRight2 Installation

The rollout planning feature requires an installatib@opyRight2 ora central systepfrom where the migration is
coordinatedAdditional installations of CopyRight2 can connect to this central system to check the progress of the
migration, view log files, troubleshoot and perform-ouers.

Note: The cent a | install ationdés CopyRight2 installation folder
can be recovered in case of a system failure or catastrophic event!

Agent Folder Preparation

Before deploymenthe corresponding version of CopgRhnt 26 s MSI installer files have
corresponding platform folder below the fiAgentsd subf ol
main program and any additional adds such as the password migration-addDurirg deployment taMSI file

will get automatically installed ontihe target.

CSV Import Wizard

The CSV import wizard is intended to import a previously preparegbublplan, You can open up the CSV import

wizard, by opening up the context menuand thenl ect i ng

Add...
Edit...
Rename...

Remove

Run
Terminate
View log file...
Schedule...

Server Status...

Import Jobs...
Export Jobs...
Deployment
Connect...
Deactivate

Remote Desktop...

Copy
Cut...
Paste...

Ctrl+A
Ctrl+E

Ctrl+R

Ctrl+L
Ctrl+H

Ctrl+5

Ctrl+C
Ctrl+X

Ctrl+V

mport Jobséd commar
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Select CSV File

In the first page, you can select the path of the previously prepared CSV file, whether the first row contains column
names, to define the column separator being used and the character thatpatecase it contains the separator
character.

Select CSV File |

Select a CSVile to import job data from:
C:MUsers" AdministratorDesktop Rollout Plan cev

=

I+ First row has column headers

Separator Guotes
" Comma " Tab * Double Quotes (") Cther Character
* Semicolon © Other Chamacter " Single Quotes ()

Description
Migration of serverin Aloledo 100
Migration of serverin Yikmaouth 101

win 2 Brfs-2 win2 16 s-2

Bielefeld Migration of serverin Bielefeld 102 winZcBrfs-3 win2 16s-3
vake Migration of serverin Lol 103 win 2 Brfs-4 win2c 16s-4
Frens Migration of serverin Frens 104 winZcdrfs-h win2k 16s-5 -
4| mn | 3
Mead = Cancel

First Row Has Column Headers
If checked, the first row of the specified CSV file should contain the column names, later assigned to the
corresponding import fields the rollout feature expects.
Separator

This field defines the character used to separate columns, either a comma, tab, semicolon or other character.

Quotes

This field defines the quote character used for values containing the defined separator character.
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Preview

Use the preview buttg to check if the specified CSV file is parsed correctly, by displaying the first ten rows. After
clicking on APreviewdo you should see the data split int

Select Rows

The fiSelect RowsO0 page alelC8Wshouldgetimperied. Biefaultydi iowstarer o ws f r or
selected.

r '1
Select Rows ﬁ

Select the data rows to impart below:

Mame | Description | Order 1D | Source | Target -
Aloledo Migration of serverin Aloledo 100 winJedrfs-1 win2k16f3-1 b
“fikmouth Migration of serverin Yikmouth 101 win2erfs-2 win2k16fs-2
Bielefeld Migration of serverin Bielefeld 102 win2erfs-3 win2k16fs-3 i
Uvole Migration of server in Uvolc 103 win2edrfs-4 win2lc16fs-4 3
Frens Migration of server in Frens 104 win2crfs-b win2k16fs-5
Grario Migration of server in Grario 105 win2crXs-6 win2c16fs-6
Anbuville Migration of serverin Anbuville 106 win2crXs-7 win2c16fs-7
Tamson Migration of serverin Tamson 107 win2crXs-8 win2c16fs-8
Andobum Migration of serverin Andobum 108 win2crXs-9 win2c16fs-9
Arcding Migration of serverin Adeding 109 winZBrfs-10 wind16fs-14
towood Migration of serverin ftowood 110 winZclrs-11 win2c16fs-16
Osabury Migration of serverin Osabury 111 winZ Brfs2-1 windc16fs-18
Phitdence Migration of server in Phitdence 112 wind Brfs2-2 wind 16fs-20 5

1 | 1 [ p

Select Al | Deselect Al

< Back Mead > Cancel
b
Select All
Clicking on the fAiSelect AlIl 6 button selects all the rov
Deselect All
Clicking on the fAiDeselect AlI1l 0 button unselects all CS\
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Remote Agent

Thei Remot e Agento pages defines where execution of copy

-

Remote Agent I,&J

Where do you want the copy process to run:

" Destination Computer

" Cther

< Back e Cancel

Source Computer

If this option is selected, the copy job will run on the source computer and push the data to the destination computer.

Destination Computer

If this option is selected, the copy job will run the destination computer and pull the data from the source computer.

Other

If this option is selected, the copy job will run on"a@indows computer instead. This option should be used only if
both, source and désation are NAS storage solutions.
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Job Scheduling

The fiJob Schedulingd page defines the time a job shoul

Job Scheduling [

How do you want to schedule the remot jobs:

(¢ tSchedule remote jobs =t a later time;

(" Set fived schedule for all imported jobs:

2 u
Thursday . June 20, 2019 J |'|'I'|urs-:|a;.-. June 20, 2019 J \E:E?:??Pm =l

" Import schedule from CSV file

< Back et = Cancel

Schedule Remote Jobs at a Later Time
If this option is selected, the copy jobs will not get scheduled. You could schedule the jobsdynaarsukater time by
editingeachimported Rol | out Pl anningo job.
Set Fixed Schedule for all Imported jobs
This option allows the definition of a fixed schedule for all imported jobs. This is useful if all data migration jobs
should use the same schibsl
Import Schedule from CSV File

| ows the definition of an jionbd i wuisd unagl
teo and ATi meo column in the CSV fil

(W]
o —
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Select Copy Job to Deploy

I'n the wigatrddspyiSkobs to Deployd page you can select p
During deployment to the selected remote agent, they will get updated with the corresponding source and destination

-

Select Copy Jobs to Deploy

f+ iAdd copy jobs to deploy to the remote system to the list below:

Jobs to Deploy |

"

Bemove

[+ Final copy without WSS & ignore locked files

(" Use specific pre-copy and final copy jobs:

B =]

" Import jobs from CSV file

< Back e Cancel

Add Copy Jobs to Deploy to the Remote $yem to the List Below

Here you can define one or more previously defined CopyRight2 jobs to deploy to the corresponding remote agent.

Final Copy Without VSS & Ignore Locked Files

| f enabled, the context menwmésofRandi Ggpméd®Pawd]| B fEr na
Copyéo. The final copy will then ignore and run without
from locked filesd options.

Use Specific Precopy and Final Copy Jobs

This option is useful in case you miao define two templates, one for theqmaad one for the final copy, that differ
beyond just the AVolume Shadow Copyo and Al gnore error s
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Import JobsFrom CSV File

If using this option, you cadefine the templateused as a field in the CSV filsing a semicolon as delimiter, unless
the CSV file is itself delimited by semicolon, in which case the templates are specified comma delimited.
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Assign CSV Fields

I'n the fAAssi gn aBsgvthdfieldfrbndtkedCSY filew the fields required by the import process.

i N
Assign CSV Fields [

Assign the CSV fields below:
Job Field | CSV Field |
Name: Mame
Description {optional) Mame
Src. Computer Source
Dst. Computer Target

Order 1D joptional) Order 1D

| »

win 2 8r2fs-1 win 2k 16fs-1 A
Yikkmowth Yikmauth win 2 Brfs-2 win 2k 16fs-2 11 | 3
Bielefeld Bielefeld win2cBrfs-3 win 2k 16fs-3 102
ok Lvok win2oBrHs-4 windk 16fs-4 103
Frens Frens win2BrXs-5 win2k 16fs-5 104 -
P [ - B— E— T 3
< Back Ned¢> |  Cancel

Assign the CSV Fields Below

To assign the fields, double click oritee field in the CSV field column to display a combo box containing the fields
from the CSV file, either by name oy brdinal number.

Optional job fields have the suffix fA(optionall)odo any c

Preview

Press the APreviewd button to populate the table below
see if the column assignméa correct.
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Import Summary

The import summary page lists all the previously made settir@gsre the import actually takes place

-

Import Summary

Please check the summary below:

C5Y File to import:
C:\Users"Administrator.Desktop Rollout Plan.csv

Number of rows in CSV: 23
Number of selected rows: 23

First row of CSV does cortain column headings.
Columng are delimited by semicalon.
If & column contains a semicolon, it is quoted by double quote.

The deployed job(s) should run on the source.
The deployed job(s) should be scheduled at a later time.

CSV Column mapping:

"Mame" -= "Name", "Description (optional)”
"Description” - <unassigned:

"Order 10" - "Order 1D {optional)”
"Source” <> "Src. Computer”

"Target" -= "Dst. Computer”

< Back

m

1=
A
W

Cancel
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Import Progress

The import progress page displays

t

he i mport progress.

Import Progress

S

Please click on "Mext" to start importing the selected rows from the CSV file:

Status

=
=

< Back

Cancel
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Import Result

The import result page displays the result of the import and how many jobs were imported.

-

Import Result

Please check the result below:

Successfully imported 23 rows.

| Finizh | Cancel
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Adding or Editing a Rollout Planning Job

You can add or edit a rollout planning job just like any other CopyRight2 job, even thoughethesypally imported
using the import wizarddowever, you can use the edit command to make

Name and Description

)
Add Monitor Job s——————————— ]

Enter a name and optionally a description for this

; MName Order 1D
Mame and ||
Description

» Description
Source and
Destination

: Job Information

lobs to Deploy Created by  DOMAINA administrator

Creation date 6/20/2013 5:18:15 FM

3

Time
Schedule

QK | Cancel

Name

Like with the other job types, this field contains a name for the job.

Order ID

This field containgan optional order ID assigned to this planned migration. This number could originate, for
example, from an external system that is used to track migrations.
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Description

Like with the other job tyes, this field contains an optional description.

Source and Destination

This page defines the source, the destination and the location where the copy job gets executed.

Add Monitor Job s———————————— ]

Source
Source Computer (NetBIOS Name)

ILg

Marne and
Description

]

Destination
Destination Computer (MetBIOS MName)

Source and |
Destination

J' j Bemote Agent

Tl {* Spurce Computer

]

(" Destination Computer
" Other

Jobs to Deploy

Le

Time
Schedule

o |

Cancel

Source Computer (NetBIOS Name)

This field specifies the name of the source server or NAS system.

Destination Computer (NetBIOS Name)

This field specifies the name of the target server or NAS system.

Pagel54/ 260 Document Version 91

03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Remote Agent

This field specifies where the copy job should get executed. This could be the source, the destim&ion or
Windows computer in case you want to migrate between tw8 Bistems.

Domain Controller

I f the fADisplay Domain Controll ersd AdpahcedoQptionsg ,eryalul ed i
will also see a domain controller field for source and target, where you can define a domain controllerto use f
account | ookups for that specific rollout planning job.
properly defining the network structure to prevent lookups from being performed across slow WAN links for

example.

Jobs to Deploy

This page defines the copy job templates to deploy to the target. This can be a single job or multiple jobs, for
example if you want to use a different configuration for the @anel the finalcopy.

Add Monitor Job s———————————— ]

W Add one or more jobs to be deployed to the remote agent

Job(s) to be deployed
Mame and Jobs to Deploy |
Description

Add...
] — Bemove

Source and
Destination

lobs to Deploy

9

Time
Schedule

QK | Cancel
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Add / Remove Buttons

You can use the MiRedmdyednduttons to add or remove a
Time Schedule
.
Add Monitor Job s————————— ]
w Schedule Task: Start Time:
<Not Scheduled> =| | 5:12:15FM —
Mame and
Description
Source and
Destination
Jobs to Deploy
Time
Schedule
QK | Cancel
Schedule Task
Here you can define an interval (daily or once) to define if this job should get executed only once or daily.
Start Time
This field defineghe time for the execution of this copy job.
03-09-2026
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Export Data to CSV File

You can export the job data

Add...
Edit...
Rename...

Remove

Run
Terminate
View log file...
Schedule...

Server Status...

Irnport Jobs...
Export Jobs...
Deployment
Connect...
Deactivate

Rermote Desktop...
Copy
Cut...

Paste...

Ctrl+ &
Ctrl+E
Ctrl+R

3
Ctrl+L
Ctrl+H
Ctrl+5

3
Ctrl+C
Ctrl+X
Ctrl+V

Next select a tget file name and folder to export the data to.

at

any

t

me using the
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Deployment

Thecont ext menuébdés fADeploymentd menu contains a command t
CopyRight2 from the remote syst&jhselectedYou can select multiple rows if you want to run the same command

on multiple systems. The target will be the cotepset as remote agent, so either the source, the destinatiof{ or a 3

Windows computer, in case of a migration between two storage solutions.

During the deployment, the CopyRight2 software (and additionabadjiwill get install on the correspondiragdet
system, along with the copy jobs defined as template in the rollout planning job. If a schedule is defined, it will also
schedule the jobs according to the rollout planning j ot

Note: If you want to uninstall CopyRight2 from the targestgyn(s) and you have copied a newer version into the
AgentX64 or AgentX86 folder, please update the target system to that version first and then perform the uninstall.

[ Aga Ciels A
Edit... Ctrl+E ille
Rename...
Remove Ctrl+R &
Run b
_ nd
Terminate o
View log file... Ctrl+L 1Y
Schedule... CtrisH [0
qe
Senver Status... Ctrl+5 b
an
Import Jobs...
Export Jobs...
Deployment 2 Install...
Connect... Update...
Deactivate Uninstall...

Remote Desktop...

Copy Ctrl+C
Cut... Ctrl+ X
Paste... Ctrl+V

Connecting to Remote Server

The fiConnect éd cont ext amdditional CapyRight2vdndomdonnéctedtp tteemote p
agent of the selectedllout planning job.
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The fiRemote Desktopéod context menu c oemoieaagehtdefinddinthe pen ur
rollout planning job.

Run a Job

Iftherollod pl anni ng | ob MralCopy Without USS & Igriore kockedgFietB c hecked (def al
setting) or if there were two templates specified forprea d f i nal copy, the context menu
having two commands, one for pand ae for final copy.

| out pl anni ngFipalcCbpy Witheut ISB & lgrore eodkednFilies hcchuetc kheadv i n ¢

be a ARuUnéd command directly in the context

After clicking on either menu commands, CopyRywill ask for confirmation and if confirmed, run the
corresponding job on the remote agent.

I TEEE

Add... Ctrl+4& Brait
Edit... Cirl+E Ertonville
Rename Frens

Gralbus
Remowve Ctrl+R. Graria
Run » Run pre copy...
Terminate Run final copy...
View log file... Ctrl+L ————=

e I Phitdence
Schedule... Ctrl+H Ruridge
Server Status... Ctrl+5 Shanta
Tamzon
Import Jobs... Taria
Export Jobs... Uwak
Yikmouth
Deployment » Ylaha
Connect...
Deactivate
Remote Desktop...
Copy Ctrl+C
Cut... Ctrl+X
; Paste... Ctrl+V L
|
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Deactivate a Job

You can use the fADeactivated command to deactivate a cc¢
display a stop sign as iconrfthe corresponding job, once the job was successfully deactivated.

This command is usually used, after the@utr of a migrated server, to prevent running the job again, after the cut
over, potentially overwriting data on the target with older versidrides and deleting files that were created after

the cutover.

Reactivate a Job

You can use the AReactivated command to enable a previc
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Add-Ons

In this chapter you can find documentation for the CopyRight®@ds. You can find the adghs on the
CopyRight2 download pagPlease install the corresponding platform version of theoaddif you have installed
the 64bit version of CopyRight2, please install thel@itversion of the addns and if you have irsted the 32bit
version of CopyRight2, please install thel32version of the addns.

Note: We have begun restructuring the documentation and theraldill get their own separate documentation
instead.

Password Migration Add-On

Detailed informéion about password synchronization and migration is no longer included in this manual.

Please refer to the Password Synchronization & Migration@ddAdministrator Guide, which provides
comprehensive installation instructions, prerequisites, configurdttails, advanced scenarios, and troubleshooting
information: https://www.sysmanage.com/Portals/O/downloadableltems/Password%20Migration%a8Add

IS FTP/HTTP Migration Add-On

The lIS FTP/HTTP Migrationadd n = wi | | add two additional pages to ADat i
configure the migration of FTP and HTTP site settings of folders hosting FTP and HTTP sites. Additionally, it will
add a new job type called AllS Site Migrationo that can

migrating files and folders. This is useful for sites being hosted‘@mo®puters or storage systems.

The addon supports IS version 6.0 (Wiows 2003) up to IIS version 10:Build 1809 (Windows 2019) as a
source and IS version 7.5 up to 10.Build 1809 (Windows 2019) as a target computer.

Migrate IIS FTP/HTTP Site Configuration During Data Migration

After installation of the addn, yau will find two additional pages in your data migration jobs, one for FTP sites and
a second one for HTTP sites.

[IS FTP Filter

In the AIl'S FTP Filtero page, you can control i f and hc
of yourdata migration job is migrated.
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Edit Copy Job “Migration Project” |
—
Active Directo -

Option: u IS FTP Migration Fiter

0 ‘_J [v Migrate FTP site and location settings Add/Update -
ll'-]_aE' Select the 1IS site and location settings you want to migrate to the destination:

File Shares FI—P

v Authertication v Authorization

| —'_'| [+ Directory Browsing [+ Firewall Support

=
"-\l'_" o W |Pv4 Address and Domain Restrictions W Logging

v Messages v Request Fittering
Advanced ) .
= [v S5L Settings v User |solation

-"-_ | Management Basic Settings

L
~ [+ 115 Manager Pemissions [v Connect as credentials
Real Time
Synchronization
IS FTP Filter| -
ITI Cancel Apply

Migrate FTP and Site Location Settings
The fAMigrate FTP si t e emnahlatlisabletheantigration of BT® sites latajesl at ordogowi o n
the specified source path(s) of your data migration job.&Yeun s el ect a di sposition of fA
if the site does not yet eseiyatwanotire cadpyhjab totupdateexisting sites, fori Ad d / |
example if you run the same data migration job again at a later time.

FTP

In the AFTPO box you can select the FTP settings you wae
checked, the settings will be inherited from the default settings of the target.

Management

I n the AManagement 0 bow waontchao mebeatewhbetBeManager Pe

Basic Settings

I'n the fiBasic Settingso box you can select whether you
directories or notPlease ensure that the firewall rules all@mgessing DCOM on the remote system in order to
mi grate the encrypted AConnect aso credentials. Pl ease
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on the required TCP ports that have to be opened on the remote system, for the systeamttiag ihe migration

job.

Pagel63/260

Document Version 91

03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

IHS HTTP
In the AllS FTP Filtero page, you can control i f and hc
path(s) of your data migration job is migrated.
Edit Copy Job "Migration Project” ﬁ
—
File Shares -~
IS5 HTTPAHTTPS Migration Fiter
—-_‘l [v Migrate HTTP/HTTPS site and location settings Add/Update -
T .
-.Jﬁ,:‘}' Select the |15 site and location settings you want to migrate to the destination:
Adwvanced pEE 2
v .MET Authorization [v .MET Compilation [v .MET Emor Pages
= [v .MET Globalization [v .MET Profile [v .MET Roles
- | [v .MET Trust Levels [v .MET Users v Application Settings
1 - [v Connection Strings [v Machine Key [v Pages and Cortrols
B [v Providers [v Session State [v SMTP Email
Real Time
Synchronization IS
E [+ ASP [+ Authertication v CGI
_ > [v Compression [v Default Documert [v Directory Browsing
3 [v Emor Pages [v Failed Request Tracing [v Handler Mappings
[v HTTP Response Headers [+ |SAPI Fiters [v Logging
IS FTP Filter [+ MIME Types [+ Modules [v Dutput Caching
[v Bequest Fitering [v S5L Settings
Management Application Pools Basic Settings

[+ IS Manager Pemissions [v Migrate application poal [v Connect as credentials

05 HTTP Filter S

oK | Cancel Apphy

Migrate HTTP/HTTPS Site and Location Settings
Thed Mi grate HTTP/HTTPS site and | ocation settingso optioc
or below the specified source path(s) of your data migr
migrate settings if the site doesot yet exi st on the target, or AAdd/ Updat
existing sites, for example if you run the same data niigrgob again at a later time.
ASP.NET
I'n the AASP. NETO box you can csaefinerindl$ Mandgefor yourglataat i on of /

migration job.

s

Pagel64/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

I'n the All SO0 box vy oafllScsettimgs dained im thel lIS Mdnagermi gr at i on

Management

I n the AManagement o box you can select swheotrherroty.ou want

Application Pools

The fAMigrate application pool 6 option, controls whether
migrated web site(s).

Basic Settings

I n the ABasic Settingso box yQormectsedecdr evhenthieal gy uf
directories or not. Please ensure that the firewall rules allow accessing DCOM on the remote system in order to

mi grate the encrypted fAConnect aso credénfbal morPl dasali
on the required TCP ports that have to be opened on the remote system, for the system that is running the migration

job.

Pagel65/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Migrate IS FTP/HTTP Site Configuration Without Data Migration

After installation of the addn, youwillaney ob type called Al S Site Migrati ont
site configurations without copying data. This type of job is to be used for sites not being hosted locally on the 1IS

server, where the data is located ori¥astem (Windows or Stoga Solution) CopyRight2 will migrate the site

settings defined at the root level and also additional settings defined for locations below the root.

Source and Destination

In the source and destination page, you can specify the names of the souhsetargkt computer running
Microsoft IIS.

Add IS Migration Job — =

@ Source
Source Computer (NetBIOS Name)
Mame and
Description J

Destination
Destination Computer (NetBIOS Mame)

Source and

-]
Bl =3
%g

Sites

FTP Filter

QK | Cancel
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Sites

In the sites page, you can select the FTP and HTTP sites that you want to migrate from the specified source to the

target.
Add TIS Migration Job = [
W Site selection
" All sites
Mame and ' Specific stes
Description
. [ win2ker2
lﬁ I D Defautt Web Site [\winZ8r2hc S windows inetpub wwwroot)
; [ FTP Site (VawinZle Br2veS'ftprootsite 1)

Source and
Destination

Site selection fiter
)
2 [+ FTP/SFTP [+ HTTP/HTTPS [+ Remotely hosted sites anly (LINC)

FTP Filter

QK | Cancel

Site Selection

In the site selection box, you can select whether you teamigrate all existing sites or select specific sites.

Site Selection Filter

You can use the site selection filter to display only s
controls if FTP/SFTP sites are shown. Likewise, the HTTHMIS checkbox controls if web sites are shown in the
tree. The fARemotely hosted sites only (UNC)O0O checkbox ¢

Usually locally hosted sites, shoul dIbe& BiidgreatMe d rwitti o na
job.
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FTP Filter

In the FTP filter page, you can control which IS FTP settings you want to migrate.

Add IS Migration Job - (=S
E? - IS FTP Migration Fiter
Migrate FTP site and location settings -
Namg and Select the 1S site and location settings you want to migrate to the destination:
Description
ol -
ég = v Authentication v Authorization
[v Directory Browsing [v Firewall Support
SDur_CE a_nd Iv |Pv4 Address and Domain Restrictions I¥ Logging
Destination V Messages [v Bequest Fittering
[v SSL Settings v User |solation
Management Basic Settings
[v 115 Manager Pemissions [v Connect as credertials

QK | Cancel

Migrate FTP Site and Location Settings

n ttoh emitgarag et ,sidre sf Aodd /yU

You can select either AAdd on 0]
t y exist or not. HAAdd/ Upc

mi grate sites regardless if
in case you run the same job again at a later time.

Iy

he
FTP

In the AFTPO box sgttngs yau want tsnagrage érdm soulceto tBrdeP In an option is not

checked, the settings will be inherited from the default settings of the target.

Management

I'n the fiManagemento box you can select swheotrhenrotyou want
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Basic Settings

I'n the fiBasic Settingso box you can select whether you
directories or not. Please ensure that the firewall rules allow accessing DCOM on the remote systenoin order t

mi grate the encrypted fiConnect aso credentials. Please
on the required TCP ports that have to be opened on the remote system, for the system that is running the migration

job.

HTTP Filter

In the HTTP filter page, you can control which IS HTTP settings you want to miguayeoptions contained in the

web.config files are grayed out, because an AlIl S Migrat
migrate any files, therefomo web.config files are getting migrated.

Add IS Migration Job - (=S

Mame and -
Description IS HTTP/HTTPS Migration Fitter
E = Migrate HTTP/HTTP5 site and location settings A
< Select the |15 site and location settings you want to migrate to the destination:
Source and pE 2
Destination F F F
g | I e >
G 3 [ [ [+
[+ [+ [+
Sites
s
[v ASP v Authertication v CGI
3 [+ [+ [+
3 A [+ [+ [+
I+ Iv |SAPI Filters lv Logging
FTP Filter [+ [+ [+
[+ [v 551 Settings
Management Application Pools Basic Settings
[v 115 Manager Pemissions [v Migrate application poal [v Connect as credertials
HTTP Filter| -

QK | Cancel

Migrate HTTP/HTTPS Site and Location Settings

You can select either AAdd onlyodo to migrate sites only
migrate sites regardless if they existoriioA d d / Updat eo wi | | update existing set
in case you run the same job again at a later time.
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ASP.NET
All of these options are located in the web.config file residing in the root folder of the HTTP/HTTPS site. Therefore
those options are grayed out in an All S Site Migrati onc¢
s
I n the All S0 box, you can select |1S settings that you

intherootfd der of the HTTP/HTTPS site atrepegrafyejdomutop mosaad
Mi grationdo type of job.
Management

I n the AManagemento box you can select whether you want

Application Pools

The fAMigrate application pool 6 option, controls whether
migrated web site(s).

Basic Settings

I n the ABasic Settingsod box you can s el forsitesamthvirttaher you
directories or not. Please ensure that the firewall rules allow accessing DCOM on the remote system in order to

mi grate the encrypted AConnect aso credentials. Please
on therequired TCP ports that have to be opened on the remote system, for the system that is running the migration

job.

Search and Replace

I n the ASearch and Rampplamanen forpoeatoes defiped in lISsdersettohgrfyoulad,e
for example replace a -ISSERWVIERO ri-HoAsdE RENE R0Om ofirOLchh aaige t he
sites WFTPBROBGTCOFTBROOTO in case you want to change the d
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Add I5 Migration Job =

] o
Cites — Search & Replace List

Define a search & replace list to replace paths to FTP and HTTP sites.

Q % |se 3 static search and replace list
Search | Replace |

add. |
FTP Filt
- N Edt. |
S
HTTP Filter

m

Search and
Replace 5

oK Cancel | pply |

Use a Static Search and Replace List

Youcans e t he fAAddéo, AEdi téo and ARemoveo buttons to make
CSV File

You can specify a CSV file, using a semicolon as delimiter, to specify the search & replacement pairs. The file should
contain 2 columns, with thealue to search for in the 1st column and the value to replace with ifftbadmn.
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DFS Replication (DFSR) Add-On

The DFS replication addn will add an additional page of settings to DFS share consolidation jobs that enables you
to configure DFS reation (DFSR) between specified DR&mbersilt is only available for the 6bit version of
CopyRight2.

You can use the DFS Replication page to set up DFS replication (DFSR) automatically. Currently it supports the
mesh(every server replicates bidireatial with every server) and star (every server replicates bidirectional with the
first specified server) topology

Before this option can be enabled, please ensure that you have installed the DFSR Atid AddOn is available

on the CopyRight2 downlaiapage and requires to use @#bit version of CopyRightZ-urthermore, check the

iSource and Destinationd page,-basted DRSargthatéhe DFS eeterray ou hav e
option is set to AUse s pe cnebrimerdcommansgparated compuenmamesintY ou c ar
the computer name field to setup the replication between them.

DFS Replication

In the DFS Replication page you can configure the replication group name, an optional description and the desired
replication bpology.

Add DFS Copy Job . 5

pa

" DFS Beplication
|

Mame and -
Description Group Name Deseription

= || |

I'J"'.IJ ,.---J Topology

Source and |M35h j
Destination

[+ Enable DFS replication

Shares and
Settings

DF5 Replication

QK | Cancel

Pagel72/260 Document Version 91 03-09-2026




CopyRight2

User Manual

(C) 20012026 by SysManage

Group Name & Description

Enter the name of the replication group you want to create. You can provide an optional description.

Topology

The DFSR AdeOn currently supports the creation of a mesh (every node replicates with every othenr rebaie)
topology (first specified server replicates with each other node)

Pagel73/260

Document Version 91

03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Azure Add-On

The CopyRight2 Azure AdOn is designed to facilitate the migration to Azure storage accounts. It can migrate file
shares including share level permissiortse &ddon works in conjunction with a data migration job or staf@he n
caseyou want it to create/update the file shawaly, without copying any data.

The addon can automatically sanitize file share names for the naming convention used by Matoyag# account
file shares. (bwercase letters, numbers and hyphamlg. Thefile share namesust begin and end with a letter or
number and cannot contain two consecutive hyphens

In order to use the aduh, deaseprovide the fully qualified DNS naeq the platform (Azure) and the raéthe
storageaccoust n A Opxt iMM$ ot ypes,. roles and DCso

Theaddon additionally supports the use of DFS to |l et a fAD
DFS entries to let them point to theiew location in the cloud.

Using the adébnrequires that you have previously installed Azure AD Connect to replicate the Active Directory
accounts of your epremise Active Directory (AD) to Azure AD (AADJ}:urthermore, you need to creahe storage
accounts and join them to yoon-premise domain (a.k.a. Hybrid Mod&)ou will also need to register an app in

Azure AD to allow CopyRight2 access to the APIs required to create/update the storage account file shares and set
permissions accordingly.

To join a storage accountto anpreni se domai n, p |l e a s RowedSlellvstripts faoch Githiubcamdo s o f t 6 s
foll ow Microsoftds instructions for this process.

When setting up a job, you will need the Azure subscription ID, the Azure primary domain r@Big)(Fhe tenant
ID, the ID of the registered App, the client secret of the registered app and optionally the storage account secret.

You can find a video in our YouTube channel outlining the entire process incudingt i ng up #AAzure AD
registeing the app, creating the storage account, joining it to theremise domain and additionalpw to use DFS

in conjunction with the storage account migrationransparently switch from the -guemise file server hosting the

data to the storage accdsiin the cloud.

Replacing References to the Everyone Group

If migrating file shares to your Azure storage account and your file shares use tkaomallgroup Everyone, which
doesndt exist in Azure AD, y-pramisedorhalnfirst and eplicate it usinge at e a gr
Azure AD Connect. Once replicated you can define a mapping file using the following format to replace occurrences

of everyone with that group (and replace NetBiD@nainName and Replaceme@troup accordingly):
{S-1-1-0};NetBIOS-DomainNamaReplacemerGroup

Once you have created the mapping filgsign t i n y o u ACLjamd®DwrerePermissioms page.
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Azure App Registration

Before the adabn can be used, you will need to define an app registration in Azatkow CopyRightZo call
Azure management APIs:

Register an

application

The user-facing display name for this application (this can be changed later).

CopyRight2

me choose..

Supported account types

Who can use this application or access this API?
-::E:Z' Accounts in this organizational directory only (Brawndo only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Personal Microsoft accounts only

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Ee?ister an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
elp

Adding Azure AD App Registration

After ad

ding the app registration,

pl ease cl

i ck on AAdoCc

Display name
Application (client) ID :

Directory (tenant) ID

: CopyRight

4a0444b4-8a90-4377-87c7-26fba6fed201

: 22f85cfe-b507-435a-9379-26b504842146

Supported account types
Redirect URIs

Application 1D URI

¢ My organization only
: Add a Redirect URI [

: Add an Application ID URI

Object ID : bB5e806c-4ac9-4623-8c19-ba49e5ccd 2bf Managed application in l... : CopyRight

Azure AD App Registration Overview

Nextclickont he @& Aplkdatformd | ink andnsetedhttpe/ AWebal pbbobat f 88
URI and then click on the fAiConfigured button to save i
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Configure Web X

¢ All platforms Quickstart  Docs ]

Redirect URIs -

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

http://localhost:2890 ol

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This
is required for single sign-out to work correctly.

| e.g. https://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-
page architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web
APl via JavaScript, select both access tokens and ID tokens. For ASP.MET Core web apps w
and other web apps that use hybrid authentication, select only 1D tokens. Learn more,

" Conrure I

Azure App Registration / Web Platform / Redirection URI

This is the URI a user authenticating to Azwill get redirected to

Note: When running the job, CopyRightizeds a secalled token that it can present along with requests going to
Azure, such as retrieving information about existing shares in the Storage Account, retrieving information about shar
permissions, adding shares, setting permissions and so on.

To authenticate CopyRight#ill launch the default browser and navigate to the Azurbeauication web page.

After providing credentialsral logging on successfully, the Microsoft page exexaitgavaScrippage that redirects

to the URL specified in the Azure configuration and along with the resulting token as a parameter. In this case it is
http://localhost::8890. Before CopyRight2 launches the browser it opens up that local port 8890 safud Wi

token. 't will send the string AOKO to the browser page
closed again and the user can close the browkere is no SSL needed, because it takes place computer internally.
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Afterconf i guring the URI, please configure the AAPI Permis
allow CopyRight2 to provision the shares and grant corresponding file share permissions:

Add a permission " Grant admin consent for Brawndo
API / Permissions name Type Description Admin consent req...
~ Azure Service Management (1)

user_impersenation Delegated  Access Azure Service Management as organization use... Mo

~ Microsoft Graph (3)

Group.Read.All Delegated  Read all groups Yes
ReleManagement Read.Directt Delegated  Read directory RBAC setfings Yes
User.Read.All Delegated  Read all users” full profiles Yes

Azure App Registration / APl Permissions

Finally definea client secret.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

- New client secret
Description Expires Value [»]

Client Secret 2/15/2022 158-0_5uo8MNKEd_ArUnxxd~MISRuuXB67 [  047d58d0-e3c7-45f7-80a9-53a7e1e72b1f

Azure App Registration / Client Secret
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Migrate File Shares to Azure Storage Accounts During Data Migration

Theaddon fully integrates with a regular CopyRiogyot1 2 fiDat a
wilget an additional AAzure Optionso page, where you can
Azure storage account&dditionally,y ou can sel ect file shares in the fASour
Mi grati ono | ob DMofastoppge@mscoudt & adtomaticaby@enerate the source & destination pairs.

Adding File Shares to the Job

If the addon is installed you can specify the FQDN of a storage account, previously defined as Azure Storage
Account i MOBtitgpdes and DCso6, as a destination for t
then automatically create the corresponding source & destination pairs for the selected file shares.

I n the example below the destaicncattdi:on is the storage acc

Select Source and Destination n

Source netwaork, shares, folders and files:

Fleaze zelect the zource pathlz] that pou want ta add. In caze a
computer or domain iz mizzing fram the browser list, you can uze the
context menw - Add. "' command.

B[] i SwINZKT9FS ~
B-[#]5® acrosst
B[]S0 ADMING
B-[]S® C$

[#]5® DColes

[+]%® EGardner

H-[#] 5 GEstradat
E-[]S® Marketingd
B[ ]5%® MHoyless
E-[]59® MEuttond W

[v Corevertto UNC path [ &dd parent if all child nodes are selected

D ezstination;

\Wystorageacct file. core. windows. nel ﬂ

[v Corvert to UNC path v Destination iz a directary

ak. | Cancel
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Azure Options

I n the AAzure Optionso page you def i nAzuréaddon provi§iomr mat i on
file shares in the Azure storage accounts.

B | Edit Copy Job "Azure Data Migration" - O it

NG ~
HAzure Tenants

Primary Dornain | Subscription 1D

Add...
Active Directory | g
Options
T JJ
be e |

File Shares

Azure Storage Account Shares

Automatically sanitize each share name added to the src/dst pair list to ensure it is valid according
to the storage account share naming convention,

T &
“L = " , iy
Sanitize names  Automnatically sanitize share names =
Advanced
— File Share Size Azure Storage Account Authentication
J- 41!, [ Setsize to: 0 v Auth, with Azure Storage Account
| %
Real Time

Synchronization

oK | Cancel Apply

Azure Tenants

After clicking on @ Add auressubscfipionh IDf tlie FQRNW the dzure AR, thénmerantt h e A
ID, the ID of the registered app and the client secret of the registered app:

Add Azure Tenant 4

Subscription ID oK

| ecd530df-198b-4bec-b3ce-db776dcf4335

Cancel
Primary Domain Tenant ID
| mydamain, onmicrosoft,com | 22fa5cfe-h507-4355-2379-26b50434 146
Application ID Application Secret

| 651f28f3-b4bb-436f-ab51-58d477af024b | |
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Azure Storage Account Shares
Here you can enable the job to automatically sanitize share names, to work propérlgw Az ur eds st or age
share naming conventioAlternatively, you can provide a file share name manually.
File Share Size

If enabled, you can specify the size of Azure storage account file shares in GB.

Azure Storage Account Authentication

I f enabled, the copy job will prompt for the st,orage ac
for example home shares only allowing access to the corresponding user account, but not for the Administrators
group This is quite simér to using the backup/restore privileges on a Windows system.
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Migrate File Shares to Azure Storage Accounts Without Data Migration

The new job type AStorage Account Mi entlas$beeninstalleadandav ai | at
allowsthe definition of a job that solely creates the file shares in the storage account without migrating any data.

Source and Destination

Add Storage Account Migration Job X

I Source(s) and destination

| {* Select one or more source folders, network shares or files and a destination for this copy job.

Name and Source | Destination | Add...
Description

Edit...

It

Bemove

Source and
Destination

| 9
/
Azure Options
_T (" Source & Dest. C5Vile: <Not selected> J
"'-J_,' v _Share Fitter
Error Add/Update - to add non existent & update existing share settings and permissions.

Processing

0] 4 | Cancel

Source(s) and destination
Here you can define the source and target shares. For example, to migrate theefilt\8yServeklMy Us er $6 t o t h
st or age admystorageaccsfiteaareavindows.idty Us er 0 .
Share Filter

The share filter defines whether file shares should be
file shares should geipdated aswel A Add/ Updat ed)
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This page is identical to the fiAzure Optionso page of
File Shares to Azure Storage Account shleBeitngsng Data Migr
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PowerShell Integration Add-on

The PowerShell Integration Adsh adds the ability to use PowerShell in yBuativeScriptscripts defined in the job
settings(object transformation scripts, job start/end scripts, copy start/end scripts)

To call a PowerShell cmdlet either as a functionorarsabut i ne you need to prefix the ¢
In case of a function, the aduh will automatically convert the returned data into either a single variant, a list of

variants (tdimensonal) or a table of variants-@mensional)lt will return a Variant of type VT_Empty, in case of

something that has no value set to differentiate from the case where an empty string is returned.

You can use ActiveScript variables and functions as paterwhen calling PowerShell cmdlets.

If calingacmdletasasubout i ne the cmdletodés output will get appende
cmdlet is assigned to an ActiveScript variable the output will not get logged unless youagtehel for

ActiveScript component in Options Extended Logging to at least level 3.

Below you can find some examples:

é
#write - output "Hello World"
é

Call PowerShell as Sub Write Something to the Log [Eilusing the WriteéOutput Cmdlet

This is the easiest case, where the PowerShell cmdlet is called ag@usime. Output will get redirected to the log
file.

e

psOutput=#write - output "Hello World"
MsgBox psOutput

e

Redirect PowerShell Output to an ActiveScript Variable and Show it in a Message&Bigle Variant

This short tweline script shows how to redirect the output into an ActiveScript variable and then display the content
of the variable using ActiveScriptds MsgBox.

é

sid = #get - localuser Destination("samAccountName") | select "Sid"
MsgBox "SID=" & sid

é

Call GetLocaluser Cmdlet for the Current Target User and Filter for its SID Attribute using $8lagte Variant

This example shows how to pass parameters to a Power She
function to retrieve the content of the samAccountName attribute for the object currently being migrated.

Additionally you can see how to combine it with a Select to filter the output to the Sid attribute.

Important:iSi d0 has t o be [eutodfiransatedren ao ActiveéScrpbvariablegallad Sid.
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é
sids=#get - localuser | select "Sid"
for i = 0 to UBound(sids)
MsgBox sids(i)
Next
é

Call GetLocaluser Cmdlet for all Local Users and Filter for the SID Attribute using Sdlesttof Variants

This example shows how to deal with a |list d¢fndVari ants

LBound)) on the returned Variant to get the upper and lower bodrdslower bound will always be zedowill go
through the list andisplay each Variant contained in the list.

é
localUses=#getlocaluser | select "Sid", "Description”, "Name"
MsgBox "Rows=" & UBound(localUsey 1)+1
MsgBox "Cols=" & UBound(localUser 2}+1
for r = 0 to UBound(localUser 1)

for ¢ = 0 to UBound(loalUses, 2)

MsgBox localUsex(r, c)

next
next
é

Call the GetfLocalUser Cmdlet for all Local Users and Filter for the Sid, Description and Name | Table of Variants

This example shows how to deal with a table of Variants being returned hadiimg2sions. Again you can use
UBound)t o get t he tfar bacheobtlse tWop dimemsioast witlerews being 1fielimension and
columns the 2 dimension The example displays each cell of the table from left to right and top down.

é
var=#ps-cmdlet| select SomeAttributé
if ISEmpty(var) then

MsgBox fiVar is emptyo

else

MsgBox fAVar is not emptyo
endif

e

Test if a Returned Value is Empty Using ISEngpty
This example show
di f f fro

s how t o u® testifthetraturrge\Variant is pnipy and | s E mp
erenti ate m the case where it contains the
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é

#Add-PSsnapirName "Microsoft.Exchange.Management.PowerShell. SnagimbrAction "SilentlyContinue"

e

Add an Additional PowerShell Snap using AddPsSnaplinfrom JobStart Script to Executik Only Once

This example shows how to load additional PowerShell-smador example the ExchaniyganagemenPowerShell

Snapln.

é
#importmodule "diprogram file§SysManagé&CopyRightDataMyPSScript.psm1"
é

Import a PowerSéll module from Job Start Script to Execute It Only Once

This example shows how to load a PowerShell module.

é
Function AdjustUser {
[CmdletBinding()]
param (
[Parameter(Mandatory, Position = 0)]$ldentity

)

$ErrorActionPreference = "siilycontinue"

Write-Output "Calling AdjustUser for user $($ldentity)"
}

é

Example PowerShell Function in a Custom Defined Module

The example above shows, how to define a function in a PowerShell module.

e
#AdjustUser Source("samAccountName")
e

Cdling a Function of a Custom Defined Module

The example above shows how to call the Adjuseér PowerShell function defined @PowerShell module.
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Using ActiveScript

CopyRight2 supports ActiveScript based scriptallow customization of copy job¥.ou can define custom scripts
executed during job start and completion, for example to stop and start running services or to integrate the migration
process with other existing processgdditionally, you can define transformation scripts that get exeauddg the
migration of specific object types.

Script Type Description

Job Start Executed when the copy job starts

Job End Executed when the copy job has completed

Copy Start Executed when the next source/destination pair of the copy job is prdcess
Copy End Executed when the currently executed source/destination pair has completed.

Transform Users

Executed during migration of any local or global user account.

Transform Contacts

Executed during migration of any Active Directory contact.

Transform Groups

Executed during migration of amycal or global group account.

Transform OUs

Executed during migration of any Active Directory OU.

You can use any ActiveScript compatible script language that is installed on the computer running the émpy job
example VBScript, JScript or othef party implementations such as PHP or Python.

Not e: In case of a AUser and Groupo type of asopy job,
parametersthe behaviouo fJobfiStarfJ o b Empdds sicsrii dent iCoapy tBon dicCopy St art
Global Variables

Thereare som@re-defined variables that are defined in theecutings ¢ r icgntexd, sontaining for example the

name of the currently executing copy job.

JobName Contans the name of theurrentlyrunning copy job instance.

SourceComputer Contains the source computerds Net Bl Of

DestinationComputer | Cont ai ns the destination computer s Ng

SourceDomain Contains the source computerés Net BI OfF

DestinationDomain Contains the destination computer 6s Ng

SourceObject In case of a transformation script, contains the corresponding IADs source object for
Directory objects (for example IADsUser for user objects).

DestinationObject In case of a transformation script, contains the corresponding IADs destination objec
Active Directory objects (for example IADsUser for user objects).

UserProfile Only for Computer and Profile Migration jobEhe absolute path of the currentlygmated
user profile.This should not be needed as the current directory is changed to the curr
processed profilebs root folder and r ¢

UserProfileReg Only for Computer and Profile Migration jobRegisty path to the user profile currently
being processed. This should not be needed as HKEY_CURRENT_USER is automg
replaced by the value of this global variable.
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Transformation

of Attributes

The transformation scripts are executed during the nmgraf local and Active Directory objects. You can access

the attri

butes of

the source

and

attribute name aanargumentln case of Active Directory objects, you can use atrjbates defined in the
directories schemr the corresponding object class

If you would like for example, to adthe prefix fi U S to any migrated groups common name attribute (cn), you

could use

the foll

owi ng

l i neg oufpsVWBScrii ptt

:code for

é

e

Destination("cn")="US_" & Source("cn")

Accessi

ng

Local

Account 6s

At tr

but es

In case ohondomain(workgroup or member servdgcal groups or NT4 domain groups, you can use the
fisamAccountNanteandfidescriptiom attribute to accedbie corresponding valse

In case ohondomainusers or NT4 domain users, you can use the attribute neteelsbelowto access the
correspondingalues, which are mostly identical to the attribute names used in Active Directory

User Attribute Name |

samAccountName

description

homeDrive

homeDirectory

scriptPath

displayName

comment

userParameters

userWorkstations

logonServer

profilePath

logonHours

userAccountControl

accountExpires

maxStorage

countryCode

codePage

rid

primaryGroupld

passvordExpired
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Terminal Server, Citrix and Remote Access Server (RAS) Attributes

You can use the following attribute names to access Terminal Server/Citrix and Remote Access Server (RAS)
specific attribute values that are usually encoded into the userétara attribute as binary large object (BLOB):

Attribute Name Attribute Type

TerminalServicesHomeDirectory String
TerminalServicesHomeDrive String
TerminalServicesProfilePath String
TerminalServicesProfilePath String
TerminalServicesWorkingDirectory String

TerminalServicesInheritinitialProgram | String

AllowLogon

Integer (0=No, 1=Yes)

MaxConnectionTime

Integer (Time in minutes)

MaxDisconnectionTime

Integer (Time in minutes)

MaxldleTime

Integer (Time in minutes)

ConnectClientDrivesAtLogon

Integer(0=No, 1=Yes)

ConnectClientPrintersAtLogon

Integer (0=No, 1=Yes)

DefaultToMainPrinter

Integer (0=No, 1=Yes)

BrokenConnectionAction

Integer (0=No, 1=Yes)

ReconnectionAction

Integer (0=No, 1=Yes)

EnableRemoteControl

Integer (0=No, 1=Yes)

ModemCallbackSettings

Integer (0=No, 1=Yes)

ModemCallbackPhoneNumber String

Logging and WScript Functions

Below you can find supported logging and helper functions:

Name
LogError

Description

Writes a string to the log file an
increases the currently rung
jobbés error co

Example
LogError AANn error ha

Wscript.Echo

Writes a string to the log file.

WScript. Echo AHell o W

WScript.Sleep

Sleeps for the specified amoun
of milliseconds.

WScript.Sleep 3000

WScript.Stdout.WriteLine

Same a®VScript.Echo

WScript.Stdout.WriteLindi He | | o Wor

WScript.Stderr.WriteLine

Same as LogError

WScript.Stderr. Writel
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Creating a Mapping Definition File to Reassign Permissions

Additionally, to the options to copy users agibups from the source to the destination environment, there is the
possibility to define a static mapping table that assigns user and group accounts used in permissions to corresponding
accounts in the destination environment.

Tocreate amafile,sta t t he fAUser and Gr o uteCohwRyghlgtartmemnugroup.s hor t cut f

The mapping file assigns users and groups from the source environment to corresponding accounts in the destination
environment. CopyRigBtuses this file while runningacgp process (the fAPaste with Copy

when reassigning permissions (the AReAcl with CopyRight
If you want to change an existing mapping file, you can usedhemandA Open. . . i from the @AFil eod
file.

The assignment is uislly displayed in the shape of a list. For each row the left column of the list is containing one or
more user or group accounts in the source environment that should be replaced within permissions by the user or
group account contained in the rigltlunm. You can define 1:1,:0, 1:n, n:1and n:Orelationships. If using n:1,

multiple accounts in the source environment will all be replaced by the same account in the destination environment.

Relationship | Name Description

1.1 Replace AccountReacling) This will replace one user or group account with another.

1.0 Remove Account This will remove one user or group.

1n Replace Account by Multiple This will replace one user or group account with multiple
Accounts(AddAcling) other accounts.

Note: Pleasenote that you can specify the source account ¢
one of thamultiple destination accountd his will add the
listed accounts while retaining the original account that hag
permission. (Not reacling but addacling).

n:0 Remove Multiple Accounts This will remove any of the listed user or group accounts.
n:l Replace Multiple Accounts by a | This will replace any of the listed user or group accounts b

Single Account the specified destination account.
To add an entry to the Iltilkse AEdiINtd hmemw.mmédma dAamdent ér f
field fiUsers or groups in the source environment o, usir
permi ssions. You can use the buttonelyiédo to select the

Next enter the name of the user or group account that should replace the previously defined users or groups within
permi ssions. You can use the fAéo0 button to graphically

Next click on OK to add the entry to thist.

Toeditarent ry already contained in the |list, select the en
menu.

When you are finished with preparing the mapping defini
save the definition into alé with aMAP file extension.
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You can use the saved mapping definition with the Windows Explorer extension of CoyRigtutivating the
option AdMap security identifiers with a predefined marg
CopyRighyou can use the mapping definition file by specif)

You can use such a definition file in addition to the options /CU, /CL and /CG to copy users, local groups and global
groups from the source to the destinatiomigmment. Groups or user accounts contained in the mapping definition
file will not be copied, but assigned as defined in the mapping file instead.

I f the option AStore SID6éds in filed from tshallehEdi t A mer
security identifiers (SIDs) instead of cleaxt user and group names.

Using SIDs instead of user and group names speeds up the copy process and additionally prevents problems that

might occur if account names from the source environmentcaneot r e s ol ved correctly into S
environment.

Mapping File Format

The mapping file is technically a semicolon delimited text file. Each row defines one mapping. The file can contain
accounts specified abmainaccount in case of dam accounts, computeccount in case of local accounts or by
SID.

{Src¢c Account}][,{Src Account}é];{Dst. Account}][,{Dst Acc

Reacling

The easiest case is a 1:1 replacement (reacling) of a source user or group accountcedthrarfram the
destination. For example, if you would like to replace the user MOIdD&dizoe with the account
MyNewDomainJohnD, you could add the following line to the mapping file:

e
MyOldDomain \ JDoe; MyNewDomain JohnD
e

AddAcling

If you would like to define a 1:n relationship (addaclingyéplace the account MyOldDom&iSmith with the
account MyNewDomaksmithJ while retaining the old permission you could add the line:

é
MyOldDomain \ JSmith; MyOldDomain  \ JSmith, MyNewDomain \ SmithJ
é
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Beginningwith build 450, you can also use the following syntax to Add an acéyumsing the advanced option 4

é
MyOldDomain \ JSmith; MyNewDomain \ SmithJ ; 4
é

Alternatively, you can specify SIDs as well. A specified SID has to be enclosed in curly brackesarfolee{S1-
1-0} represents the weknown everyone SID.

DeAcling

If you would like to remove specific accounts, you can use a 1:0 relationship (deacling). For example if you would
like to remove the account MyOldDoméreterM:

é
MyOldDomain \ PeterM;
é

Mapping File Advanced Options

The optional advanced option is a numeric value that enables special processing for the speclfienn&i@s you
to remove SIDs of accounts of a specific domain by either defining a negative list of domains toveel rentxy
defining a positive list of domains that should be kept while all other SIDs of other domains will be removed.

Option Name Description
0 Mapping Entry Normal mapping entry
1 Domain Mapping (Negative List)| Special entry containing a domain SiBithout RID), that defines a

domain whose SIDs should be removed from permissions. This ca|
useful toclearrup permissions after gpecificdomain has been
disabled

2 Domain Mapping (Positive List) | Special entry containing a domain SID (without RIat defines a

domain whose SIDs should be kept within permissions. Please not
you can specify multiple entries of the type 2 by specifying multiple
lines of text. All other SIDs of other domains not specified using the
option 2 will be removed frorpermissions.

3 Rename samAccountName of | If option 3 is specified and the target account does not exist, it will
target account created using the samAccountName specified in thealumn.
4 AddAcling If option 4 is specified the account specifiadtie 29 column will get

added with permissions identical to those found for the account
specified in the $column (AddAcling).
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Domain Mapping (Negative List)

You can for example define a mapping file that removes any encoudmmadnSIDs of twospecific domains:

é
{S-1-5-21-2141040004 - 1731178622 - 1653586129};; 1
{S-1-5-21-3453453453 - 1345345343 - 2345345342};; 1
é

Domain Mapping (Positive List)

You can specify a mapping file that only keelpsnainSIDs of two specific domains, while removing arijier SIDs
of other domains:

e
{S-1-5-21-2141040004 - 1731178622 - 1653586129};; 2
{S-1-5-21-3453453453 - 1345345343 - 2345345342};; 2
e

Rename samAccountName of Target Account

To migrate accounts from source to target and create the target account if it deterst, with a different
samAccountNamear to synchronize existing objects with existing objects in the target having a different
samAccountNamgou can use the option 3.

For example:

é

MyOldDomain \ PeterM;MyNewDomain \ PMaier;3
MyOldDomain \ Group01;MyN ewDomain\ Group - 01;3
é

If 3 is not specified, a copy job will fail if the target account does not exist, because it will not create the object with
the samAccountName different from the samAccountName of the source account.

This option works for user, gap and computer objects.
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AddAcling

Beginning with build 450, you can specify the advanced option 4 in the third column, to siimpliddAcling
format used in previous versions, where you had to specify the original account and the account toadsant
comma separated in th&2olumn of the semicolon delimited file. The original format is still valid and supported.

Letdéds say you want t PAccaudtdl, evenywhere where SrecDomaidcountDlowas i n
referenced with the identicpkermissions you can now use this format:

é
MyOldDomain \ Account01;MyNewDomain \ Account01;4
é

This old format is still valid:

é
MyOldDomain \ Account01; MyOldDomain \ Account01,MyNewDomain \ AccountO1
é

Creating a Mapping File based on NTFS and/or Share Permissions

In case you want to create a mapping file for the migration of a specific folder and/or shares that are located at or
below that folder, you can use the /DX command line option to create a consolidated list of accounts that are used in
NTFS and/or sare permissiondhe output file is named PermAccounts.Txt by default.

The /DX command line option can be used in conjunction with the /DD (dump directory), /DF (dump file) and /DS
(dump share) option¥.ou can combine it with the /DH (dump header) tdude a first row of column headers.

The resulting file has the following format:

Column = Name Description

1 Computer Name of the computer.

2 Account Domain And Namel Domain name and account name.
3 SID SID

4 Account Type Type of account

5 Timestamp Timestamp

You can use Microsoft Excel for example to use column 2 or 3 to produce a mapping file containing the required
accounts.

To create a PermAccounts.Txt file containing all users and groups used in NTFS permissions (Permissions, Auditing
andOwnerp f t h e \myofladledre ricc,; you could run the foll owing comm

[ Copyright c: \ myfolder /dd /df /dx /dh |

I f you would like to additionally include\mydoduretrd wsec
below that folde you could run the following command line statement:

Pagel93/260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

| Copyright c: \ myfolder /dd /df /ds /dx /dh |

If you would like to produce a PermAccounts.Txt file containing all the user and group accounts used in any share
level permission of all the shares hostedtenlocal computer, you could run the following command line statement:

| Copyright /ds /dx /dh |
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Using the Windows Explorer Extension

Copying with the Windows Explorer extension

Start up a new instance of the Wi owoswEXEXxeplererf bymrume
AProgr aimsvwbfaoldder fAAccessorieso.

You can either use the Windows Explorer to navigate to the location of the files you want to copy or enter the
locations absolute or UNC path within the corresponding Windows Eqdfietd. This could be for example
\SourceServ&€3$ or CAMarketing Data.

Select the folder you want to copy within the left side of the Windows Explorer.

Open up the context menu by clicking on the right mous®tuvhile the folder is still selected. Run the command
ACopyo from within this menu.

Next use the Windows Explorer to navigate to the folder where you want to insert the files selected in the previous
step, you can enter the destination locationintothc or r esponding field of the AW ndc
examplé\DestinationServéb$ or T:\Marketing Data.

Then use the tree view of the Windows explorer, located on the left side of the windelectdlse folder, where
you want to insert the files. Open up the context menu by clicking on the right mouse button while the folder is still

selected. Run the command fiPaste with CopyRighteéo. A wi

requied to copy files, folders and shares:

—iEix
& &= .
Source
Q:h\Data
Destination
T
File copy progress Files: 0 Errors: 1]
0 | Show parameters 1
¥ |nclude folders below source [ Include sharez [ Folders only, don't copy files

™ Inherit fights from destination [ Shadow Copy [ Copy locked files
[ Copyusers [ Localgroups T Global groups [ Sunch. users and groups copied

r Map zecurity identifiers of local groups and uzers on the zource computer automatically to
identically named local groups and users on the destination computer

[~ Map security identifiers with a predefined mapping table;  <Mot selected> |
¥ Continue process if encountering not existing or not rezolvable security identifiers

[~ Owvemnwrite existing files [~ Owena, rforlyfles T lgnore emors and continue processing

[T Create alogfile:  <MNot selecteds J
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The options of the Windows Explorer extension are described in the following table:

Description Corresponds to
command line
parameter

Include folders below This option controls whether subfolderfsthe sedcted | /S
source folder(s) should be copied to®his option is selected

by default.

Include shares This option controls whether network shares should| /H

copied from the source to the destination. If enabling
this option all network shares of folder$emited by the
copy process are included.

Copy locked files This option controls whether locked files should be | /X
copied during the copy process.
Shadow copy This option will make use of a shadow copy of the | /ShadowCopy

source folder to circumvent errors resugtiinom
locked files.This option only supports local files and
folders as the source. Remote UNC paths and
connected network shares are not supported.

Inherit rights from Enabling this option prevents security information frq /Z
destination beirng copied. Instead the copied files inherit the

security information from the destination folder(s).
Copy users Enabling this option causes CopyRigi /CU

automatically copy users not existing at the destinat

The password of the created user is gngtially and

needs to be set by the administrator. This is the rea
why the newly created user is created in a deactivat
mode and needs to be activated by the administrato|
before it can be used.

If you use this option in combination with the optio
AiSynch. wusers and group
users in the destination will be synchronized with thg
of the source environment.

Local groups Enabling this option causes CopyRigid /CL
automatically opy local groups not existing at the
destiration.

If you use this option in combination with the option
ASynch. users and group
groups in the destination will be synchronized with
those of the source environment.

Global groups Enabling this option causes CopyRigid ICG
automatically copy global groups not existing at the
destination.

If you use this option in combination with the option
AiSynch. users and group
groups in the destination will be synchronized with
those of the source envinment.
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Synch. users and groups
copied

This option affects the
groupso and AGlI obal gro

/CU+ oder /CL+ oder
/CG+

Map security identifiers of
local groups and users on
the source computer
automatically to identically
naned local groups and
users on the destination
computer

This option automatically assigns users and groups
used within security permissiotisat do not exist or

cannot be resolved within the destination environme
to identically named users or groups.

M

Map security identifiers
with a predefined mapping
table

This option reassigns automatically reassigns
permissions according to a previously created mapp
file that assigns user and groups of the source doma
to user and groups of the destination domkiow to

create such a mapping file is described later in detal

/G:<Datei.Map>

Continue process if Enabling this option forces the copy process to /A

encountering not existing g continue, if encountering errors causgdhiot existing

not resolvable security or not resolvable user and group accounts.

identifiers

Overwrite existing files This option causes existing files to be overwritten /0
automatically without the users confirmation.

Overw. r/only files This option causes existing, write protectdedfito be | /W

overwritten automatically without the users
confirmation.

Ignore errors and continue
processing

This option forces the copy process to continue eve
errors of any kind are encountered.

N

Create a log file

This option enables a log file be created.

Corresponds to the
option /R in
combination with a
redirection of the
command?©o6s
addi ng fA>L
to the command.
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Reassigning permissions (ReAcling)

CopyRigh® can reassign the permissions of existing data without act@lying files. For thipurposea mapping
definition file has to be created as described earlier.

To begin reassigning permissions, use the Windows Explorer select the folder where you want to start the process at.
Open up the context menu by clicking thight mouse button while the folder is still selected. Run the command
iReAcl with CopyRightéo from the menu shown.

During this process all users and groups contained in permissions will be changed according to the predefined
mapping definition file.

You can use this optionégé

T édur i n ¢ghaaed migratiorlVithin the first step all the data is copied from the source to the
destination without changing apgrmissionsDuring the second step the permissions are changed by using
a mapping file.

9 ...durirg domain migrations. You can use a mapping definition file to assign groups and users from the
source domain to groups and users from the new destination dakfen. all the accounts of the source
domain have been replaced, the source domaincanbe@movey uni nstalling this dom
controllers.

Enable Backup / Restore Privilege for Windows Explorer

If the current user account has been granted the backup and restore privilege either locally or on the domain
controller level (in case of a domatontroller), you can enable and disable this privilege for the currently running
instance of Windows ExploreAny local or domain administrator accounts have this privilege granted by default.
Enabling the privileggives you the opportunity to traverggough paths that normally would deny any access in
order to pick a sowsntee wort hd €9 tpiy RAftgrithe givolegs e Beenfufed, you
can disable it again.
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Using a DFS Server to Maintain the existing UNC Namespace

CopyRight2 supports the use of a Microsoft DFS (Distributed File System) server to maintain the existing UNC client
namespace.

You can use CopyRight2 to create DFS links of an existing €eiwer s. Byacreatisg a DFS namespace beginning
wi t h t haeter@ntl by setth@a certain registry value the server will serve NetBIOS requests for the old server
name. This requires of cause that the old server has been renamed because otherwise a NetBIOS name conflict would

be the result. You prepare the DFS eapace in advanad# your migrationt o poi nt to the ol d serv

name.

Using DFS differs depending on whether your DFS server runs in a cluster or not.

After you have created the DFS namespacdeatyeo uD FcSadn ocprte aotne

update the DFS links after a share was successfully migrated to a new location.

Please noteAny persistent share mappings that users have created manually (for example using explorer with the
fiRestore this ¢ onvetobdréconnestedanartuallyo 8hares magpéd lwiththogon doripts
exampleare not affected by this Microsoft limitation.

Please noteThe server running the DFS server cannot be a domain contralléinermorethe source server cannot
be a domain comntller as well. Please move the domain controller role to another computer in this case.

Please noteThere is a DFS client cache timeout that can be configured on your DFS server using the DFS

management snap in. The default value of 30 minutes cawedd to a more reasonable value during migration.
This is the amount of time it can take until a client

Non Clustered DFS Server

1. I nstall a server r urPasadp ndtihstlltiiePiomai 8eCointceod | rolder ol

2. Installthen Di stri buted File Systemd role service by using
During the installation you will be asked if you want to create a namespace, please choose to create a namespace
later.

3. Create a ADFS Copy 0 b 0 ofyour sourog seavér(@) yaut OFS senverYsupcanc i f i ¢

4. Rename the old file serverintotheme speci fied by the ADFS CeRplyo Jobo.

I
you woul eéRTaOop ppeon dt hfie exi sti ng ¢ o mp unameeppemup thetart niellu, c hange
fr

then open up the computers context menu by clicking on the right mouse bigkbichooséi Pr oper t i es 0
thecontextmenkki nally select fiChange Settingso to open up
name.Please note that you might need a doraath mi n i usemarte and password to rename the computer

in the domén. Reboot the computer afti#és name has been changed.

5. Open up regedt32 on the DFS server and go to the registry key

AHKEY _LOCAL _ MAsehCuieBtControlSéGervicetDfs\ParameteMe pl i cat ed o and add
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DWORD value with thatnhamBefiBEgbveBE€onsoltd a valu
value fiLogServerConsolidationd to a DWORD of 1 t
to be written to the event log.

6. Please make sure that your DFS server has DNSnatit updates enabled fits network adapters. Otherwise
you might have to update your DNS servers manually to point to the replacement server.

7. Open up regedt32 on the DFS server and go to the registry key
AHKEY L OCAL _ \egstehiCuiMeBtControlS&BavicedDnscachP ar amet er s 0. Add a nev
value with the name AAlternat eSQammuwt e/raN aimneeds. 0 | onf tthhee vd
type the fully qualified DNS names of your old server(s).

8 Run the command #Ainghe DrRSfservgr front aecgnimartd eronthin Bhig wilbregister the
defined server names within DNS.

9. Open up regedt32 on the DFS server and go to the registry key
AHKEY L OCAL _ \ogstehiCuieBtControlS&BerviceLanmanServdP ar amet er s 0. Add a n
fOpti onal Names8tofngypal 6MMaltin the value data box, 1t
servers each on their own line. Then click on OK. This value will cause a registration of the server names within
WINS uponServer Serviceestart.

10. Redart the Server Service on the DFS server.
At this point in time accessing file share data using the existing UNC namespace should work and the share by share

migration can begin.

Toroll backthe server namehange, please follow the steps below

1. Onyour DFS server, remove the old server6s name from |
AHKEY L OCAL _ NeishiCuiMeBtControlSéBervice¥DnscachdarameteiglternateComputerNam
eso

2. On your DFS server, remove the old serverds name fron

i HKEY _ L OC K£HINBVWBgstemCurrentControlS&BerviceanmanServéaParametef® pt i onal Names o
3. Restart the Server Service on the DFS server

4. Rename your old server back to its original name and reboot.
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Clustered DFS Server

Make sure that youFilé uSemrvi odlakesuelthat yoarrclgsteanoddsade.
not running théi BmainControllem role.

OneachnodeinstalitieFi | e and St>orfaklgiel eSeanwd c*dB®S| NSewergpaees80 ro
(ADi stri but eahpréWihdevs 2032pyt using the Server Manager. DFS Replication is not
required.

Note: During the installation you will be asked if you want to create a namegpastlling on préwindows
2012 please choose to create a namespace later.

Use theClusterAdministratorto createa iDFSNamespace Sen@r r e sYouwcarerger anycluster resource
andnamespace name you like for examifieN a me s phiscesodirce and hamespace will not be used for the
shareby-share migration. If you want to use the cluster leythhat purpose, you may want to provide names that

make sense in your environment. You may change the DFS cluster resource and the namespace name at a later
timeaswellPl ease note that the ADFS NamespactteDERrver o wil
shares.

On the node that currently owns the DR&8mespace &ver, open up regedt32 and go to

AHKEY _L OCAL _ MgshiCuideBtControlSéBervicetDfs\ParameteM®e pl i cat edo and add

DWORD value with the name fitGavalueofrlCYouncanmptiondlly seiten Ret r y o .
value fiLogServerConsolidationo to a DWORD of 1 to ena
to be written to the event log.

The next step requires use o Windowse012 and newer, this todtisrotd man ag

installed by default. @ install it,use the following PowerShell commaod the node that currently owns the
DFS Namespace Server

Install - WindowsFeature i name RSAT- Cluster ing - Cmdinterface

Next open up a commamtompt on the node that currently owns the Dde®nespace&ver and run the
command

ficl ust e rNamespace SdvErHlame
/addcheckpoints:Systa@urrentControlSéServicetDfs\ParametedR e p | i cat ed 0.

Please replace <DFS Namespace Server namexhgitiame of the namespace server you created in step 3.

Adding the checkpointill make sure the required registry values get transféerréed t he A DFS Namespac
S e r \isenoved from one cluster node to another.

Cr e at e Share BdnsoRlatianjob to mgrate all or specific shares of your source server(s) to your DFS

server. You can use the deRfTaoultto o phtei osre rtvheat naapmpel ipeosi na
links.
Rename the old file ser verShare@nsolidatibdagob.nfgomepecifipdeaci f i ed by

suf f FIRXT,godu Aiwoul éRTadop pteon dt hfie exi st i ng ¢ o mp unareeppemuwpme . To
the start menu, then open up the computers context menu by clicking on the right mouse button. Next choose
ARrpertieso from the context menu. Finally select HAChHE:
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the computer name. Please note that you might need a domain admidistrs¢éoname and password to rename
the computer in the domaiReboot the cmputer afteiits name has been changed.

9. Use the cluster administrator to ad drignalder@dsinemet Access
10.Use the cluster administrator to bring thee ADFS Names
At this point in time accessing file share data using the existing UNC namespace should work and the share by share
migration can beginYou can test if the failover works at this point in time.
To roll backthe server name move use the followirgpst
1. Use cluster admin to delete the client access [foimtS e r v e wusind\theonigita)s er ver 6 s na me.
2. Del ete the computer account for the original file ser
Directory. This computer accounthad @ s ¢ r i prailover olusterfvirtu@al network name accauand
should be a deactivated account at this point showing

Comput efinsd snap

3. Rename your old server back to its original name analotebhis step will create a new computer account in the
Active Directory domain.
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Using SID-History for Active Directory Migrations

CopyRight2 supports Windows sidHistory attribtdemigrate users and security groups between Active Directory
domains indifferent forests (inteforest migration) or between domains in the same forest-fiotest migration).

Using the sidHistory attribute will allow migrated users and members of migrated groups to access data that grants
permissions to the original sae account. This feature disconnects the Windows account migration from the
migration of resources, such as file sharing or mailboxes and also from the rollout of new workstation PC.

Inter-forest SID-History Migration Requirements

Please carefully reamboutthe sidHistory requirements documented below. After these requirements are met, a
migration of user or group accounts having sidHistory enabled will succeed without errors and migrated accounts will
have the original accounts SID added to their sty attribute.

Trust, Special Local Group & Auditing

Before sidHistory can be usénl migrate between two domains residing in two different foréstsfollowing listof
requirements has to be fulfilled:

1.

Thesource domaihas to trust the destinati@omain, allowing accounts from the destination domain
access to resources still located in the source domain.

Create a local group in tiledurce domaihaving the NetBIOS domain hame as group name with 3 dollar

signs appended. If the NetBIOS domainname t he source domain would be fAC
create a domain |l ocal group called fAContoso$$$0. No
sidHistory migration of accounts will fail.

Enable auditing of account management insthice and the destination domdpart 1)

On Windows 2008 (andnewe¥)ou can do so by starting the AGrou
AAdmi ni strative Tool sfBoresbN-diDomain®a Vi iY @ @BamainNtaanetohe no d
fiDomain Controllers -> fiDefault Domain Controllers Polidy r i g htEdciltioc.k lonn thhe @A Gr ou
Management Editoro navi gadt eil RolificGivéemgndoevs> Senti ggsat
fiSecurity SdtotciangPd@Audi esBolicyo.

p P
e

On Windows 2003youeca do so by starting the fADomain Control |l e
tools. Next navigate o fitthe anod®Pd Aude esBiol y cydt ti ngs

Enable auditing of account management insitngrce and the destination domépatrt 2).

Nowrightc | i cKu dint fiac c o u nibtheneaisepaneorthe rght&idend then click on

AiPropertiesédo. Now click on fAiDefine these policy se
confirm the settiynogsandy tchHenc kamgh @kno . Alpmpplt he det ai |l
Directory Service Accesso0o and then click on fAProper
next on ASuccesso. Again click on fAApwpittgwatenild A OKO
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the changed settings axeplicatedy ou can use t he fig oergodcadudpdatingtheor ce d ¢ on
GPOs.

Advanced Auditing

If your source or target domain shd have used Advanced Auditingthe pastintroduced with WindowSewer
2008,you may still receive an error indicating that auditing in the source or target domain is not enabled even though
you followed the steps above.

If this is the case additionally:

1. Navi g &toanptud eft Co-nf il § o k>a ¢iiVe snddtoiwmsy sSkeSecur ity Settings
fiAdvanced Audit PeolfiAwydiCtonPdhJucmesetonManagement 0 and
subcategories for success and failure auditing.

2. Navi gtoanptud efi Conf i Bokathivdisendd ows> Sfec tii ingy>0Setti ngso
fiAdvanced Audit PoliiAwdiCtlonPd Bicmde @0 and enabl e a
for success auditing.

Source Domain Controller

While adding sidHistory, the process will automatically communicate with the Ri@&®r of the source domain,
S0 it is not a requirement to specify this domain controller.

Pl ease specify a source domain controller that is finear
performance.

Security Context Requirements

The Windws sidHistory APF e qu i r agsateSIibe sfidr y0 per mi ssion in the targe
permission is granted by default to fiilzomain Admin® and f Ent e groupsiYeuscoul eittmdr maked

the account a member ofie of thosgroupsor al t er nat iigraeBIPp h gsrt arrty ot .IgeantiigM s si on
the permission works with a standard Domain User account, assuming it has been diflegated e at e del et e
manageansénsoinCreate, dertletcarespondgtangei@lhge gr oup

Since build 657, you do not necessarily need AMigrate S
sidHistory proxy functionalitygee below for more informatipn

‘N

It is best practice to use an account of the target domaingtethb e en made a member of t he
Administrators group.

You can use this account of the target domain to logon to systems in the source and in the target domain, due to the
trust established between source and target domain. That means withearun it in a push configuration from a
system in the source domain or in a pull configuration on a system in the target domain.
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Naming Resolution

The target DC needs to be able to resolve the computer name of the source domain controller. Ytwar garlei
with a DNS conditional forwarder in the target domain, that forwards requests for the source domain to a DNS server
of the source domain or alternativelyews LMHOSTS file.

When sidHistory is added using the corresponding Windows API, an RIP@iltbe issued to the target domain
controller. The target domain controller will then communicate with the specified source domain controller, requiring
naming resolution to work properly. An access denied error can occur if the naming resolutiootdeak while

adding sidHistory.

The creation of a trust between the source and the tarc¢
able to resolve names of the target domain. Please set up a conditional forwarder in the source dethain as w
forwarding requests for the target domain to a DNS server of the target domain.
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Using SID-History in User and Group Copy Job

After the requirements for sidHistory migrations have been met you can enable the corresponding option of the
CopyRight2job depending on the type of migration you want to perform.

Inter-forest SID-History Migration (Different Forests)

In case of an inteforest domain relationship, where the two domains reside in different forests, you can copy
existing accounts from ¢hsource domain to the destination domain.

To add the original SID to migrated user and group objects sidHistory attrilrdsepenable the following option
for users and/or group accounts:

B ' Add User and Group Copy Job - O X
i;}" A
SID History for migrated objects (Interforest Migration)
Settings
¥ Users ¥ Local groups ¥ Global groups
% 51D History for migrated objects (Intraforest Migration)
User

Environment [ Cross domain move user, group & contact objects from source to destination domain

© | -

Active Directory

Options
o Reacling of group members, group memberships and renaming of samAccountName
% [ Map security identifiers with a predefined mapping table: <Not selected >
AD Atribute
Inc. & Exc.
Automatically create mapping file, mapping source to target accounts
[ Export mapping file: <Automatic>
-
_— [
Scripting v
OK Cancel
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Intra-forest Domain sidHistory Migration (Same Forest)

In case of an intraforest migration, where the soure and the destination domain reside in the same forest, ythe can use
ACr oss d o opionimsteadts raoie the account from the source domain to the destination domain. In case of both
domain residig in the same forest it is not possible to copy the source accounts, because one requirement of a domain
forest is, that accounts have unique SIDs, uniquely identifying accounts within the forest. You can enable a cross domain

move by enabling th@ Cr oosnsa i dn aptow elow:

B | Add User and Group Copy Job - O X
i;}“ A
SID History for migrated objects (Interforest Migration)
Settings
[ Users [ Local groups [ Global groups
% 1D History for migrated objects (Intraforest Migration)
User
Envitonment [v' Cross domain move user, group & contact objects from source to destination domain
% % ¥ Automatically convert global groups a moved users is a member of to universal groups
[ Automatically delete children of moved objects (e.g. ExchangeActiveSyncDevices)
Active Directory
Options
= Reacling of group members, group memberships and renaming of samAccountName
% [ Map security identifiers with a predefined mapping table: <Not selected >
AD Atribute
Inc. & Exc.
Automatically create mapping file, mapping source to target accounts
[ Export mapping file: <Automatic>
-
—_— [
Scripting W
OK Cancel

Important: Please note that in case a moved user object is a member of a global group of the source domain and that
global group is not getting migrated (yet), the user cannot remain a member of that group without cohirediag i

universal group. This is due to the restriction that global groups can only contain members of the domain the group
resides in. You can automatically convert such groups
gl obal miondurthesnrejbneeds to recursively convert any other global groups that the group in question

is a member of in case you are using nested groups.
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Disabling SID Filtering for Inter-Forest Domain Migrations

To allow migrated accounts access taotases still residing in the source domain, the SID filtering settings have to
be adjusted before access is granted. This step differs slightly, depending on whether a domain trust or a forest trust is
used between the source and the destination domain.

In case of a domain trust, execute the following command on the destination @dria@to disable SID filtering

(Pl ease replace SourcebDomainName with the source domair
destination domai n**s0 NweittBnl CGSh en aprees sawodr di *of t he Admi ni st
domain)

Netdom trust SourceDomainName /domain:DestinationDomainName /quarantine:No
/Usero:SourceDomainName  \ Administrator /Passwordo:***

In case of a forest trust, execute the followingcegatmd on t he destination domainbés PI

filtering:
Netdom trust SourceDomainName /domain:DestinationDomainName
/ enableSIDhistory : yes /Usero:SourceDomainName \ Administrator /Passwordo:***

Note: Disabling SID filtering requires a level triust between the source and the destination domafitis.SID

filtering disabledit is possible for a domain administrator of the destination domain, even without being a member of

the source domaindés admini st r athesoscedamaiugnd addittkoaficl oned ar
existing account of the destination domain, to gain access to any data still residing in the source domain. Disabling

SID filtering is basically identical to adding the administrators of the destination domain to theséeibairs group

of the source domain. If this would happen anyways, or if the source and destination domain are administered by the

same administrators or if all the data from the source domain should be migrated to the destination, this is not of

concern
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SID-History Clean-Up After Migration

SID-History is meant as a temporary solution during migrations. The fact that a user account possesses multiple

SI D6s may cause pr otnladmmstration todis asMielhad paviyssoftvard. Akt the account

and the resource migration have been completed, the resource permissions should be cleaned up (for example by
using a CopyRight2 Security and Attributes job), replacing any occurrences of old SIDs with the SIDs of the
migrated accounts. Oaall the resource permissions have been cleaned up, the sidHistory attribute of migrated user
and group accounts can be emptied because it is no longer used.

You can use the following opti on -gpfNTES afidSieegpermigsiong, addingd At t
the NetBIOS name of the destination domain or a domain controller of the destination domain:

Add Security (ReAcl) & Attribute Job - X S

r _I_] Reacling of security identifizrs
\L@ [ Map securty idertifiers with a predefined mapping table: J
File Attributes
and Time

Active Directony sidHistory options

[v Load sidHistory from AD domainis):

| ACL and Owner Bemove
Permissions

[ Kepp onginal 510 in NTFS and file share pemissions

| 1.

] Shares

m

d

s

Error
Processing -

LE
e

QK Cancel

e m

Setting this option causes CopyRight2 to retrieve a mapping of old SIDs to nevir@tDibe specified domain(s)
when the job startsotreplace any occurences in NTFS or file share permissions accordioglgan optionally
keep the original SID in permissions, effectively adding the SID of the migrated accounts with identical permissions.
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Computer and User Profile Migration

Using the Graphical User Interface

You can perforntomputer ad profile migrations graphically by defining a Computer and Profile Migration job.

This job type provides you with the ability to migrate presdiexisting on remote computers, beisgociated with an
account from the source domaia,be usable by an account that has been previously migrated to the target domain.

It is possible to migrate profiles fosseraccounts thahavebeen migrated with sidHistory and without sidHistory.

CopyRight2 supportmsigrations of computer accounts and profiles within the same or across different Active
Directory forests.

You can find an expl anat i on Addig ot Bdiéing p GosnpuiebahdeProfilee t t i ngs i r
Migration Jold .

You can run the jomisimulation mode, configurabtmtheNa me page of the jobbés setting
mode the job will not apply any changes to the remote client but instead simply collect information about the user
profiles found locally.

Note: It is requiredto run the job from a system in the source domaini#f an interforest migratio(across forest
boundaries), ithetarget domain does not trust the source dontfaihe target domain trusts the source domain or it
is an intraforest migration (same fose implying a trust), the location where you run the job, does not matter.

Configuring the Computer Connection Point and Other Options

Before you can run the job, you will need to ensure that a computer connection point has been configured under
Menu-> Options-> Computer and Profile Migrath -> Computer connection poinYou can find more information
about configuring the computer connection point in the

In case you are performing an inferestmigration and the targetomain does not trust t®urce domain, it is
requiredto install the RPC service under MeruOptions-> RPC ServiceYou will need to provide a domain user
account of the source domain that is a member of the local Administgatup on the remote computerbis
context will be used to join the remote computers to the target domain.

Note: If the target domain trusts the source domaiii dris an intraforest migration (same forest, implying a trust),
you can configure thEPM$ share to grant permissions to the Domain Computers group of the source domain in
order to allow status and log file uploads shown in the GUI.
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Migrating from a Synology Directory Server Domain

If you want to migrate from a Synology Directory Serdemain, not allowing trust relationships with Windows
Active Directory domains, you will need to install the $§anage CopyRight RPC Service on the system where you
have installed CopyRight2 and the computer connection point (CPM$ Share).

Additionally, you will need to set the servicePrincipalName attribute of the user account being used to run the RPC
Service and ensur FQDNOFOR2EER¥ERO® heheré¢ upg®OBECRR2e pl ace FQDN
SERVER with the fully qualified DNS name of the serveerhyou have CopyRight2 installed.

To settheattribute, you can either install Active Directory Management tools on a Windows systiense the
graphical user interfacar alternatively set it by command line as shown beldwere you would replace FQDRF
CR2ZSERVER with the server GUSERAQEOUNThvatmtiee demaid an®B3dv Aamél of
the account used to start the CopyRight RPC service

SetspnS cr2/FQDNOFRCR2SERVER DOMAINUSERACCOUNT

You can use the command below to validate if tR&l $ias been set:
SetspnQ cr2/*

After defining the SPN, please restart the CopyRight2 RPC service.

If the SPN is not defined, the Computer & Profile Migration agent, running on the client side, will fail to contact the
RPC servicas otherwisenutual Keberosbased authenticatiosill fail .
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Running the Job

During job execution a service will be deployed onto the computers the job is targeting. It will be deployed to
multiple computers in parallel. The maximum number of threads is configurable in-¥M@&ntions-> Computer

and Profile Migration.

After the job has deployed the service to all computers you will receive feedback about whether it was successful or
not. You can consult the jobs log file for details and statistics.
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Tracking Execution Results

You can track each individual computerds status by sel e
Status button. You should then see the following dialog:

Computer & Profile Migration Status >
Computer Tirnestarmnp Refresh (F5)
LT WESTA-0001 Z 6/16/2022 3:57:43 PM
— WKSTA-0002  Running /16,2022 5:52:23 PM
55 WESTA-0003  Completed /16,2022 5:57:43 PM P
55 WESTA-0004  Completed /16/2022 5:57:43 PM
; WESTA-0005  Running /16,2022 5:52:23 PM Retry
e WESTA-000E  Running /16,2022 5:52:23 PM
55 WESTA-0007  Completed /16/2022 5:57:43 PM Close
& WESTA-0008  Profiles 6/16/2022 £:24:05 PM
55 WESTA-0009  Completed /16/2022 5:57:43 PM
55 WESTA-0010  Completed /16,2022 5:57:43 PM
55 WESTA-0011  Completed /16/2022 5:57:43 PM
55 WESTA-0012  Completed /16/2022 5:57:43 PM
55 WESTA-0013 Completed /16,2022 5:57:43 PM
55 WESTA-0014  Completed /16/2022 5:57:43 PM
55 WESTA-0015  Completed /16,2022 5:57:43 PM
55 WESTA-0016  Completed /16,2022 5:57:43 PM
55 WESTA-0017  Completed /16/2022 5:57:43 PM
55 WESTA-0018  Completed /16,2022 5:57:43 PM
55 WESTA-0019  Completed /16/2022 5:57:43 PM
55 WESTA-0020  Completed /16,2022 5:57:43 PM
55 WESTA-0021  Completed /16,2022 5:57:43 PM
55 WESTA-0022  Completed /16/2022 5:57:43 PM v
Computers: 30 Running: 4 Check Profiles: 2
Completed: 23 Error 0

You can see each computer targetted in the job along with its curreistastd some more statistics on the bottom of
the dialog

The status can be either:

Status | Description

Scheduled | Computer will be targeted during jobs next execution.

Running Remote process is still active on remote computer.

Error An error has occued during remote execution.

Completed | The remote process has completed successfully.

Profiles There are one or more profiles for users in the source domain that could not be foun
target domain.
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Ifthej o Bids el oad mi gr at nabledforeagwephased apppoach, separatirg the deployment of the
migration agent and its executidhere are two additional states a client computer can be in:

Status

' Description

Preloaded | Thefirst phase of the migration, the deployment of the mignagent, completed
successfulland t he fAPrimeo button can be us
to APri medo.
Primed The computer will perform the second
execution.
Toresolveerrors,yoaan cl i ck on fiShow log fileéd to see the | o0og f
computer.
To run a specific computer again, click on the fARetrybo

In case you receive the Profiles statuscause of user profiles found on the remote computer that do not have a

click

W' NT AUTHORITY\LOCAL SERVICE

W' NT AUTHORITY\WETWORK SERVICE
W WIN10\Administrator

W’ DOMAINAYTestD1]
2| DOMAINANT estD?
W 5-1-3-21-395057800-1862855868-1182341212...
<

Selected profile

Copy unmigrated account names te clipboard

Path:  C\Users\test(2
Last profile update: 6/16/2022 6:23:18 PM Status: Enabled domain account
Last domain logon: 6,/11/2022 6:26:00 PM S0 5-1-3-21-395057300-1862859868-1182341212-1131

[ Ignore profiles of accounts that have not been migrated to the target domain during next run.

mat ching account in the target domain, you can or
and accounts:
WWWEKSTA-0008 - Windows User Profiles x
& profiles found (2 migratable, 1 non-migratable, 5 skipped): 6/16/2022 6:24:05 PM
Account | Status s
%" NT AUTHORITYV\SYSTEM Skipping profile because it is a well known built-in account's profile,

Skipping profile because 51D value was not found in registry.
Skipping profile because SID value was not found in registry,

Skipping profile because a user account "DOMAINB\test02" was not foun
Skipping profile because this account does not exist anymore in the sourc »
>

Cancel

o]

In the upper part of the dialog you can findsa of porfiles found locally on the remote computer. The time stamp in
the upper right corner tells you when this information was collected.

In this example, there were 8 profiles found locally on the remote compmi€STA-0008. There is one nen
migratable profile found, not having a corresponding user account in the target domain.

Page214/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

The group box below the list of profiles shows detail information for the currently selected profile. Is shows the local

path of the profile (revealing the user name of aot®deleted in the source domain), the last profile update on the
workstation, the last domain logon-(#4 days!), thelomainaccount statugenabled, disabledy nd t he account 6
SID. Please note that there will be no profile warnings shown for prdfdmging to accounts that have been

deleted in the source domain.

If there were nomigratable profile(s) found on a computer you can use the information shown to decide if those
accounts either need to be migrated or can be ignored.

You can Ppye utnhmé gi@d ed account names to clipboardod butt

I f you check the Al gnore profiles of accounts that have
ignore tre profiles of unmigrated accountnd proceed with the profiles that are migratable.

Performing an Undo to Reverse Changes

To undo changes made on a client by a Computer and Profile Migration job, please logon to the client as local
Administrator and perform the steps below to rollbpodfile changes. The undo will also reverse changes made to
the domain membership of the computer if the job changed it.

1. Open up an administrative command prompt.

2. Change into the correspondi ng | ovindavssyseolvGiferOURe n t he ¢
JOB-NAME.CR].

3. Run the following command:
copyrightsi debugi undo

It will undo changes made to profiles and at the end attempt to join back to the source domain if the job had changed
the domain membership. It will prompt you for a usernamesgpalssword of the source domain that has permissions

to join the computer to the source domain. If the client computer account does not exist in the source domain, it will
attempt to create it. If the domain join should fail, you can manually changertardof the computer.

After the undo has completed, please reboot the computer.
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Using the Command Line Interface

You can migrateomputersand optionally user profilesf local or domain accountasing a command line interface.

It can either beunlocally on thecomputeror deployedn case you have some sort of software distribution available,
such as Microsoft Operations Manager (MOM), IBM Tivoli, PDQ Deploy or similar.

Additionally, it supports a push method that can be used if no such softnavailabléo you

Note: If you have moved user accoufit®t copied!)within the same foregintraforest domain migrationyith
sidHistoryyou will not need to take care of the user profiles. Windows handles thatwésg logon of the migrated
account You can still use the /JoinDomain option to migrate the workstation to the target deithaiut the
[FixProfiles option

Command Line Parameters

You can use the following command line parameters to change a computers domain membershipeupdaliy t
existing profiles of local and domain user accounts and preserve cached credentials:

CopyRight [/{JoinDomain:<NetBIOS or DNS Domain Nanjg&JoinAccountUser Name}
[/JoinPasswor&Password of User NamgpJoinTitle<Title of Logoff Notification Window]
[/JoinMessageMessage of Logoff Notification>] JoinMessageTimeoustSeconds¥/NoUserNotificatiof
[/NoLogoff] [/[NoReboof /NoShutdownOrReboofl FixProfileq [/UpdateCachedCredenfi@dlRemote:<NetBIOS or
DNS computer name>]

[/JoinDomainkNetBIOS or DNS Domain Namé>| Join des Workstation to the specified domain.

[/JoinAccounkUser Name} If the account being used does not have permissions to joi
specified domain you can provide an account name to be
insteal.

[/JoinPasswor&Password of User Namg> Password for the account to be used to join the target dom

[/JoinTitle<Title of Logoff Notification Window] | Title of the user notification window shown to inform the us
that a logoffis required. Thedefu | t Damaih e i s
Migrationod .

[/JoinMessag&Message of Logoff Notification>] | Text of the user notification window shown to inform the us
that a | ogoff i s r ¥ogrworkstatn
will switch to a domain now. Please savg aending work
and then click on OK to continue the process. After the syg
has rebooted you can login again.
[/JoinMessageTimeouwtSecondsp The time the notification message is shown to the user. Th
default value is 60 seconds. After that tinaes Ipassed the use
will be forced to logoff.

[/NoUserNotificatiof Disable the user notification message entirely.
[/NoLogoff] Do not logoff the currently working user.
[/[NoShutdownOrReboot] If used, the system will not shutdown or reboot after the
workstation has been joined to the target domain.
[/[Reboot] Optionally reboot the client after domain join, instead of
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shutting it down.

[/FixProfiled If used, the locally found Windows user profiles of local an
domain users will be processed.

Note: This option is not needed if moving user accounts wi
the same forest while using sidHistory.

[/LoginMessage:<Message to Login Again>] Text of user notification after profiles have been processeo
if using /FixProfiles withjout /JoinDomain,
[/Shudown] If used in conjunction with /FixProfiles and without

/JoinDomain, the client will shut down after profiles have bg¢
processed instead of displaying an information that the use
can login again.

/JoinOU:<OU Distinguished Name> Create the computaccount in the specified OU of the targe
domain.

For example:
[/ Joi nOU: oQWD-OMyD AMAI N, DC=CON

/JoinDC:<Domain Controller Name> Join the target domain using the specified domain controlle
(either specified as NetBIOS or fully qualified DNS Name).

[/OutLog;<LogFile-Path.Log>] This option will set the location of the log file. You could fof
example redirect it to the

[/Remote:<NetBIOS or DNS computer name>] | If enabled the command will be executed on the specified
remoe computer.

Remote Execution (Push Method)

If /Remote is not used to specify a remote computer, the operation will change the local computers domain

member shi p! I f / Remote is specified along with a remot e
temporarily install a service on the remote computer, start the service, immediately uninstall it again and then perform
the operdsimg CopeRiight 26s Co mmaR@mote Executoh )l .ntlefr ftalte & Cdod Y
are currently logged owith does not have administrative permissions to remotely install a service (not a member of

the local Administrators group either directly or indirectly), you can optionally specify credentials using the

/RUser:<user name> and /RPwd:<Password>.

Logging

e the command | ine parameter [/ OutUsigg: <Name of

You can us
t 26s Co mma nodByldefanlet hien tl eorgf afcid e( G Il)I be called fAC

CopyRigh

If executing the command remotétyconjin ct i on wi t h t h e (pésh iRethot) yoecan fipdatinahme t e r
folder %SystemRoot¥%ystem3¥CR folderof the remote system

VPN Users / CopyRight2 Cached Credential Update Add-On

One knavn potentialissue you may fac@ case you have VPN uséssthat Windows will delete the cached
credentials if a computer is changitig domainit belongs to This can become a problem if your VPN client does
not ship with a sacalled GINA.DLL that extends the logon process, allowing you to open up the VIRBI from
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the login screen. The Cisco VPN client for example has such a GINA.DLL, whereas OpenVPN and other derivates
based on OpenVPN do not.

This problem is solved by the CopyRight2 Cached Credential Updaté&©Add

The workaround for thgiroblemis usuallyto let the eneiser logon one time with a local account, open the tunnel,

use the switch user functionality of Windows to get back to the logon screen and then logon with a domain account.
Another possibility is to visit the corporate network todngne time with the domain account while connected to

the network. Both will cache the credentials.

With the Cached Cr edent i alUpddtpGhched€redentmlongWwiththed and i f usir
6/ JoinDomai nd par amet e rdoma@ whilepRsegingtie exisiing dachedwiedemtidls andt h e

if necessaryipdatethem so that a migrated user accastilt canlogin after the domain changedthout having to

use the two workarounds mentioned above

Required Files if Using Remote Deployment Software

In case you want to run the process using some sort of remote deployment software, you will need to include the
following files in your package. You can find theémthe CopyRight2 installation foldeThe CCU.DIl is only

needed if you usthe/UpdateCachedCredential featufe. the installation folder contains platform dependent
executables (32or 64-bit), you may need to temporarily install the corresponding version of CopyRight&r(82

bit) to get the executables, for example ongasate systenThe 32bit versionof the filescan be used on 32nd

64-bit systemsAll executables must match the same platform (either x86 or x64). You can verify the platform they
were built for, by displaying the file properties with Windows Explorer

CopyRight.Exe Main executabldfile.

Mapping.DII DLL containing code for mapping user and group accounts
CCU.DII Optional file if using the cached credential update feature.
CopyRightS.Exe Service executable.

CopyRight.DII DLL containing service messages for event viewer.
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Examples

Hereyou can find some examples on hovute the command line interface.

Push Installation Using Administrative Account

The command line below will perform a push operation and uses the dadrainistrator account of the target
domain to join the domaifThis allows the creation of the computer account in case it does not yet exist in the target
domain.

It assumes that the caller has administrative permissions on the workstation in oelablke fo install the
CopyRight2 service on the remote system:

copyright /a /joindomain: NetBIOS - DOMAIN NAME /joinaccount:administrator /joinpassword: PWD
[FixProfiles /Remote: REMOTECOMPUTERNAME

Push Installation Using NorAdministrative Account

The canmand below is similar but uses a different user account. JoinAccount, as the account is called in this
example, can be a regular Domain User and thegated computer account needs to have this account enabled as
manager:

copyright /a /joindomain: NetB 10S- DOMAIN NAME /joinaccount:joinaccount /joinpassword: PWD
[FixProfiles /Remote: REMOTECOMPUTERNAME

When creating the computer account, it is important to specify either the account directly or (even better) a domain
group that the account used to jtfie domain is a member of:

New Object - Computer X

A Createin:  DOMAINE.COM/C te
r:h reate in fComputers

Computer name:
| WIN1O

Computer name (pre-Windows 2000):
[ w0 |

The following user or group can join this computer to a domain.

User or group:

DOMAIME, COM/Users/JoinAccount] Change...

|:|A§sign this computer account as a pre-Windows 2000 computer

Cancel Help
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Push Installation using the Cached Credential Update Adan

The example beloyshows how to use the /UpdateCachedCredential option. Other than that it is identical to the first
e x a mpuUskelnstallation Using Administra& Accound :

copyright /a /lUpdateCachedCredential /joindomain: NetBIOS - DOMAIN NAME /joinaccount:administrator
/joinpassword:PWD /FixProfiles /Remote: REMOTECOMPUTERNAME

It requires the Cached Credential Update Addo be present on the computer frohrewe you run the command.

Running Locally on the Workstation

The example below is intended to run locally on the workstation from an administrative account:

copyright /a /joindomain: NetBIOS - DOMAIN NAME /joinaccount:administrator /joinpassword: PWD
[FixP rofiles /NoLogoff

Please note that it is using the /NoLogoff parameter. It should not be run while a user is still logged on, but instead
after logging on with an administrative accolodally.
Migrating Profiles Without Changing Domain Membership

Theexampl e bel ow shows how to migrate a workstationds
example in case the domain membership was changed manually:

copyright /remote:REMOTE - COMPUTERNAME ffixprofiles /a |

Note: The workstation will not redot or shutdown at the end of the process. Instead a user notification will be
displayed customizablevith the /LoginMessage parameter, informing the user that the process has been completed.
Customizing Login and Domain Join Messages

The example below h o ws h o w \ntoo pul saeqcrrizggo refidrdorformat custom messages specified
using the /JoinMessage and /LoginMessage parameters:

| copyright remote:REMOTE -COMPUTERNAME /fixprofiles /a /LogQlniiMe2ssramglei: md i s 1
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Running Profile Migration Using Remote Deployment Software

The example below is intended to be run from a deployment software and assumes that you are using in an
administrative context:

copyright /a /joindomain: netbios - domain - name /joinaccount:JoinAccount /joinp assword:PWD
[FixProfiles

Please note that, since /NoLogoff is not specified, the currently working user will be logged out first as one of the
first steps of the procesBhe process will still continue to run in the background.

Changing Domain Membershp Without Updating Profiles

The example below is useful in the case where you have moved user accounts between two domains located in the
same forest (intraforest) using sidHistory instead of copying user accoundts:. these circumstances the Windows

client will automatically migrate the profile to the new account that has the original SID the account had in the source
domain in its sidHistory attribute.

| copyright /joindomain:domaine /joinaccount:administrator /joinpassword: Test123# |

Page221/260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Using CopyRight2 6s Command Line I nterface (CLI

CopyRigh? has a command line interface and can be integrated into batch file processing. C@ugRighs
process state information by setting the value of the environment variable %ERRORLEVEL% according to the error
that might have occurred. This variable can be evaluated by the batch poodesile on further processing.

If copying important data, a log file of the messages should be created in any case. You can either use the option
provided with the Windows Expfer extension to create such a log file or by running the command line statement in
the following way:

CopyRight\ServerAE$\Usr \Server2E$\Usr /R >H:\Error.Log

The commandihe interface of CopyRigBtallows you to copy single or multiple files / directories, optionally
including their subdirectories:

CopyRight [path\]{source file(s)} [path\][destination file(s)] [/H+]] [/CU[+] [/CP]] [/CL[+]] [/CG[+]]
[/G:File.Map] [/I[/Q] /TI /W] [/R] /K] [/Y [+]] [/X] [/ShadowCopy]/B] [/L] [/S] [/I] [/D|/F] [/O] [/M|IN] [/Z]
[/V] [/CopyENc] [/MSync]

[path] Optionally an absolute / relative or an Ug@&th

{source file(s)} Path to the source files

[destiration file(s)] | Path to the destination files

[H[+]] Copy including network shares and their permissitfrenabled, any file share located at or
bel ow the specified source path will ©be

character imppended the command will also update existing file shares, if not, any exist
file shares will be skipped.

[/S] Copy including all subdirectories

[/D] The destination specifies a directory

[/F] The destination specifies a file

[/O] Overwrite existig files without any questions

[/W] Automatically overwrite Rea@®nly files

[/Q] Simulation of the copy procesa/hen simulating a copy process, no data is actually

transferredinstead only an access check is performed, whether the files can be anc#dsse
source and can be written to in the destination. Because not data is moved, a simulatiol
much faster than a copy process and can show up potential problems before they occul
a real copy process.

[/T] Copy files and folders without daged time information. The newly created files and folde
receive the current system time instead of the time of the source files and folders.

/K] Keep existing filesDo not overwrite any existing files in the destination.

[/Y] Do not overwrite any neer files existing in the destination. By applying this option, you ca

prevent newer, changed files in the destination, from being overwritten by older files frof
source environment. It limits the copy process to only those file, not yet existigsting in
an older version within the destination.

Y[+ This option works like /Y but additionally deletes files at the destination that do not exist
source. Be careful using this option, if you specify for example by mistake an empty sou
folder, all files at destination will be deleted.
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[/X] Copy including locked files. By applying this option, even locked fileshweltopied.
[/[ShadowCopy] Copy including locked files. This option creates a shadow copy of the source foldailthat

beused instead of the source path, to circumvent errors resulting from lockedHiesption
only supports local files and folders as the source. Remote UNC paths and connected r
shares are not supported.

[ Do not stop the process if any errare encountered

[/M] Automatically map accounts to identically named accountb@uestination server

[/N] Do not aitomatically map accounts to identically named accounts on the destination ser
Please note that any accounts contained in permsshieore to be resolvable at the destinati

[/Z] Do not copy file/directory rights but inherit them from destination dir instead

[/A] Continue copy process, even when encountering SIDs that do not exist in the destinatio
cannot be resolved withinghdestination environment.

[/V] Do not dsplay eacHile copied.

[/CopyEnNc] Specify this option to copy encrypted f
errors. The graphical version of CopyRight2 (GUI) uses this option by default. Rtetashat
the end users accessing this file will need the same password used previously to acces

[/MSync] Enables the block transfer mode for this copy operation. This option will automatically in

the required service at the peer compated start itPlease make sure that the firewall has
port 8082 open on both peers (sender and receiver) to allow communication between th
You can specify a different port by using the /MSyncSend and MSyncReceive options (3
advanced).

NOTE: If you specify the source directory including a filename or some wildcards like *.*, the security information
of the root folder of the copy process, will not be copied! To copy the security information of the root folder of the

copy operation, you have to sffgche root folder without any filename or wildcard parameters.

Advanced Parameters

Parameter ' Description

[/B] Use large file buffers. This option speeds up the copy process when
copying large files.
[/L] This option enables CopyRighto process comand line options passe(

in, using the ANSI format instead of the usually used ASCII format. If
using batch file based copy processes, those bédshchin be maintaine
with Notead or Excel for example, which both use ANSI format wher
saving files.

[/DontSkipJunctionPoints]

By default CopyRight2 skips any junction points encountered. If you
CopyRight2 to treat junction points just like regular folders enable thi
option. Please note that this can cause infinite recursion if there is
junction pointdefined pointing to themselves for example.

[/[NasWorkaround]

Certain Network Attached Storage (NAS) Solutions require workarou
regarding the implementation of the backup operator privilege. If
encountering unexpected access denied errors when capyangAS,
you can try to enable these workarounds by using the option
/NasWorkaround.

[/SlowLink]

This advanced option will disable certain copy features (e.g.
multithreading) of CopyRight2 to facilitate troubleshooting.
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[/Disco]

Usable if the source paof this copy operation specifies a share.
CopyRight2 will disconnect all users from the specified share before
starting the copy process.

[/ErrLog:<file>]

This option will cause an error log to be created containing only errof
messages.

[/OutLog:<file>]

This option will cause a log to be created containing anyemmr
messages.

[/MigLog:<file>]

This option will cause a log file to be created containing all migrated
accounts (semicolon delimited). The log file contains the original acc
(from soure) and the migrated account (at destination).

[/Exclude:{File Specifier}[{File
Specifier},...]]

This option will cause CopyRighto skip any given filespecifiers
(wildcards). You can for example skip any PDF and PST files by
speci fying i/ pgTRotskKipiadyenstancepfdafXYZ.TXT
file you coul dX¥pgeTKTg. A/ Excl ud

[/Include:{File Specifier}|{File
Specifier},...]]

This option will cause CopyRighto copy onlythegiven file specifiers
(wildcards). You can for exampt®py onlyPDF and PST files by
s peci Inglider*pdifi./ pst o

[/ex:%day.%month.%year
%hour:%minute:%secohd

This option will cause CopyRight2 to skip any files not modified after
specified date. You can for example skip any files older than 13.12.2
byspec f ying the foll owing: n/ ex: ]

[/Event:S|E

Enable writing to the event log upon success or error. To write to the
event log in both cases, specify /[Event:S and /Event.E

[/SMTP:S|E,{user@domain.com},{smt]
server name or ip addre$s}

Enablesending a SMTP mail upon success (S) or error (E). Send an
emalil to the specified user using the specified SMTP server.

[/TimeFrameEnd:%d.%m.%y
%hour:%min or %y/%m/%d
%hour:%min]

Specify a time frame after which CopyRigtghould automatically end
itself. The timeframe can be specified either as %d.%m.%y
%hour:%minute or %y/%m/%d %hour:%min.

[/[MSyncReceive:{Remote
Computef.Port]}]

This command will start a block transfer receive operation. It only
requires a destination path to be specified. This camdndaes not install
the service on the remote peer but expects it to be started makfoaily.
can optionally specify a TCP Port (default is 8082).

[/[MSyncSend:{Remote

This command will start a block transfer send operation. It only regjai

Computef.Port]}] source path to be specified, without a destination path. This comman
does not install the service on the remote peer but expects it to be st
manually.You can optionally specify a TCP Port (default is 8082).
[/MSyncDisableNagle] This option wil disable the TCPIP nagle algorithm for the connection.
[[IMSyncCompression] This option will enable LZ4 compression (optimized for speed).
[/MSyncCompressionSlow] This option will enable GZIP compression (optimized for size).
[/MSyncEncryption] This gption will enable encryption for the block transfer operation.

[/MSyncPackageLen:{Len}]

This option allows you to change the packet size for each packet. Th
default size is 65536 bytes.

[/MSyncTcpWindowSize:{Len}]

This option allows you to change the F@indow size. The default size
is 1048576bytes (1MB).

[/MSyncPublicKey:{public key in hex
format}]

This option is used together with /MSyncEncryption on the receiving
to set the public key of the sending peer.

Share and NTFS Permission Modifications
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Parameter Description

[/SetShrPermMcomputetshare},{object}={Permission}

This will overwrite the specified shares permission.
You can for example run

i/ Set SWRAL4C8R8:hr $, Ever yon
the Shr$ permission to everyone full access.

[/AddShrPerm:{\computershare},{object}={Permission}

This will add the specified permission to an existing
shareTo block any access to a specific share you ¢
add an access denied ace for everyone by specifyin
the following option:

/AddShrPerm\FRA14C8RShr1$,Everyone=N

After migrating the sha
can run a similar operation targeting the copy of the
share to allow access again:

/DelShrPerm\NEWSERVERShr1$,Everyone=N
Please note that CopyRight2 adds entries to theftop

the list, even access denied ACEs, which would usu
be added to below the access allowed ACEs.

[/DelShrPerm:\\computetshare},{object}={Permission}

This will remove the specified permission.

[/SetShrCscXcomputetshare},manualjautojautoopt|npn

This will set the speci
options. You can for example run

i/ Set SHRAIAG8BS hr $, noneo t
for a specific share.

[/SetNTFSPerm:{File or Folder},{object}={Permissioh}

This will over wrort ef otlhee
permissions. You can for example run
ASet NTF Syefrim:ec.:t xt , Every

cmyfile.txtés NTFS perm
access.

[/AddNTFSPerm:{File or Folder},{object}={Permissioi}

This will add the specified permissidplease ate that
CopyRight2 adds entries to the top of the list, even
access denied ACEs, which would usually be added
below the access allowed ACEs.

[/DeIlNTFSPerm:{File or Folder}{object}={Permissioh}

This will remove the specified permission.

User and Group Migration and Reacling

Parameter " Description

Password Addon to be installed.

[/CUN[+] Copy user accounts not existing at the
synchronizes existing accounts between source and destination environment.
[/CP] Copy user account passwerds well. Please note that this option requires the CopyRight

will be migrated as well.

[/CL][+] Copy Il ocal group accounts not existing
synchronizes existing accounts between source and destieatidonment.
[/SLG] Skip local group members if copying a local group. If not specified the entire group men
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[/CG][+] Copy global group accounts not existing
synchronizesxsting accounts between source and destination environment.

[/SGG] Skip global group members if copying a global group. If not specified the entire group

members will be migrated as well.

[/G:<File.Map>]

Use a predefined mapping file File.Map, previgusic r eat ed wi t h t he
Assignmento tool, to assign not existin

[/R] Do no copy files, but reassign (REACL) permissions of the source files specified. To be
in conjunction with the option /G: to specify a mappifitgto use for reassigning permission
In case of R the specification of a destination directory is not necessary.

[/SkipOwner] Do not copy the owner information of NTFS permissions. This will cause the owner to b
automatically set to the security ¢ert that the job is running under. If this account is a
member of the AAdministratorsod group th
instead.

[/SkipDacl] Do not copy the access list of permissions.

[/SkipSacl] Do not copy the system auditrpg@ssions.

[/SkipGroup] Do not copy the group attribute of permission. This property is usually not visible within

Windows Explorer and used only in conjunction with the POSIX subsystem of Windows

similar to the owner attribute and contains a St aser or group account.

Migrating User and Group Accounts without Copying Files or Shares

You can use the command line interface to migrate selective user and/or group accounts.

CopyRight {\\source computer}{destination computer} [[CU[+/CP]] [/CL[+]] [/CG[+]]

[/ CopyAccount s:

[/LdapNoDefaultAtt:classl[,class2[,.]JJLdapAttAdd:class|attl[,att2[,..]]]

Parameter Description

{\\source computer}

The sourceomputer (either workgroup, member or domain controller

{ samAc c o u n{tsNaanmfec[ c, céu] n}t] N a m gaNpuiedBpclated[u/nA s

{\\destination computer} The destination computer where you can to copy the accounts to.

[/ CopyAccount s: é]| Specify one or multiple accounts you want to copy from the source to

destinationcompt er . Separate multiple
blank at the end. This option will skip existing accounts.

[/ SyncAccount s: é] | Specify one or multiple accounts you want to synchronize between th

source and the destination computer. Separate neuéigdounts by using
a A, o0 without blank at the end.
accountdés properties and group

[/CUN[+]

Copyall user accounts not existing at the destination computer. The
additional opti on aéceudts mtyweec dource ani
destination environment.

[/CP]

Copy user account passwords as well. Please note that this option re
the CopyRight Password Addon to be installed.

[/CL][+]

Copyall local group accounts not existing in destination caimphe
additional option 06+6 synchroni
destination environment.

[/SLG]

Skip local group members if copying a local group. If not specified thg
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entire group membswill be migrated as well.

[/CG][+] Copyall global group accounts not existing in destination computer. T
additional option 6+06 synchroni
destination environment.

[/SGG] Skip global group members if copying a global group. If not specified

entire group mendrs will be migrated as well.

[/G:<File.Map>]

Use a predefined mapping file File.Map, previously created with the
AUser and Group Assignmento tod
accounts.

[/A] Continue copy process, even when encountering SEsithnot exist in
the destination and cannot be resolved within the destination environ

[ Do not stop the process if any errors are encountered

[/NoUPNUpdat¢ Disable automatic domain replacement applied to the userPrincipalN

attribute duringdomain user migrations.

[/LdapNoDefaultAtt:classl[,class2],.]]

Purge list of default Active Directory attributes to copy during domain
migrations for specific classes

[/LdapAttAdd:class|attl[,att?],..]]

Addone or more attributes tospecific clases attribute list.

[/LdapAttRemove:class|attl],att2],.].]]

Removeone or more attributes fromspecific classes attribute list.

Note: Valid Active Directoryclasgsare

Remote Execution

user, group, contact, OU and computer.

You can execute Copygit2 remotely on any Windows computer. This requires administrative privileges on the
computer that you want to run the command@uopyRight2 will automatically install an instance on the remote
computer and then forward the command line parametersstm#ftance running as a service.

Parameter " Description

[/Remote:<computeil> | Execute the specified command on the specified remote computer.

[/Ruser:<userp Execute the specified command on the remote computer using the specified user cq

[/Rpwd:<password} Password for

the remote execution security context.

[/Walil] Wait until the remote operation has completed.
[/IsActive] Checkwhetherthe copy job is still running remotely. Will return error level 1 if active ¢
0 if inactive.

[/CleanUp:<compter> | This will remove a previously ran command and remove any log files that still might
on the remote computer specified.

[/OrderID:<ID>]| In case of multiple running remote jobs, specify a unique ID to identify a specific cof
job. This can be &l with any of the remote execution options.

To copy the files from tusers to dusers on the remote computer FRA14C8P you would run the following

command:

[Copyright c:\users d:\users /s /d /o /w /remote:FRAI4C8P /ruser:Admin /rpwd:P@sswOrdl ~ /wait |
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Text File Inventory

You can use combination othe command line parameters below to create a text file inventory using a tab delimited

format. The output file(s) will be created in the current working foldleu can find the default file name for the
output file belowThe file namecan becustomizedby appending a colon along withe desiredile name.

Parameter " Description

/du Dump user accounts to user.txt file.

/dts Dump terminal server / RDP specific attributes as well for
each user.

/dl Dumplocal groups to localgroup.txt file.

/dim Dump local group members localgroupmember.ixt file.

/dg Dump global groups to globalgroup.txt file.

/dgm Dump global group members to globalgroupmember.ixt f

/dc Dump computer accounts to computer.txt.file

/ds Dump file shares to share.txt file.

/dss Dump file share permissions to shareperm.ixt file.

/dt Dump domain trusts to trust.txt file.

/df Dump files to file.txt file.

/dfs Dump file NTES permissions to fileperm.txt file.

/dfc Dump file hash foeach file as well. (Hash can be selecteq

using /hash parameter).

/hash:CRCMD4|MD5|RIPEMD|SHAL|SHA2|SHA3

Use the specified hash algorithm. The default, if not
specified is MD5.

/dd Dump dirs. To dir.txt file.

/dds Dump directory NTFS permissions toqgerm.txt file.

/dr Dump privileges to right.txt file.

/dv Dump device drivers and services to service.txt file.

/de Include Windows version information for files, services arj
device drivers. This option works in conjunction with /df a
/dv.

[di Dump drive list (including capacity/used capacity) to
drvie.txt file.

/dw Dump installed software to software.txt file.

/dm Dump installed Windows components to component.txt fi

/dh[db] Include a header row in each output file consisting of coly

namesColumn names can contain blanks if /dh is used. T
use database friendly names, specify /dhdb instead.

/ReplaceNumValues

Replace numeric values, such as bitmasks with clear text
information (e.g. per mi ss

/d:<remote computer>

Dump information of the specified remote computeer the
network If not specified the local computer is used to
retrieve information from.
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DFS Update

You can use the /UpdateDFS and /RollbackDFS parameters to manually update entries of the sp&cfextidbit
supports domain based and standalone DFS servers.

These parameters work either with a specified source and target path or by specifying a job file using the
i/ J: Jobnamwtetitpracess allsdurea/destination pairs defined idipy job definition

Parameter
/UpdateDFS:<DFS Server Name>

Description

Update entries on the specified DFS setggroint to the new location on

the target

/RollbackDFS:<DFS Server Name>i

Rollback any corresponding changes pointing to the targegrsierypoint to
the source server again in case of a roll back.

/j:<job file.job>

The file name of the copy job containing the source/destination pairs an

additional parameters.

Is Include sub directories in case you specify source and destinationwdthng
/UpdateDFS or /RollbackDFS

/d The target is a directory.

/i Ignore errors and continue processing.

/h[+] Migrate file shares (/h) or update file shares (/h+)

The example below would updat-2ERERNADE & e doithe specdigdon DF S
source path (or a folder below) to the corresponding destination path:

| Copyright  \\ Src - Server \ c$\ folderl

\'\ Dst - Server \ c$\ folderl

/UpdateDFS:DFS - SERVERNAME /s /d /i |

To roll back the changes made to DFS you can run this command usiRplbackDFS parameter instead:

[ Copyright  \\'Src - Server \ c$\ folderl

\'\ Dst - Server \ c$\ folderl

/RollbackDFS:DFS - SERVERNAME /s /d /i |

You can also use a job file in conjunction with the /UpdateDFS and /RollbackDFS parameters as in the example

below:

| Copyright /j : 0 Copy Job N dupdatejDERRFS- SERVERNAME

I n case of wusing

a job file,

you

dondt need tolfspecify

a job file isspecifiedthe output of the process will automatically get appendéle existing log filef the copy

job.
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Offline Migrations of Disconnected Systems

CopyRight2 supports scalled offline migrations for cases where the source and destination system are not directly
connected by a network. In this case you can exmyrfikes, folders, network shares, users, groups and network
permissions to a locally connectsd@ FS formattechard drive or other device which you will later connect to the
destination system to import frorlternatively, you can use a tool such as WiriRér FreeARC to create an

archive containing the files and folders including NTFS permissions, time stamp information and reparse point
information (symbolic links and mount points).

Export and Import of Users, Groups, Group Members and File Shares

Paraneters for exportingnd importingusers, groups, group members and file shares including share permissions:

Export Parameter Import Parameter | File Name Description

/DU /IU User.Txt Export/import user accounts.

/DP[+|:PASSWORD]| /IP[+|:PASSWORD]| (Additional column in User.Txt| Export/import user accounts
file) including password hashes.

If specifying a password
(/DP:MYPWD or /IP:MYPWD)
will encrypt/decrypt the password
hashes with the specified
password.

If specifying + (/DP+ or /IP+) the
program will ppmpt for a
password to encrypt/decrypt the
hashes with (AES256).

IDTS NTS (Additional column in User.Txt| Export/import user accounts
file) including Windows/Citrix
Terminal Server user settings.
/DL /IL LocalGroup.Txt Export/import local groups.
/DLM /ILM LocalGroupMember.Txt Export/import local group
memberships.
/DG NG GlobalGroup.Txt Export/import global groups.
/DGM /IGM GlobalGroupMember. Txt Export/import global group
memberships.
/DS /IS Share.Txt Export/import file shares.
/IDSS /ISS SharePen.Txt Export/import file share
permissions.
/DH /IH (Each export file) Includes an additional first row
containing the column heading.
/CU+ Update existing user accounts in
case they already exist on the
target.
/CL+ Update existing local groups in

case they already exist on the
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target.

/CG+ Update existing global groups in
case they already exist on the
target.

/H+ Update existing shares in case tl
already exist on the target.

To export users, local groups and local group membershipepigashe following command to create a User.Txt,
LocalGroup.Txt and LocalGroupMember.Txt file:

| Copyright /DU /DL /DLM |

To import the 3 previously created files you could run the following command on the destination computer, assuming
that the computer saCopyRight2 installed and that the 3 files are located in the current working folder:

| Copyright /IU /IL /ILM |

This command will not overwrite/update any existing users or local groups. To update existing users and groups
append the f/ Clbmsduriagindpori/ CL+0 opt

| Copyright /IU /IL /ILM /CU+ /CL+ |
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Export and Import of Files, Folders and NTFS Permissions

Additionally, to exporting and importing user accounts, group accounts and file shares, you can also export files,
folders and NTFS permissistto a local or connected network drive by specifying the corresponding source and
destination path as a command line parameter.

CopyRight <SrePath> <TemporargtoragePath> /S /D /O /W /N

Parameters for exporting files and folders including NTFS psiamis:
Parameter | Description

/S Include sukdirectories.

/D Destination is a directory.

/O Overwrite existing files at the specified destination.

/W Overwrite reaebnly files existing at the specified destination.
/N Copy raw NTFS security descriptar destination.

The parameter /N will make sure that the raw NTFS permissions are kept when creating the copy. During import
those permissions will be reacled to replace the SIDs of the original source accounts with the SID of the
corresponding accounts the destination.

You could for example export all files and folders of the@ta drive to a folder on a temporary drive T, including
NTFS permissions, file shares, file share permissions, users (including passwords), local groups and memberships
using the following command line statement:

| Copyrightc: \Datat: \Data/s/d/o/w/n/dh/du/dp/dl/dim /ds /dss |

If there should be additional folder you would like to export you can export them without the command line switches
used to export users, grmaiand shares:

| Copyrightd: \ OtherFolder t: \ OtherFolder /s /d /o /w In |

When importing the data along with the user accounts, please use the following command line statement, assuming
that the temporary storage drive is called T agaith that the exportitext files containing the user and groups
information is located in the current working folder

| Copyright t: \ Data /s /d /o Iw /m fih fiu/ i p /il film fis fiss /cu+ [cl+ [h+ |

When importing any additional folders please use the command line statenoswit bel

| Copyright t: \ OtherFolder /s /d /o Iw /m [ih fiu /il [cu+ [cl+
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Using WIinRAR for

an Offline Migration

WInRAR supports creating archives preserving NTFS security, time stamp information, reparse points larighard
This is useful if you cannot caect a hard drive or USB device to the source and/or destination computer as

intermediary storage.

Export Users, Local Groups, Local Group Memberships, Shares and Share Permissions

You can use the following options to export users (including passwordsat er mi nal server userés

groups, local group memberships, shares and share level permissions:

Copyright /dh/du/dp /dts  /dI /dIm /ds /dss

This command will create 5 files called User.Txt, LocalGroup.Txt, LocalGroupMember.Txt, Shaedr xt

SharePerm.Txt containing the corresponding information for a later import.

Exporting Data into a RAR File

When creating the archive on the source computer, make sure to select th@RRA&RS format depending on

your version of WinRAR

r |
E Archive name and parameters - D |-
General | Advanced | Options I Files | Backup I Time | Comment|
Users.rar -
Update mode
Profiles... ] [Add and replace files v]
Archive format Archiving options I
JRAR  @RARE O zZIP "] Delete files after archiving |
[T create 5FX archive
Compression method [ create solid archive
i ’NOme| - ] "] add recovery record
Dictionary size [ Test archived files
’32 MB - ] [ Lock archive
Split to volumes, size
- ’B v] [ Set password... ]
[ CK l [ Cancel ] [ Help ]
“
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Nextcl i ck on fAAdvancedod and activat e t(hieSafvoel |fo)wneén gs eocputriioti
optionally, if you also want to copy user profile folders for exampledharse point6 i St or e symbol i ¢c | in
| i n&ndgbajdinks( A Starrce lhi nkaeptioass | i nks o)
rg Archive name and parameters — l ? ﬁ1
|General| Advanced |O|:|tior15 I Files |Badcu|:| I Time |Comment|
MTFS options Recovery record
Save file security 3
[ save file streams

Store symbolic links as links

Volumes
Compression...
Pause after each volume
Qld style volume names SFX options...
W=
System
|| Backaround archiving

=] Turn PC off when done
[ wait if other WinRAR copies are active

Finally select the ATimefi tab to select the following c
time stamps:
rg Archive name and parameters y l B S )

| General I Advanced | Options I Files | Backup | Time |Cornmer1t|

File time to store
High predision modification time

Files to process
Include flles
[Df any time -

Archive time
Set archive time to

Current system time -

CK ][ Cancel ][ Help

=
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Next c | i dokreaterthe RAR<rchive.
Unpacking RAR File to Temporary Folder

Transfer the RAR file to the disconnected destination system and unpack it into a temporary folder using the

foll owing options in AAdvancedod to make sure timestamps
gExtraction path and options l@ dhI

General | Advanced

File time Attributes

| Set modification time Clear attribute "Archive”
ion ti | 5et file security
Set atiribute "Compressed”

File paths Delete archive

@ Extract relative paths @ Never
Extract full paths Ask for confirmation
Do not extract paths Always

Extract absolute paths

Miscellaneous
Background extraction

Wait if other WinRAR copies are active
Allow absolute paths in symbaolic links

OK ] | Cancel | | Help

Importing Users, Local Groups, Shares, Share Permissions and Data

Transfer he 5 previously exported text files to the destination system and copy them into a folder. Next open up an
administrative command prompt and change into the directory where the files are located at.

Run the following commandeplacing <Temporary Foldemsith the path to the folder the RAR file was unpacked to
and <Destination Folder> with the path to the folder the data should be copied to

Copyright <Temporary Folder> <Destination Folder> /s ld /o lw Im [ih/ iu/ip /lits [ill ilm/ is
/iss

Youmaywanté additionally specify the A/ CU+0 and #A/CL+0 opt
existent on the destination computer. If those options are not specified, existing users and groups will not get updated
with data from the corresponding WsSkext and LocalGroup.Txt files.

Anotherusefuloption you may want to add éstheri / A6 or A/ A+0. These two options \
group accounts in NTFS, file shareanddugi i mport of group memberships. @A/ A0
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message to the console or log file and A/ A+0 will siler

case you are importing user profiles you can al so s
erbds registry fil etsrryReompl ccaad adrs ofi /lulgpd & theN dt/ iReergk Gonn e
Transl ateShortcutsd options to replace references to
e different, you can use the @/ Renplefareneesintheusear prdiler ep |l ac
(registry) or in shortcuts (LNK files).

I n
us
i/
ar

Importing Samba (Linux) Password Hashes

CopyRight2 allows the import of ulsved eaxcpcoorutntc rpeaasstsemb radn t
system running Sambah&f¥Sanbad command line optiogan be used in conjunction with the user import option,
to import password hashes, allowing migrated users to login with their existing passwords.

/IU:<filename> Import the password hashes from the followiite

/IP Import password hash.

/CU+ Update existing accounts.

/Samba The specifiedLWwolexpsesrtha fipdéedi't

You could for example use the following command to impadexport file callediPdbEditDump. txd:

| Copyright /IU:PdbEditDump.Txt /IP /CU+ /Samba
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Samples

Copy the director\ServerlE®\Usr including all subdirectories tdServer2E3\Usr. This sample will copy NTFS

permissions to the destination compubecjuding the permissions set on the root foldeany files or directories are

using local user or group accounts, CopyRaghitl ask if you wish to map those to existing and identically named
accounts on the destination system. These accounts nergtabed before running the CopyRiglkebmmand. If you
encountersomesval | e d - NBU IglrTo u p sc,o duesdi nlgD éhsa rbdu-NTl| they domdt o Wi ndows
necessarily have to be named identically. You can, fanpie copy files from ainglishNT-Serverto aGerman

one and vice versa, without any problems.

CopyRight \\ Serverl \E$\ Usr \\Server2 \ E$\Usr /S/D/V |

Copy the files on drive H: including all subdirectories to Q:. Inchise the security information thfe root folder
will not be copied to Qibecause the source path is specified with wildcards. (f.{)ou would need to do so, you
would have texecute theommand linestatement belowo include tke permissions of theoot folder, but not
copying subdirectories This sample logs all error messages, if any are occurring, to tfieelb\CopyRight.Err. If
errors should occur, the copy process will still continue to run, because of the opiggnfre errors

CopyRight H:\**Q: \ /S/I2>h: \ CopyRight.err
CopyRight H:\' Q:\' /12>h: \ CopyRight.err

The following sample copies the directory odirectorylih
path) to\\server2e®directoryl Thi s operation will copy theldsecurity in

CopyRight Directoryl  \\server2 \ e$\ directoryl |

Copy all .DOC files located below the fold&BerverlE®Usr, including their security information to

\Server2EPUsr. This sample will not copy the rights of the root folder of the copy operation to the destination
server. This commahline makes use of the /M option, which answer all questions, regarding the account mapping
automatically with yes.

| CopyRight \\ Serverl \ E$\ Usrr \ *.doc \\ Server2 \E$\Usr /S /ID/VIM |
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Copy a single file, located at Bir\Filel.Xls to\ServekeBexcelsheet

CopyRight g: \ dir \filel.xls \\ Server \ E$\ Excel \ Sheet /S/D/V |

The next samle copies the files from the foldeBerver0IMarketing$to \ServerO2Marketing$ During the copy
process, all users and groups not existing in the destiretioronmet should automatically be copied from the
source environmenThereforet he opti ons A/ CUO6, #A/ CLO and A/ CGO are spe

CopyRight \\ Server01 \ Marketing$ \\ Server02 \ Marketing$ /CU/CG/CL/S |

The next sample copies the files from the folgerver0IMarketing$to \ServerO2Marketing$ During the copy

process, all users and groups naseng in the destinatioanvironmenshould automatically be copied from the

source environment. In this case the accounts from the source and destination environment need to be synchronized,
since the copy process will be run from time to time, to ngitee data partiallyThereforet he opti ons A/ CU+
i/ CL+0 and A/ CG+0 are specified.

Setting the option /H causes all file shares from the source to be copied to the destination. The options /O and /W
cause an overwriting of existing files without agkin

CopyRight \\ Server01 \ Marketing$  \\ Server02 \ Marketing$  /CU+/CG+ /CL+ /S /H /O /W |

The next sample copies the files from the foligerver0IMarketing$to \Server0¥Marketing$ During the copy

process, all users and groups not existing in the destiratidronmenshould automatically be copied from the

source environment. In thiss&the accounts from the source and destination environment need to be synchronized,

since the copy process will be run from time to time, to migrate the data pafti@heforet he opti ons A/ CU+
i/ CL+0 and A/ CG+0 are specified.

Furthermoresome grop and user accounts need to be replaced during the copy process as defined in the previously
created mapping file Marketing.Map.

CopyRight \\ Server01 \ Marketing$ \\ Server02 \ Marketing$  /CU+ /CG+ /CL+ /S /G:Marketing.Map |

Required file(s):

CopyRight.Exe
Mapping.DlII
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Domain.Ini File

An optional domain.ini file can be created in the CopyRight2 folder to control certain aspects of the migration, such
as which domain contra@t should be used and if a specific account should get added on the tanggatedfolder
migrated.

You can create a section for each server/NAS using its NetBIOS name to specify the following INI entries:

Entry Name Description

DomainController Usethis domain controller for the specified source or target server.

AddAdminAccount Add the specified account with AFul
it is not already contained in permissions.

AddAdminAccountOnErrorl3 Add the specifid account with AFull Accesso
it is not already contained in permissions and if no access is granted on the ta
system, for example if the target N
privil ege OpefirBhaooks 0 group.

Synology If set to 1, the specified NetBIOS name is that of a Synology NAS.

HDI If set to 1, the specified NetBIOS name is that of a Hitachi HDI NAS.

For example:

[SRC- SERVER]

DomainController=DC - 999

[DST- SERVER]
DomainController =DG 123

Domain.Ini Example
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NAS Migrations

If the source or the target of your migration are NAS systems, you may need to deviate from the standard settings
used to migrate a Windows server.

Auditing No Supported

Not all NAS systems support NTFS autit You can verify if your source or target supports auditing by displaying

theadvancedNTFSper mi ssi ons with Wi ndows Explorer. I f there is
support auditing. In this case, please disable the migration of t8d.SA( Audi ting) in the copy |
Add Copy Job >

L]

a —'_] NTF5 Pemissions

\J_/w {* Copy the following parts of Access Control Lists (ACLs) and migrate missing users/groups:

_ : [v Pemnissions (DACL) W Owner

File ﬁ;tt_lt!butes [ A {SACLE | Group owner fused in conjuction with the POSIX subsystem)
and time Iv Synchronize NTFS Pemissions

™ Do not copy pemissions. Inhert permissions from destination folder instead.

(™ Copy pemissions without migrating users and groups

ACL and Owner Reacling of security identifiers
Permissions - Assign security identifiers of groups and users on the source computer automatically to
B identically named groups and users on the destination computer
Ig [ Map security identifiers with a predefined mapping table:
User and Group Active Directory sidHistory options
oy

User and Group

Mntinne

=
= [ Load sidHistory from AD domain(s): 4
| Benove_|

|

oK | Cancel |
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Compression Not Supported

Most NAS systems do not support the compression attribute, because they are using more efficient methods based on
the deduplication of blocks below the file system.

You can validat if the target system supports NTFS compredsyodisplaying the attributesf a file located on the
target system with Windows Explorer. If the option to compress files/folders is not shown, the target system does not
support compression.

Ifyourtarg¢ system does not support compression, please sele
the AFile Attributes and Timed page:
Add Copy lob x
A
File Attributes and Time
Hle Compression settings: Mever compress destination files.
[+ Overwrte Existing Files
and Jime I+ Overwrite Read-Only Files (check this option to overwrite system, hidden or read-only files)
| _I} [ Include Apple Macintosh Resource Forks
\LI [ Set creation and modification time to: 17.06.2019 J 20:58:28 —

ACL and Cwner

o I+ Copy creation time, modification time and last time accessed time
Permissions

[ Copy folder structure only and skipfiles [ Skip files/folders with offline attribute

Fiter Condttions (combined with OR operatar)

User and Group [~ Exclude files created  [hefore |1?_:5.z:19 J 20:58:28 -

Filter

[~ Bcludefies modfied [before | [17.062015 ~| [os822 =
&E; [~ Exclude files accessed [pefore | 7.06.2019 J 20:58:28 =

User and Group
Mntinne
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Administrative Override / Backup Operators

Administrative override is used in case NTFS permissions aredodéwn, preventing the account being used to run

the migration, from accessing data on the source or writing it to the target. On Windows it uses privileges called
Backup Files & Folderso and ARestore Fbkcat &ABml desstDat
group and t he fBupallowinm to®ypass NTEDpermigsions in order to perform a backup or in

this case aatamigration.

Most NAS systems have a backup operators group that enables a functionality similar to theWis FfA Backup Fi
& Fol dersdo and fARestore Files & Folderso privileges for

If there is no such group and you are getting an access denied error while migrating locked down folders, please try to
connect to the NAS system using the binltoot account instead.

Access Denied Errors

In case of unexplainable access denied errors during the job execution, pleasbdpktoh EnalileNAS
Compatibility Modeo:

Add Copy Job =S

% % Threading, File 1/0 and Bandwidth Limit
Mumer of copy threads Jl 12 threads
Active Directory oo e
Options [+ Use asynchronous /0 [ Bandwidth limit | J Bytes/s
'.J ” J Block Transfer Mode
oy
Shares [ Block transfer mode to speed up synchronization by nunning a process on both ends
Transport Protocol TCP/IP Port 20a2 B
[+ L74 (speed) [
E [ [
Advanced
TCP buffer size in bytes | 1048576 Package length in bytes  |69536
-:T__J Workarounds Real Time Synchronization
S-' ; v Enable NAS Compatibility Mods: [ Continous replication after completion
cripting -

QK | Cancel

Page242/ 260 Document Version 91 03-09-2026




CopyRight2 User Manual (C) 20012026 by SysManage

Synology NAS as Source

In case of a Synology NAS as source, please us#x8eTypes, Roles and Domain Controllersdi al og t o conf

the domain.ini fil ©SHypes Roled and Bdmgin Gostreliers .c hRIpdé 23 e ladd an

en

Synologyb6s NetBIlI OS name and enabl e ptomed i Sy nrooll oeg yicA uQ S Tdy

workgroup mode, domain member along with a domain controller name the Synology belongs to or domain controller
if the Synology is configured as a domain controller.

Additionally, you will have to find out the SID ofthe Synao gy 6 s Admi ni st r at o-knewngr oup.
grouphasawek n o wn SSI1-B-32al40, but unfortunately not so on Synology, where the group has two SIDs.

In NTFS and share level permissions a second SID is used that cannot be retrievedgramgyathan inspecting a
NTFS permission using this group account.

To find the SID, please run the following command against a Synology file share to dump the NTFS permissions into
4 text files:

Copyright\SynologySales¥df /dfs /dd /dds /dh

Dump Synology File Share NTFS permissions

After running this command, you will find 4 files in the current working folder called File. Txt, FilePerm.Txt, Dir.Txt
DirPerm.Txt. Next open up the DirPerm.Txt file to investigate $Ds used in NTFS permissions:

DirPerm.Txt - Notepad

Format Yiew Help

puter  Path Type Domain MName SID ACE Type ACE Flags ACE Permission Timestamp

BY \\synology\sales$\#recycle\ Ouner (null) **=Unknown Account §-1-5-21-27841088255-1325523533-4@34313912-16868 ¢
IGY synolo salesbi\#recycle Grou Unix Grou root S-1-27-2-8 8x0 2x0 2xB BxB1d5cad85a/3d9¢
GY \\synology'sales$\#recyclel DACL SYNOLOGY administrators S$-1-5-21-2784188255-1325523533-4034313912-1283 ¢

minlstrator - -
GY \\synologyisales$\Folder@2y Group  SYNOLOGY users  5-1-5-21-2784108255-1325523533-4834313912-1201 oxe

£
GY \\synology‘sales$\Folder@2\ DACL SYNOLOGY administrators 5-1-5-21-2784108255-1325523533-4034313912-1283 ¢
GY \\synology'sales$\Folder@2\ DACL SYNOLOGY L_Sales S-1-5-21-2704108255-1325523533-4834313912-1320873 3
By \\synology\sales$\ Owner (null) ***Unknown Account 5-1-5-21-2784188255-1325523533-4034313912-16860 Ox8 €
BY \\synology\sales$\ Group  Unix Group rooct 5-1-22-2-0 axe Bx0 Ox0 0x81d5ca485a979c4d
GY \\synology'sales$ DACL SYNOLOGY administrators 5-1-5-21-2784108255-1325523533-4034313912-1283 0x0 3
GY \\synology'sales$ DACL SYNOLOGY L_Sales S-1-5-21-27064108255-1325523533-4834313912-132873 Bx0 3
Next copy the SI'D into a mapping file and store it f
folder:
E synology.map - Notepad

Eile Edit Format View Help
|{S—1—5—21—2?84188255—1325523533—4934313912—1283};domainb\administr‘ator‘s

Us

or

In this example case, the data is migrated to a Windows domain controller, so the grougeisimappo t he domai n

local Administrators group.

Please make sure you have the following in place:

T Proper configuration of the Synology in A0S Types,

1 A mapping file, mapping the Administrators group of the Synology by SiBetibtal admninistrators group
of your target (either the domainds | ocal group
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9 Data copy job has migration of auditing (SACL) disabled, as this is currently not supported by Synology and
other NAS systems.
9 Datacopyjothas ANAS Compatibility Moded enabled in the A

You can either migrate user and group accounts implicitly with a data migration job or performlzaseal
mi gration where you migrate tbeaepudegsaanongr oyps withbog
data with a fiData Migrationdo job.

Synology NAS as Target

In case of a Synology NAS as target, please e QSHgesfiRoles and Domain Controliersdi al og t o conf i
the domain.ini file accordingly (seeh a p@SeTypesfiRoles and Domain Controlters . Pl ease add an en
Synologybés NetBlI OS name and enable the ASynologyd OS Ty
workgroup mode, domain member along with a domain controller nar®yinology belongs to or domain controller

if the Synology is configured as a domain controller.

Please make sure you have the following in place:

T Proper configuration of the Synology in A0S Types,

1 Data copy job has migratn of auditing (SACL) disabled, as thiscisrrently not supported by Synology and
other NAS systems.
Data copy job has compr essi olibySymwlogy and othermMNAY systems as t hi
If the system is the target of a migration, a piag file has to be defined, mapping the local Administrators
group to another user or grOtiper wiose eixrmsntpdrec ¢ © daGfDofir
may show up as fAirootodo on the target, for example as
1 The migraton of file shares is disabled. File shares have to be created through the NAS administration
interface.
Data copy | ob h aBslodé®ashabkdnGhe ddvanted tak of thetjolp definition.
A share.ini file is present in the CopyRight2 installafion | der , setting the fACopyRooOI
0 for the source system, to prevent overwriting the target shares root permissions from being overwritten!

f
f

E ]

If the system is the target of a migration, you can migrate users and groups in a firstesteqredte the file shares
on the target, wusing the NAS administration interface &

There are several differences between the implementation of file shares on Windows and on Synology. On Synology
a file share, shares a volume, while on Windows it is a folder that is being shared. This is by design and does not
allow nested shares on a Synology for example. If you want to check if your source system has nested shares you can
run a fAcopyr i ghdprodudesa list af filedsshate® andrthen check if those type of shares exist (see

¢ h a pBxmort and Import of Users, Groups, Group Members and File Shares

Please make sure tretaresare setugor advanced sharing if you want to maintain sharellpermissions and set

those permissions identical to the share level permissions you had on the source system. Also make sure that you set
the permissions identical to the NTFS permissions the shared folder had on the sourcésystdranable the

migration of file shares in your data copy job!

To prevent overwriting the root level NTFS permissions, set within the Synology administration interface, define a
share.ini file with a section for the source server of your migration:
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[SRGSERVER]
CopyRootPanissions=0

Share.Ini Example
The data copy job will still migrate NTFS permissions of any files and folders below the root level of the share.

If the Synology is the target and you want to map the local administrators group of the source to the doimsin ad
group of the target domain, your mapping file should contain the following line:

\SRGCMEMBEROL\Administrators; TARGETNETBIOS-DOMAIN\DomainAdmins

Mapping File Example

Store the mapping file in UNICODE format in the CopyRight2 installation foldéram s si gn it i n t he
Owner Permissiond page of your data copy job.

Synology is supported in Workgroup mode, domain member mode or domain controller mode. You can use data
migration and user and group migration type of jobs.

In case of any problemplease check that computer roles are detected properly in the resulting log file. It should
show either Workgroup, Member or DC depending on the actual role along with the corresponding NetBIOS domain
name.

If there are any problems during your migratiplease contact Sydanage support.

Migration of Password Hashes from or to Synology NAS Systems

If you want to migrate password hashes of user accounts from or to a Synology NAS running as member server or
configured with Synology Directory Servasa domain controllerlpase ensure that you fulfill the following
requirements:

1. Installed CopyRight2 Password Migration Aduh.

2. Installed Putty (32 or 64 bit). Plink.Exe is required for the SSH communication taking place with the
Synology.

3. Enabled SSHervice on port 22n Synologyweb management interfag€ontrol Panel> Terminal &
SNMP).

4. Defined the Synology as a Synology under Men@ptions-> OS Types, Roles and DCs. Additionally,
configure the proper role Domain Member or Domain Controller migipg on the configuration of the
Synology NAS.

5. Enabl e the fiMigrate passwordo option in your Data
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Support for Veritas Enterprise Vault

CopyRight2 suports Veritas Enterprise Vault. By default, any placeholderd®sdurce servers will get retrieved

by Enterprise Vault and then get copied over to the target. Bhene special settings needed for that level of

support, however, you need to ensure that the source drive(s) have sufficient disk space available tihee

content of all placeholders, which can be a potential prabAetditionally, more time will be needed if all

placeholders are retrieved from the database and written to disk. ActivatintppagsEV may be another possible
strategy, to let E\leave the placeholder intact and forward the data from the database to the application (in this case
CopyRight2).

Below you can find two possible solutions, either skipping the placeholders and migrating them with FSAUTility or
by copying the placeholdemwith CopyRight and then recalling the files from the databse with FSAUTtility.

You can find more information about Veritas FSAUtility.Exe in the documentation:
https://www.veritas.com/content/support/en _US/doc/122261522615080/v40136615122261508

Method 1: Skip offline files (placeholders) i Preferred Method

You can use a twstep approach to copy all the data that was not turned into dpldee(or techitally a
Windows reparse point) and then use Veritas FSAU#itgto copy the placeholders directly between source and
target or to retrievall placeholders from the Vault to their original location.

1. Copy t he dat afilebfaldeiswith offinfe attrifut8 k o pt i on ¢ hfekiklead Atrtorm hk thte
and Tpagseydur copy job definition to skip any placeholders during the copy process:

Add Copy Job st
M File Attributes and Time
l File Compression settings: If source is compressed, compress destination files. -
[f]\lam.e a.nd ¥ Quverwrite Existing Files
escription
1 ¥ Overwrte Read-Only Files (check this option to overwrite system, hidden or read-only files)
.,j'j J ™ Include Apple Macintosh Resource Forks
1 e
i ™ Set creation and modffication time to: 22052019 J |22:DE:5" -
Source and
Destination I+ Copy creation time, modffication time and last time accessed time
| [~ Copy folder structure only and skip files ¥ Skip files/folders with offline attributel
"-L—d Fiter Conditions {combined with OR operatar)

Inclusions and
i 20657 —_
Exclusions ™ Exclude files created  |hefore 22052019 06

™ Bclude fies modfied [before - | [22052019 ~| 2% =

™ Exclude files accessed |pefore |22.'I]5.2'|]19 J |22:'I]G:ﬂ —_

File Attributes
and Time v

QK | Cancel |
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2. Either use Veritas FSAUtility.Exe to
a) migrate the placeholded&rectly betweersource and target server (FSAULtiliyym)
or
b) retrieve all placeholders from the Veritas Vault (FSAUMility to their original location.
Note:Thi s met hod does not migrate any wuser or group accou

emugh disk space on the source or not enough time to fetch the data from Haselgpease revert to method 2,
which will migrate any accounts used in permissions appropriately.

Method 2: Migrate placeholders with CopyRight2 & Recall them with FSAULtility

CopyRight2 can migrate the placeholders withmaiting Enterprise Vault retrieving the file contérdctivating a
specific optionThis functionality can be enabledy enabl i ng t he corresponding setti
Please readthechapfeAdvanced Optionso for more information on ho
1. Activate copying of AVeritas Enterprise Vaulto plac
2. Close the CopyRight2 GUI and reopen it in case you had it open.
3. Run your copy job to copy the data including placeholders
4. After the copy is doneecall themusing FSAULtility. Exe(FSAULility -b) to convert them temporarily into the

original files and then run theorresponding file systearchiving taskrom the Enterprise Vault
Administration Consoléo turn them into plazholders again
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Troubleshooting

Below is a list of known problems and solutson

Error Message during Installation

A message box appears duringtallationreadingi Er r or reading from file {path to
andthatyoe an access ito

Solution: Please try to move the MSI installation file to a different location. This can occur because of the folder
depth or because of security reasons. Pl ease verify the

Name Resolution Problems If Specifying Servers by IP Address

Solution: To enable name to IP resolution for specific computers, credel@STSfile within the folder
%systemroot¥system3”riversetc. It should have no file extension. Specify one line of text for each name you want
toresolve to an IP address.

The format for member servers / computers is:
{IP Address}{Computer NetBIOS Name} #PRE

In case of a domain controller the format is:
{IP Address}{Computer NetBIOS Name} #PRE #DOM:{NetBIOS Domain Name}

Please make surethatyy capi talize the |l etters for the A#PREO or A
After saving the file, open a command line prompt with administrative privileges and run the command
ANBTSTAT i RO to load thel MHOSTSfile. You can test name resolution by running a ping {@atar NetBIOS

Name} command.

For example a LMHOSTS could look like this:

é

1.2.3.4MYFILESERVER #PRE
5.6.7.8MYDC #PRE #DOM:MYDOMAIN
é

LMHOSTS Example
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Locked Files Cause Errors during File Copy

Solution: Pl ease enableonhéehBl gopyejbbédébkeedr Forepdoapbisi

While Moving a Share Server Internally an Error Indicates Share is Already
Existing

Solution: Pl ease enable the ASynchronize File Shareo ofy

Error 266 Password Policy Problem While Synchronizing a User Account

Solution: This error occurs because the password of the user at the source computer fails the password policy at the
destination computer. Please assign this user at the source computer a password that igngothégassword
policy and then run this job again. The error should now disappear.

The System Freezes When Using the GUI of CopyRight2 on a VMWare Guest

Solution: This is a known VMWare bug with the VMWare SVGA Il driver. Plessgiech to the standdrVGA
driver by upda&MVaregSVGAIariveon ot dlISIt ed driEmrwithinthe device managn
control panel.

A Blue Screen Occurs During File Copy

Solution: Usually blue screens are caused by underlying system drivers. Pleaderchpedktes of your drivers for
your hard drive controller, network adapter and graphic card. Some customers experienced blue screens because of
outdated VPN access software while trying to copy over a VPN connection.

DFS Copy Job feature is not showing up

Solution: I n case you updated and under the condition t
GUI, please uninstall CopyRight2 and reinstall it. This step will be required one time only and will cleanup existing
registry keys.
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Error 84 or 77 when copying data between servers because of Virus Protection

This error can occur if the file in question was deleted by a Virus Scanner at the destination. Please verify if you can
copy the file manually, using Windows Explorer, from tharse to the destination. After copying it, press F5 to

refresh the destination directory. If the file is gone after refreshing, it was most likely deleted by a virus scanner. This
can happen if the source computer uses no virus scanner at all or Ufs®atananufacturer or version or virus

database version. Please check the log file of the virus scanner running at the destination computer.

To validate if the file in question contains a virus or other malicious code, we recommesedtb@nline vrus
scannefhttp://www.virustotal.coru.

Network Problems Causing Windows Error 59 or 64

These two errors can aacin conjunction with different CopyRight2 internal error codes if there are problems during
communication with the source or destinatiomputer.

Windows Win32 Error Code \ Description

59 An unexpected network error occurred.
64 The specified network name is no longer available.

It could be caused by hardware or software problems on the source, the destination or anywhere in bétweeen the
systems, such as firewalls or network components like cables, hubs, switches or routers.

You could try to reboot both, the source and the destination system, which can sometimes resolve the problem.

If this should not resolve the issyeu could tryto increase network timeouts to give the outstanding network

requests more time to compleby increaing the SMB session timeout parameter in the registry. The registry value

is called ASessTimeouto and is of wype REG_DWORD and | c
i H K L\3ystemCurrentControlSéBerviced anmanWorkstatio®® a r a meYbuecoufdtdy.to increase the value to
300(decimal) for 5 minutesThis change requires a reboot before the new setting takes effect.

If the problem should still occur, yawuld try to increase the number of retries the TCP/IP stack uses for the
transmission of data. The corresponding registry value
REG_DWORD and | ocat ed i\SystemQueentCantgplS&bervicgsTchigR/a riaHKe tMer s 6. Yo
couldtry to increase the number of retries to 10 (decinidd)s change requires a reboot before the new setting takes

effect.
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Authentication Problem Migrating from or to Windows Workstations

If you are getting prompted for asmwvord repeatedly, even though the password and user account entered are
correct, it could be because of thefaultsecurity restrictions on Windows workstation operating systems preventing
remote administration. This problem does not occur with Windewses operating systems.

Please follow the steps below to configure Windows workstation operating systems for remote administration:
1. Make sure to run Windows update.

2. Ensure that the firewall allows SMB/NetBIOS communication between source and destorafiasing
CopyRight2 on a'$ computer between thig“3omputer and both source and destination. You will have to
allow incoming TCP port 445 or alternatively TCP/UDP ports 137 & 138 (NetBIOS over TGHV/IfRE
destinationlf migrating passwords thiis a requirement on the soustgdon the destination system.

3. Make sure that the Windows Remote Administration service on the destination system. This service is
disabled by default on workstation operating systems.

4. Use regedt32.exe to set
fHKEY_LOCAL_MACHINE\SOFTWAREMicrosoftWindowsCurrentVersiokPoliciedSystemilLocalAcc
ountTokenFilterPolicgto REG_DWORD 1 on the destination system. This is required on Windows
workstation operating systems to allow delegation of administrative contexts.

5. Reboot thalestination system.

Error 89 if Copying to a System That Does Not Support File Level Compression

If you are copying files that have the compression attribute set to a system that does not support compression, you
will get an error 89 with a correspondg Wi n32 error code. I n this case pleas
destination filesod0 option in the copy jobds settings ir

Error 3500 (Win32Err=87) During Password Migration

Please check if your@ running some kind of Anti Virus or Host Intrusion Prevention system on the target server. If
yes, please have a | ook at the solutions |l og files. Yol
file.
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Firewall Configuration
CopyRight2r equi res the following networ k podeperslingbewheradi ng

you run the software at (source, destination or ol eodnputer)

Description

Copying from source to
desthation running the
software on source withoy
password migration.

Source(Push)
Outgoing traffic to
destination using either
TCP port 445 or
TCP/UDP ports 137 &
138 if using NetBIOS ove
TCP/IP.

Destination (Pull)

Incoming traffic from
source to either TCP por
445 or TCP/UDP ports
137 & 138 if using
NetBIOS over TCP/IP.

34 Computer

Copying from Source to
Destination running the
software on destination
without password
migration.

Incoming traffic from
destination to either TCP
port 445 or TCP/UDP
ports 137 & 138 if using
NetBIOS over TCP/IP.

Outgoing traffic to source

using either TCP port 445

or TCP/UDP ports 137 &

138 if using NetBIOS ove
TCP/IP.

Copying from Source to
Destination running the
software on source or
destination and if
password migration is
enabled.

Incoming traffic from
destinaion to either TCP
port 445 or TCP/UDP
ports 137 & 138 if using
NetBIOS over TCP/IP.

Incoming traffic from
source to either TCP port
445 or TCP/UDP ports
137 & 138 if using
NetBIOS over TCP/IP.

Copying from Source to
Destination running the
software on gurce without
password migration.

Incoming traffic from 3
computer to either TCP
port 445 or TCP/UDP
ports 137 & 138 if using
NetBIOS over TCP/IP.

Incoming traffic from 3'
computer to either TCP
port 445 or TCP/UDP
ports 137 & 138 if using
NetBIOS ovelTCP/IP.

Outgoing traffic to source
and destination using eith¢
TCP port 445 or TCP/UDH

ports 137 & 138 if using

NetBIOS over TCP/IP.

Using the block transfer
protocol to enable byte
level copy, reusing
existing data at the
destination to minimize
traffic if copying across
high latency WAN links
using the GUI on source|

Outgoing traffic to
destination using either
TCP port 445 or
TCP/UDP ports 137 &
138 if using NetBIOS ove
TCP/IP. Additionally
incoming & outgoing
traffic to the TCP port
configured in adanced
settings (default 8082).

Incoming traffic from
source to either TCP port
445 or TCP/UDP ports
137 & 138 if using
NetBIOS over TCP/IP.
Additionally incoming &
outgoing traffic to the TCH
port configured in
advanced settings (defau
8082).

Using tre block transfer
protocol to enable byte
level copy, reusing
existing data at the
destination to minimize
traffic if copying across
high latency WAN links
using the GUI on
destination.

Incoming traffic from
destination to either TCP
port 445 or TCP/UDP
ports 137 & 138 if using
NetBIOS over TCP/IP.
Additionally incoming &
outgoing traffic to the TCH
port configured in
advanced settings (defau

8082).

Outgoing traffic to source
using either TCP port 445
or TCP/UDP ports 137 &
138 if using NetBIOS ove
TCP/IP. Additionally
incoming & outgoing
traffic to the TCP port
configured in advanced

settings (default 8082).
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Destination (Pull)

3 Computer

Description

Using the block transfer
protocol to enable byte
level copy, reusing
existing data the
destination to minimize
traffic if copying across
high latency WAN links
using command line
version on source
(/MSyncSend) and
destination
(/MSyncReceive).

Source(Push)

Incoming & outgoing
traffic to the TCP port
configured in advanced
settings (default 8082).

Incoming & outgoing
traffic to the TCP port
configured in advanced
settings (default 8082).

IIS Site Migration job,
mi grating
credentials for sites or
virtual directories(*)

=13

Windows 2008 and newe

Incoming TCP port 135
(DCOM Mapper) on
destination system for

souce system.

On PreWindows 2008:
Incoming TCP port range
10244999 on destination
system for source system

Incoming TCP port range
4915265535 on

destination system for
source system.

Windows 2008 and newe

Incoming TCP port 135
(DCOM Mapper) on
sourcesystem for
destination system.

On PreWindows 2008:
Incoming TCP port range
10244999 on source
system for destination
system.

Incoming TCP port range

4915265535 on source

system for destination
system.

Incoming TCP port 135
(DCOM Mapper) on
source and destination

system for 3 computer.

On PreWindows 2008:
Incoming TCP port range|
10244999 on source and
destination system for®3
computer.

Windows 2008 and newe

Incoming TCP port range|

4915265535 on source

and destinatiosystem for
39 computer.

(*) The TCP port range required for DCOM can be configured to a fixed port if required. To do so, use

ADCOM
the TC

dcomcnfg. exe and configure the ahadmin object in
i Conneodentedol@®/ | PO dkdetbématic endpointd to assi ghis
has to be done on the remote system if running on source (push) or destination (pull) or in case of running
CopyRight2 on a'8computer on the source and on tiestination.

Source or Target NAS Role Shows up as Workgroup Mode Instead of Domain
Member

If you havea NAS as source or target, there are cases where the role is incorrectly identified as workgroup mode

instead of domain member. This problem usuatlyour s because some Wi ndows API &6s,
inormal 0 use of the sy Asideaffectd thieproblem, is thad theddontaio mameais notb | e .
identified and it will show t hehishtmpanteato folosvope i nstead i
problems, like the program attempting to migrate domain accounts to the target system, even though the source and
target systems are in the same domain.

In this case you can create a domain.ini file in the CopyRight2llstson folder and tell CopyRight2 the domain
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controller to use for this system. This is also helpful in case the network infrastructure (subnets) are not configure
correctly in Active Directory Sites & Services.

Here is & d 0 ma i erample) ¢orifiging CopyRight2tousd o mai n control |l er ADC990 for
Net BI OS name ANAS010 and the domain controll-223d6GDC3210
After placing the file in the CopyRight2 installation folder, running the job shandduce the correct domain

member ship role and domain name in the jobds | og file:

[NASO01]
DomainController=DC99

[NAS- 123]
DomainController=DC321

Domain.iniexample

During a large scale migration, you can configure the domain controllers using taganigollout planner for each
source and target system, for example during CSV file import.
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Slow Performance Due to Anti-Virus Real-time Scan on Source and/or Target

If you should experience slow performance during file copy, please check if aryifugi(or Windows defender)

reaktime scan is enabled and try to disable it. Windows defender is especially slow if processing ZIP files, because it
relies on Windows builin zip engine. After the migration completed you can run a full scan on the targakée

sure it is clean.

Unexplainable Errors Due to Anti-Virus Real-time Scan

During a data migration, all files will be touched on the source server and all the data will be written to the target. If

there is a real time AnWirus running, it will irntercept those calls and do a full scan for each file. If both, source and

target run an ArdVirus, this effectively meansthatew vy f i | e wi | | get scanned twice (
Anti-VirusRealt i me Scan on So Horauser rade software, suttaas GopytRight2, it is by design

impossible to prevent that interception/detection.

If there is a different version of the Aslirus softwarerunning or software of a different vendor or a different virus
signature database, you may emuer situations where the source server does not detect something as a virus, but the
targetdoes In some cases, this will really indicate that a virus was found, in other cases it coulddsledstalse

positive, especially if there is a heuristigtéiction method being used, not relying on a signature datdbiasgoubt,

we usually recommend to use virustotal.com (a google company) to scan the data with 60+ virusiaqzamadied

in case you want to find out if it is really a virusaofale positive

Unfortunately, we have niafluence on the actions of the Antirus softwareafter a detection happens. In most

cases, it will interrupt the current operatidiis could be aopen,read or write operatioand it will thenfail with

an errorcode that may differ dependingonthe Aviti r us sof t ware used. I n most cases
SomeAntiVi rus software wil. go further and place tohe softw
limit its activities. In thiscaseit is unfortunatelyCopyRight2, becausehasread or even worsaritten what the

Anti-Virus thinks is possibly &irus. If this should happen, please check the log files of your-¥intis and make

exceptions as necessary.

The best way to circumvéethose problemaltogetherand to prevent having to spend time on virus analysis, we
recommend to turn it off during the course of the migration, at least on the target. Run a full scan on the source of all
files, to make sure that the source data issviree, from the perspective of the ANfirus you are using, to prevent it

from interrupting the migration. You can enable the Afitus on the target after the migration is completed and run

a full scan as well.
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Administrators Prompted wi t h A& o &drrently Have Permission to Access
ThisFol der o

After a migration to a new server, administrators may ¢
access this foldero allowing them t otecc Aftecchkckingan A Cont i nu e
AfiContinueo, the current user account will get added exrg

The reason for that is that Windows UAC (User Account Control) is enabled and the Administrator is logged in with
anonbuilt-inaccounb ei ng member of either the fiDomain Adminsodo or
behavior is by design and the problem usually occurs if transitioning between a server having UAC turned off and a
server having UAC turned on. UAC was introduced with @fgins 2008 R2 and is enabled by default.

If UAC is enabled, an account logging on belonging to an administrative group will get a duplicated logon token

having those memberships removed to reduce the account to a regular user account. This restriidecsé¢oken

start the window session after logging on. Subsequently any tasks started will run with this restricted logon token.

This also applies to Windows Explorer. A duplicate of the full token, having those memberships and granting
administrative accas, i s stored and used only if an administrator
if an application requests during startup to run with administrative permissions. Both require a confirmation of the

user before the program is actuallyrtsd.

The reason for this design choice is to reduce the attack surface of some malware accidentally launched by an
administrator.

Possible Workarounds:

1 Login as builtin Administrator. The buiin Administrator account has UAC turned off.
1 Educate th@dministrators to convince them of the advantage UAC provides.

1 Change UAC to the same level the source server had. While this may not be the optimal setting, it will not be
less secure than your previous configuration.

I Use another tool to administer tfile services. These tools allow you to start elevated, with the
administrative permissions. For example, without en
Commander o, fiFree Commander o, ¢&

1 Terminate Exporer.Exe with Tadkanager or by holdingte A Ctr 1 6 & AShi fto key and
start menu and right c¢clicking on the menu to run th
with ARun as Administratoro.

1T Grant access t oGrao ugproo uapn ds upcuht atghatfgroafd @opyRight2tcanat or s i nt
optionally add a custom account to each NTFS permission encountered eitheflgnwhile copying
data, or without moving data if wusing a ASecurity &
file (seeEAThHhaNG eAr MA®PRPI NG DEFI NI TI ON FILE TO REASSI
will prevent administrators from having to confirm to get access to each folder, because the account is a
member of that group and this group is not removed from the logon token by UAG &sathiiy done to the
built-in admin groups. You can specify an additional account to add to every NTFS permission by providing
a Adomain.inio file containing a section with the N
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job with the followng content;

[SRGCOMPUTER]
AddAdminAccount=MYDOMAINNMYGROUP

UAC configuration and the resulting security impact:

UAC Configuration Description

UAC turned OFF

With UAC turned off the result will be the biggest attack surface, because malware, u
ransom ware, can access all the data and even Windows system files (such as the Sy
folder) with write permission.

UAC turned ON,
Access granted to
custom user or group
account

Turning UAC on and previously granting additional permissions on yourtalata
individual account (user or group) on the target reduces the attack surface to all the d
folders. System files (such as System32) would still be protected from access.

UAC turned ON
(default setting)

Turning UAC on will reduce the attack surfaoedata folders, that the specific

admi ni strator has previously been gran
surface will grow over time as administrators visit more and more folders during their |
work.

UAC turned ON +
Accounts get
automatically
removed from NTFS
permissions in an
interval

To reduce the attack surface further,
Attributesodo type of job that you run d
again, that were previousllad ed af ter cl i cking on fACo

security than the Windows UAC default settings because the attack surface will not gi
over time but get reset frequently. On
currently have permési ons é0 message more frequent
mapping file containing fAl1: 00 mappings
chapter ACREATI NG A MAPPI NG DEFI NI TI ON
of the CopyRight2 manual).

Note: Another disadvantage of the default UAC behavior is that it adds individual admin accounts to NTFS

permi ssi ons.

depart ment

Wi t h
t he

that in mind, you may have to

for Afbemgl opewoubddphbet mehfictitént

granting access. Instead it would be better to disabled the admin accourgatachmew user account in such a

case.

Referencehttps://support.microsoft.com/ars/help/950934/whepou-click-contirue-for-folder-accessn-windows

exploreryour-use
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Cannot Find Computer or NAS System When Selecting Source Folder

When adding new source & destination path pairs to a Data Migration job, yepeeifymultiple source pathsy
selecting from a tree otrol and a single target pally providing the path in an edit field

Depending on the scenario and the network configuration you may find yourself sometimes looking for a specific
system that does not show up. This could for example be the casanfwaskgroup mode and the Windows

browser service simply does not show it, either because of some problem or it has not yet been propagated. Or you
may be you are logged on with a local account that does not have access to Active Directory, so beene will
iActive Directoryo node to select from.

While the target path can be changed through an edit field, without selecting from the drop down tree control, you
may have the need to add a computer to the source path selection tree.

This can be achieved/ladding the domain, workgroup or computer manually. To achieveythatan select
iMi crosoft Windows Networko, then open up the context r
mi ssing domai.n/ workgroup¢éao

Likewise, if a computer you ardooking for should be missing, you can select a workgroup or domain below

AMi crosoft Windows Networko and then use the context me
needs to be done once and will then be stored for future use. You carereranually added workgroups, domains

and computers the same way using the context menu.

Error 296 during sidHistory Migration

The occurrence of error 296 indicates an issue migrating sidHistory. The additional Win32 error is helpful to detect
the rootcauseof the issue.

Win32 Error Code | Win32 Error Code Description  Possible Reason
5 fAccesss denied This error can occur for multiple reasons:

1) Delegation restrictions

9 Target Domain Controller: The computer
object of the target domain controller masy
configured to disall/l
not trust this comply

1 User Account Restrictions: The account use
for authentication in the target Active
Directory may have the "Account is sensitive
and cannot be delegated" settinglgled.

2) Domain Local Group Permissions:
1 Permissions on the domain local group in th

source domain (formatted as the source
domai nds Net Bl OS nan
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restrictive. If the account used for the

migration job or authentication to the target
Active Directory lacks permission to modify
thisgrou s me,mdress véall be denied.

6 AThe handl e i s |1) Name Resolution Issue:

The target domain controller cannot resolve the
source domain controll

2) Firewall Blocking RPC @mmunication:
A firewall between the source and target domain

controllers may be blocking RPC communicatior
preventing the operation from succeeding.

Product Uninstallation from Settings -> Apps & Features Fails if UAC is Disabled

To work around théssue, you can either logon with a different user account that has UAC enabled or alternatively
use the classic control panel Programs and Features.

This issue is a known limitation in Windows that arises when User Account Control (UAC) is disalidechh

happen either if UAC is turned off systemide or if you log in using the builh Administrator account, which
automatically disables UAC for its session. The root
Settings app and UAC.

When atempting to uninstall, the following error message may appear:

@ CA\Windows\system32\msiexec.exe X

Windows cannot access the specified device, path, or file. You may not have the appropriate
permissions to access the item.

OK

To resolve this issue, you can either:
1) Log in with a different user account that has UAC enabled, or

2) Use the classic Control PanelPrograms and Features to complete the uninstallptimress
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Contacting Support

Please specify the following information when contacting support:

1. Your product and build number (visible in about dialog, shown if you click on the blue question mark within

the main application window)

Your source serveoperating system version, service pack level and processor architecture (x86 or x64)

Your destination server operating system version, service pack level and processor architecture (x86 or x64)

The role of the source server. Is it a domain member omaitiacontroller or in workgroup mode?

The role of the destination server. Is it a domain member or a domain controller or in workgroup mode?

The log file if applicableCopy Ri ght 26s 1 og file is |l ocated in the
samenameas t he copy job with a fA.LOGo file extension.
The copy job definition file if applicable. The copy job definition file, containing the settings of the copy

job, is located in the CopyRight2 installation folder having the same name as the copy jpb with J OB o0 f i | €
extension.

ouprwnN

N

Our support might ask you for additional required information after receiving your support request.

Contact Information

If you shouldhavefurther questions regarding the producttedocumentationpleasefeel free to contaaisany
time:

By eMail:

Support@SysManage.Com

By phone / fax:
Phone: 4 (408) 3455199
Phone: 4 (360) 2275673
Phone: 44 (0) 8455273028
Phone: +490)69-999993099
Phone+34-810 10 15 34
Fax: ++4969-999993083
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